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9% STUDENTKAR FULLMAKTIGE 2021-10-13
el Matesnr. 2 - 2021/2022

1 Preliminarer

l.a Sammantriadets 6ppnande

Talman forklarar motet 6ppnat klockan 18:20 och ténder FuM-elden.

1.b Justering av rostliangd

Moétet beslutar:

1. att klockan 18:26 justera rostlingden till 31 av 35 narvarande rostberattigade
ledamoter, varav 2 tjanstgorande suppleanter. Se .

1.c Val av tva justeringspersoner tillika rostraknare

Emelie Bjorkman (SAK) och Samuel Nyberg (MFP) nominerar sig sjalva till juste-
ringspersoner tillika rostraknare.

Moétet beslutar:

1. att valja Emelie Bjorkman (SAK) och Samuel Nyberg (MFP) som justerings-
personer tillika rostriaknare.

1.d Sammantriadets behoriga utlysande

Talman berattar om motets utlysande vilket gjordes i tid enligt stadgarna.

Motet beslutar:

1. att motet anses behorigt utlyst.

l.e Val av sekreterare

Jesper Hermenius d19 nominerar sig sjilv till sekreterare for resten av fullmaktigea-
ret.

Jesper Ruben Maria Emelie Samuel

Beslut
§49

Beslut
§50

Beslut
§51

Hermemits  ransakioSeyer 155574573200a mignerat RS, Bjorkiman Nyberg
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Moétet beslutar:

1. att Jesper Hermenius véljs till motessekreterare for resten av fullmaktigearet. Beslut
§52

1.f Godkinnande av foredragningslista

For preliminar foredragningslista se .
Det yrkas att lagga till punkten 4.b VD-rapport.
Det yrkas fran valberedningen att lagga till punkten 3.a Fyllnadsval till valbered-

ningen till féredragningslistan.

Moétet beslutar:

1. att faststélla foredragningslistan med de foreslagna andringarna. Beslut
§53

1.2 Adjungeringar

Inga adjungeringar foreligger.

1.h Foregdende motesprotokoll

Motet beslutar:

1. att lagga foregaende motesprotokoll till handlingarna. Beslut
§54

1.i Uppfoljning av beslut

1.i.1 Punkt 40 21/22 - arbetsgrupp for kommunikationspolicy

Lucas Glimfjord (AC++) foredrar syftet med arbetsgruppen lite kort.

Jonathan Sjolander (MFP) yrkar pa att riva upp beslutet att ha en arbetsgrupp.

Isabelle Kjellstrom (AC++) nominerar sig sjélv till arbetsgruppen.
Albert Vesterlund (SAK) nominerar sig sjalv till arbetsgruppen.

Samuel Nyberg (MFP) yrkar pa bordldggning av fragan.

Jesper Ruben Maria Emelie Samuel

Hermems TransaktioS@yéZIMS%MS?BZO@a ‘g‘ raignerat RS,B@@M&@ Nybug
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Moétet beslutar:

1. att bordlagga fragan tills vidare. Beslut
8§55

2 Meddelanden

2.a KS

KS bjuder in alla till firandet av karhusets 20-arsjubileum den 15/10. Det kommer
bjudas pa tarta och finnas ett seminarium. KO tycker dven att det &r kul att se
campus fullt med studenter igen. De jobbar just nu med arbete om centralisering av
ekonomin for att gora det lattare att hantera. Hir meddelas dven att vi kommer fa
tva nya rektorer under aret sa vi ska se till att de kédnner sig valkomna.

GFS soker en suppleant till SGS styrelse, kontakta ORDFORANDEQGFS.se om ni
har fragor eller ar intresserade. Arbetet ar arvoderat.

Of Course soker folk. Arbetet skulle ga ut pa att planera tillfillet och dven boka
inspirerande talare.

Det soks en projektgrupp som kan strava efter att bygga en ny motionshall. Uppgiften
handlar om att under aret skapa en langsiktig plan for detta. Hor av er till AO om
ni ar intresserade.

2.b KS

Pa grund av distanstentor sa har inte karkortskontroll skett i samband med tentorna.
Eftersom karkort inte ldngre gar ut sa maste man visa att det ar giltigt i Mecenatap-
pen. Darfor kommer framéver karkortskontroll ske innan tentan for att inte uppmana
folk att ha med sina mobiler in i tentasalen. Infor FuM 4 ska 2 inspektorer véljas in,
bada sittande har uttryckt intresse for att sitta kvar.

2.c Fodelsedag!

En person fyller ar! Alla sjunger at Nicole Stengard Tamm!

Jesper Ruben Maria Emelie Samuel

Hermemits  TransakioSeyer 155574573200y, mignerat RS, Bjorkiman Nyberg
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2.d FuM 3

FuM 3 ar det val till Valndmnden, sa fundera pa nomineringar. Delar ut info infor
bolagsstdmman. Hoppas kunna fa till utbildning som forra aret sa folk vet hur man
laser bilagor pa bolagsstammor.

2.e Arbetsgruppen Andra Udden-projektet

Arkitekttavlingen ar avslutad. Pa fredag 15/10 under seminariet i karhuset kommer
vinnaren annonseras.

3 Fyllnadsval till Valberedningen

3.a 0-1 poster

Ida Berg kfkb20 nominerar sig sjalv.
Ida presenterar sig lite kort och svarar pa fragor som motet far stélla.

Ida skickas ut fran motet medans motet diskuterar.
Yrkas under diskussionen av David Welander (CCP) att ga till beslut.

Motet beslutar:

1. att vélja in Ida Berg kfkb20. Beslut
att beslutet anses enhélligt. §56
att beslutet ar direktjusterat.

4 Rapporter

4.a Report 3 - Statusrapport Verksamhetsplan 21/22

KS foredrar rapporten lite kort, KS har godkédnt alla planeringsrapporter. De har
dven kommit igang med sitt arbete enligt de planer som blivit lagda. KS svarar dven
pa fragor fran motet. For att ldsa rapporten, se

Jesper Ruben Maria Emelie Samuel
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Moétet beslutar:

1. att ldgga rapporten till handlingarna. Beslut
§57

4.b VD rapport

Rapporten foredras av VD Roger Nordman som aven svarar pa motets fragor.
For att ldsa rapporten se bllaéa a

CCP vill protokollfora att direktoéren borde undersoka alternativet med lattdryck av
olkaraktér till karresturangen.

Moétet beslutar:

1. att ldgga rapporten till handlingarna. Beslut
§58

5 Enkla fragor

Inga foreligger.

6 Interpellationer

Inga foreligger.

7 Faststallande av beslut

Ajournering klockan 19:54 tills 20:04
Motet aterupptas 20:06

7.a Motion 14 19/20 - FuMval - Single Transferrable vo-
te(bylaw amdt., 2nd reading)

Talman forklarar att dndringsyrkanden inte kan bifallas som en andra lasning utan
skulle da ses som forsta lasning och behdva lésas igen vid ett till mote. Om motio-
narerna foretrdder sin motion fortfarande(vilket de inte langre gor) sa ar det inte
langre de som ager forslaget.
Stadgedndringen som léses utgor originalyrkande, se lbllaga é och lbllaga 91 Motet har

Jesper Ruben Maria Emelie Samuel
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sedan diskussion.

David Welander(CCP) yrkar pa att ga till beslut i fragan.
David Welander(CCP) yrkar pa att alagga talmanspresidiet att kalla till en postFuM
kvall pa JA-Spel for att disskutera fragan.

Andringsyrkande av Erik Ljungdal (AC++) se .

Propositionsordningen faststalls:
Erik Ljungdals (AC++) dndringsyrkande mot originalyrkande stélls forst mot varand-
ra. Darefter stills det framvaskade forslaget mot avslag.

Férberedande votering:
Bitrader Erik Ljungdahls (AC++) forslag.

Motet beslutar:

1. att avsla Erik Ljungdal (AC++) forslag. Beslut
§59
Motet beslutar:
1. att alagga talmanspresidiet att kalla till postFuM pa JA-Spel. Beslut
§60

Detta resulterar i att stadgedndringen stryks. Alltsa behovs en ny motion skickas in
for att lyfta detta pa nytt.

8 Propositioner

8.a Proposition 6 - Uppdatera reglementet med Chalmers
Blockchain Association som karforening

KS foredrar propositionen och svarar pa fragor.

Se pilaga 10

Motet gar till diskussion.

Beslutsyrkande fran David Welander(CCP).
Jonathan Sjolander (MFP) yrkar pa att dra streck i debatten.

Jesper Ruben Maria Emelie Samuel

Hermemits  TransakioSeyer 155574573200y, B et rs.Bjorkman Nyberg
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Moétet beslutar:

1. att dra streck i debatten. Beslut
§61
Motet beslutar:
1. att bifalla propositionen. Beslut
§62

Talman lyfter ordningsfraga om att ateruppta punkten om arbetsgruppen for kom-
munikationspolicyn.

Motet beslutar:

1. att ateruppta punkten. Beslut

63
Motet for diskussion om att vélja in arbetsgruppen. S

Jonathan Sjolander (MFP) yrkar pa streck i debatten.
Jonathan Sjolander (MFP) drar tillbaka sitt yrkande.

Isac Stark (MFP) nominerar sig sjélv.
Ett yrkande finns att véilja in de tre som nomierat sig under kvéllen, dessa é&r:

Isabelle Kjellstrom(AC++), Albert Vesterlund(SAK), Isac Stark(MFP)

Motet beslutar:

1. att vélja in de tre sokande till arbetsgruppen fér kommunikationspolicyn. Beslut
§64

9 Motioner

Inga foreligger.

10 Motets avslutande

Talman forklarar motet avslutat 20:50 och slacker FuM-elden.

Jesper Ruben Maria Emelie Samuel
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Lista over beslut

att klockan 18:26 justera rostlangden till 31 av 35 nérvarande réstberétttigade{
ledaméter. varav 2 tidnstgorande suppleanter. Se bilaga 1] . . . . . . . . . 4
att vilja Emelie Bjorkman (SAK) och Samuel Nyberg (MFP) som justerings—l
personer tillika rostrdknare) . . . . . . .. ... 4
att motet anses behorigt utlyst) . . . . . . . ..o 4
att Jesper Hermenius véljs till motessekreterare for resten av fullméiktigearet 5
5
5
6

att bordlagea fragan tills vidare] . . . . . . . . ... ..o
att vilia in Ida Berg kfkb20
att beslutet anses enhélligt.

att beslutet dr direktjusterat) . . . . . . . . .. ... ... ... .. ...

7
att ligea rapporten till handlingarna) . . . . . . .. .. ... ... 8
8
9

att ligea rapporten till handlingarnal . . . . . . .. .. ... ... ...
bt avsla Erik Djunodal (AC++) forslagl . . . . ..o

att aligea talmanspresidiet att kalla till postFuM pa JA-SpelI ........ 9
att dra streck i debatten) . . . . . . . . .. ... ... 10
.............................. 10
att aterup punkten) . . ... 10
att vilja in de tre sokande till arbetsgruppen for kommunikationspolicynl .. 10
Jesper Ruben Maria Emelie Samuel
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Rﬁstlﬁngd Chalmers studentkars tullmiiktige 2021/2022

Fullmiktigeméte #NAME? HHH#A Bilaga:
AC++ JA | NEJ

Ordinarie Patrik Bostrom X

Ordinarie Isabelle Kjellstrom x

Ordinarie David Hedgren x

Ordinarie Sebastian Bostrom X

Ordinarie Moltas Hultin x

Ordinarie Lucas Glimfjord X

Suppleant Daniel Willim X 6|/6 nirvarande

Suppleant Erik Ljungdahl X varav 2|tjinstgdrande suppl.
Asterixpartiet Gallerna JA | NEJ

Ordinarie Oscar Hallberg X

Ordinarie Amanda Agnéus x 3|/3 nirvarande

Ordinarie David Ungerth X varav 0|tanstgorande suppl.
Chalmers Cortége Parti JA | NEJ

Ordinarie David Welander x

Ordinarie Astrid Martinson x

Ordinarie Elin Sandahl X

Ordinarie Foad Alhayek X

Suppleant Alexandra S6derholm X 3|/4 nirvarande

Suppleant Charles Stromblad X varav 0|tjanstgorande suppl.
Kalle Anka Partiet JA | NEJ

Ordinarie Jesper Stensson X

Ordinarie Katriine Koit X

Ordinarie Johan Nilsson x

Ordinarie Oscar Wallin X

Suppleant Albin Olsson X 3|/4 nirvarande

Suppleant Emil Grimheden X varav 0[tjanstgorande suppl.
Kamratpartiet I:arna JA | NEJ

Ordinarie Johan Cahlin X 2|/2 nirvarande

Ordinarie Sixten Almén X varav 0|tjanstgorande suppl.
My Favorite Party JA | NEJ

Ordinarie Helena Thim x

Ordinarie Samuel Nyberg X

Ordinarie Isac Stark x

Ordinarie Cornelia Nilsson X

Ordinarie Victoria Svensson X

Ordinarie Kajsa Gronqvist x

Ordinarie Gabriel Aspegrén X

Ordinarie Ellen Friborg x

Ordinarie Amelie Nordh X 8|/10 nirvarande

Ordinarie Jonathan Sj6lander X varav 0|tjinstgdrande suppl.
Sakupplysning JA | NEJ

Ordinarie Emelie Bjérkman X

Ordinarie Tarek Alhaskir X

Ordinarie Albert Vesterlund x

Ordinarie Hannes Bergstrom X

Ordinarie David Winroth X 6|/6 nirvarande

Ordinarie Joseph Lofving X varav 0|tjanstgdrande suppl.

Totalt: 31 /35 nirvarande

Transaktion 09222115557457320040

Signerat RS, Mpagdy SN, JH 2 tjinstgorande suppl.



Narvarandelista for sektionsordforande
Fullmaktigemote: Datum: Bilaga:

Studerandesektion - Ordférande JA |NEJ [Kommentar
Arkitekturstuderandesektionen
Charlotta Blom|x
Teknologsektionen Affarsutveckling och Entreprenérskap
X
Datateknologsektionen
David Hedgren x |tillika ledamot
Doktorandsektionen
X
Elektroteknologsektionen
David Ernstig X
Fysikteknologsektionen
Carl Strandby/|x
Ingenjorsteknologsektionen
Alexandra Lundh|x
Teknologsektionen Industriell Ekonomi
Annie Olsson|x
Teknologsektionen Informationsteknik
William Albertsson|x
Kemiteknologsektionen
Emelie Nero X
Teknologsektionen Kemiteknik med fysik och Bioteknik
Therese Gronqvist X
Maskinteknologsektionen
Filip Gustafsson X
Sjosektionen
Sam Sadeghi|x
Teknologsektionen Teknisk Design
X
V-teknologsektionen Samhallsbyggnad
Viktor Kjellsson|x
Teknologsektionen fér Automation och Mekatronik
X

Totalt

Transaktion 09222115557457320040

Signerat RS, MC, EB, SN, JH




att alagga k att se till att entrédorrar och i karhuset &r Tarbetsgruppen sitter: Fum3 20721 Forsenad
illgingli och féljer Myndi for Riktlinjer for Jacob Lidman
tillganglighet [1][2] s gott det gar. Hur arbetet har gatt ska rapporteras till FuM 3 20/21. Rebecca Svensson
Johan Wennerbeck
att tillsitta en arbetsgrupp med 3-5 personer som ska undersdka hur Gasquen och CS- Frej Karlsson
19/20 Fum8 §245  bastun pé biista sitt kan tillginglighetsanpassas och rapportera detta till FuM 3 20/21.att bifalla forsta att-satsen med Emilia Sandolf
tilligget att kostnaderna tas ur Byggnadsfonden.
att andra att-satsen bifalles med tilliigget om att arbetsgruppen dven ska ge forslag pa var
eventuella skall laggas. Fum KS/Fum
P — 40 At dligga Karstyrelsen att uppdatera Tofsens i ioner angdende hur en ing fran Forsenad
rapporteras dar talmanapresidiet ska ge sitt godkinnande innan sammanfattningen publiceras KS KS
att aligga krstyrelsen att se éver hur studenter kan fa tillgang till ett omkladningsrum pa Campus Lindholmen. FuM 7 2021 Forsenad
20/21 FuM4 5129
attk ska rapportera till Fum? 020/2021. KS KS
att fullmaktige skickar vidare till EmKAB styrelse att det fortfarande &r studenternas vilja att kojorna pa andra udden ska Paghr
as
att en arbetsgrupp av 2-5 personer tillsiitts for att driva en arkitekttavling for arkitekturstudenter och alumner vid Chalmers
or att hitta en passande design for skogskojorna
20/21 FuM4 §130 att aktied; il ges till EmKAB for att ta fram i och upp till 150 000kr
att EmKAB & till med besked om och forslag p detaljplan med tillhérande
samt a (LLC) for av vidare medel senast till FuM 12021
att om anstkan om bygglov for skogskojor inte godkinns av Harryda kommun ska istéllet bygglov for vindskydd och
upprustad grillplats ans6kas om EmKAB  EmKAB
att kirfullmiktige tillsitter en arbetsgrupp om 3-6 personer med uppdrag att: Tarbetsgruppen sitter: Pigir
Sebastian Bostrom
- samarbete med ki foresla asikter till dsi om Chalmers Jonathan Sjélander
campusutveckling Amelie Nordh
2021 FuMo $181_tviirdera kirens kontinuerliga bevakning av campusfragor och eventuellt foresla Elin Sandahl
Isac Stark

nya bevakningsfunktioner.
- Agera referensgrupp till kérledningen for att forankra arbetet med campusarbetet i
styrelser, styrgrupper och dylikt pa hogskolan.

att dndra Chalmers Studentkars reglemente fran:
Kollekten utgdres av medel frin studentkaren och har till uppgift att finansiera
i ittén G.U.D.s i i il for & datorer och
tillhgrande system.
‘Till fonden avsiittes varje 4r ett belopp motsvarande 0,75 prisbasbelopp. Kollekten
forvaltas av kiren.
Uttag ur fonden beslutas av krstyrelsen.

Oscar Brjesson

till:
122 FuM1 839 " Rollekten utgores av medel fran studentkiren och har till uppgift att finansiera
arkommi D.s kapitalkrivande i ingar for rens datorer och

tillhgrande system.

Till fonden avittes varje ér et belopp motsvarande 175 prisbasbelopp.

Kollekten forvaltas av kiren.

Overskott fran G.U.D.s tillfaller Kollekten vid rél arets slut.

Underskott av G.U.D.s verksamhet regleras med medel ur Kollekten,

Uttag ur fonden beslutas av ki ks Ks
21/22 FuM1 840 artka iktige faststiller Chalmers kS KS Pagar
21/22 FuM1 540 anka tillsatter en for att utviirdera och revidera policyn till fullmiktigesammantride § 2021/2022  Ska tillsittas, sedan dr deadline till FuM8 FuM FuM FuM 221/22 Paghr
21722 FuM1 4 ay 21/22 faststills enligt bilaga med i att stryka punkt f och k XS Ks Péghr
21/22 FuML 8§45 art faststilla den slutgiltiga budgeten for Aret 21/22 KS XS Pagar
21/22 FuM1 847 ant iktige faststaller en avsittning till Byggnadsfonden till 5 % av influtna terminsavgifter for Ks KS Pagir

Transaktion 09222115557457320040
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CHALMERSO FINAL SUMMONS FUM 21/22
STUDENTKAR 2021-10-06

Speaker’s Presidium

FULLMAKTIGE

Summons
Student Union Council Meeting 2

Summons to Chalmers Student Union council meeting, business year 21/22

Location: Pascal, Lindholmen Conference Center

Time:

Wednesday 13™ October 2021, 18:00

Language: Swedish (Primarily)

Agenda (Féredragningslista)

1.

9.

Preliminaries (Prelimindrer)
a. Opening of the meeting (Sammantrddets éppnande)
b. Electoral roll (Justering av réstlingd)
c. Election of two adjusters, as well as tellers
(Val av tva justeringspersoner tillika rostriknare)
Due announcement of the meeting (Sammantrdidets behériga utlysande)
Election of secretary (Val av sekreterare)
Approval of the agenda (Godkinnande av foredragningslista)
Co-option (Adjungeringar)

=@ oo oA

Previous meeting minutes (Foregdende maétesprotokoll)

—

Follow-up of decisions (Uppfiljning av beslut)
i. Decision § 40 21/22 — Arbetsgrupp for kommunikationspolicy

Messages (Meddelanden)
Elections (Val)
Reports (Rapporter)

a. Report 3 — Statusrapport Verksamhetsplan 21/22
Simple questions (Enkla fragor)
Interpellations (Interpellationer)
Determination of decisions (Faststdllande av beslut)

a. Motion 14 19/20 — FuMval - Single Transferrable Vote (bylaw amdt., 2" reading)
Propositions (Propositioner)

a. Proposition 6 - Uppdatera reglementet med Chalmers Blockchain Association som

karforening

Motions (Motioner)

10. Closing of the meeting (Motets avslutande)

Goteborg, Wednesday, 6 October 2021

Ruben Seyer Maria Carlbaum
Speaker (Talman) Deputy Speaker (Vice Talman)
lav2
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CHALMERS, FINAL SUMMONS FUM 21/22
STUDENTKAR 2021-10-06

Speaker’s Presidium

FULLMAKTIGE

Attachments

1. Decision log
2. Report 3 — Statusrapport Verksamhetsplan 21/22
3. Motion 14 19/20 — FuMval - Single Transferrable Vote
a. Amendment (passed) Motion 14 19/20 — Leo Benson
b. Amendment (proposed) Motion 14 19/20 — Erik Ljungdahl (Ac++)
4. Proposition 6 - Uppdatera reglementet med Chalmers Blockchain Association som
karférening
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STATUSRAPPORT
2021-10-04
Karledningen

Statusrapport Verksamhetsplan 21/22

Hur ser det ut generellt med alla VP punkter

De flesta projekt i fas. De flesta projekten ligger strax | De flesta projekten riskerar att
efter tidsplan. inte hinnas med.

Utveckling inom de prioriterade omradena

Utveckling inom de prioriterade omradena hirstammar fran Visions- och uppdragsdokumentet och de
prioriterade omraden som varje ar antas utav Fullmaktige. De prioriterade omradena stréicker sig 6ver
ett antal ar, 3-5 ar, for att fokusera utvecklingspotentialen pa maximalt fem omraden. Darmed kan
storre och tydligare framsteg uppnas under de ar ett omrade prioriteras.

Prioriterat omrade 1: Sdkerstalla framtidens engage-

mang
Prioriterat mellan 2017/2018 och 2021/2022

(Uppdrag 7, Uppdrag 8, Uppdrag 9)

a) Utvardera det prioriterade omradet

En Overgripande planering av projektet har faststllts. En workshop med Kdrledningen dr inplanerat lingre
fram.

Projektet riskerar att inte

Projektet ar i fas Projektet ligger lite efter hinnas med

Prioriterat omrade 2: Ekologisk hallbarhet pa Chalmers
Prioriterat mellan 2019/2020 och 2023/2024
(Uppdrag 1, Uppdrag 2, Uppdrag 6, Uppdrag 10, Uppdrag 11)

b) Enkel avfallshantering

En overgripande planering dr faststdlld och mote med ansvariga for tidigare arbete inom omrddet har
bokats in.

Projektet riskerar att inte

Projektet ar i fas Projektet ligger lite efter hinnas med
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CHALMERS STATUSRAPPORT
Y STUDENTKAR 2021-10-04

Karledningen

c¢) Smart konsumtion

En overgripande planering dr faststdlld och aktorer som bor involveras i arbetet har identifierats.

Projektet riskerar att inte

Projektet ar i fas Projektet ligger lite efter hinnas med

Prioriterat omrade 3: Halsa och valmaende
Prioriterat mellan 2021/2022 och 2025/2026
(Uppdrag 3, Uppdrag 4, Uppdrag 6, Uppdrag 7, Uppdrag 8)

d) Malbild for Hélsa och vilmaende

En overgripande planering dr faststdlld och arbete med att identifiera relevanta aktorer har paborjats. En
workshop med Karledningen dr inplanerad.

Projektet riskerar att inte

Projektet ar i fas Projektet ligger lite efter hinnas med
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CHALMERS
Y STUDENTKAR

Prioriterade projekt

e) Tydliggéra medlemsnytta

En dvergripande planering dr faststdlld och gemensam planering med kommunikationsavdelningen dr

igang.

STATUSRAPPORT
2021-10-04
Karledningen

Projektet ar i fas

Projektet ligger lite efter

Projektet riskerar att inte
hinnas med

f) Campusnara motionshall 2029
En overgripande planering dr faststdlld. Arbete med att tillsdtta en projektgrupp pagar.

Projektet ar i fas

Projektet ligger lite efter

Projektet riskerar att inte
hinnas med

g) Undersodka effekterna av Covid-19

En dvergripande planering dr faststdlld.

Projektet ar i fas

Projektet ligger lite efter

Projektet riskerar att inte
hinnas med

h) Fortsatta utveckla kdrappen

En dvergripande planering dr faststdlld. Arbete med att identifiera och samla relevanta aktorer och
underséka vad som redan gjorts i projektet har pabérjats.

Projektet ar i fas

Projektet ligger lite efter

Projektet riskerar att inte
hinnas med

i) Avsluta Karledningens framtida struktur

En dvergripande planering dr faststdlld.

Projektet ar i fas

Projektet ligger lite efter

Projektet riskerar att inte
hinnas med
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CHALMERS
STUDENTKAR

AB Chalmers Studentkars
foretagsgrupp
Roger Nordman, Vd

VD-rapport till FuM 2, 2021-10-13

AB Chalmers Studentkars Foretagsgrupp (ABChSFG)
(Roger Nordman)

Alla skatter och avgifter ar betalda.

Karapp: For att samordna foretagsgruppens och studentkarens olika behov och samtidigt fa fram en
kravspecifikation som moter de behov som finns foreslar jag att vi tillsatter en projektledare som leder
en studie framat under en tid, sa att beslut kan fattas pa ratt fakta.

Jag har deltagit pa ett par styrelsemoten med GSF, Fysiken och Akademihalsan, alla métena halls ju
med samma styrelse. Har finns ett bra driv i Fysiken, men de ligger efter sin egen budget, sa det finns
skal att folja upp. Jag har bjudit in VVD-paret till vara koncernluncher for att de skall lara kénna évriga
vd’ar och samtidigt vara med i diskussionerna hur vi skapar nya mojligheter mellan bolagen. Till dessa
moten har jag dven bjudit med ekonomichefen inom GSF som har god kunskap om ekonomin i GSF
och Akademihalsan.

Campusutvecklingen tar fart sa sakteliga, framst gar CSB med mdjliga studentboenden pa campus,
karen jobbar med sin vision for campus, och dar behover arbetet intensifieras. Det finns nagra olika
spar vad galler utbyggnad av karhus, och desa behdver vi komma igang med. Styrelsen i EKAB har
utrryckt att de gérna stéller upp med sin kompetens i detta sammanhang.

Ett firande av karhuset 20 ar (nya delen) sker den 15:e oktober, ni skall alla ha fatt en inbjudan.

Inom EmKAB har ett tavlingsunderlag for att utveckla andra udden med kojor mm tagits fram, och en
arkitekttavling genomfors under sommaren bland arkitetktstudenter och alumni. Pa tisdag 5:e juni tas
vinanren/vvinnarna fram, och sedan behdver det tas en diskussion om hur vi skall ga vidare med
utvecklingen. Lampligast anser jag att det &r EmKAB som tar dgandeskap.

Vaccinationerna genom kry flyttas om i karhuset sa att vi frigor konferensytor sa att den ¢kande
mangden moten far plats.Kry komemr att finnas kvar pa plats till siste november, darefter stanger vi
den affaren. Pa Lindholmen kommer kry att omlokaliseras till L’s Resto.

Efter att restriktioner slappts helt har karens ideella del tagit fart ordentligt, och gasque och Harryda
bokas pa som aldrig forr. Karen har kvar att en riskanalys skall goras infor arrangemang, dels som en
sakring, dels for att det &r valdigt manga ovana arrango6rer nu. Darmed kan riskanalysen bidra till mer
genomténkta arrangemang.

Postadress Org. Nummer Telefon

AB Chalmers Studentkars Foretagsgrupp 556187-2895 031-772 3905
Roger Nordman, vd
Teknologplatsen 2
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Karen, Foretagsgruppen och CSB kommer uppvakta Fredrik Horstedt pa mandag 4:e oktober. Beslut
har tagit inom Chalmers att Fredriks tjanst skall ersattas med tva tjanster, dar den ena fokuserar pa
nyttiggérande, och den andra pa campusutveckling och hallbarhet.

Under hosten kommer vi gora en genomlysning av administrativa tjanster och ga genom behov och
utbud, och darifran se hur vi kan dra nytta av varandras kompetenser inom koncernen, inklusive CSB.

Personalen mar bra, men vi har alla haft en riktigt hog arbetsbelastning under inledningen av hosten.
En personalresa till Stockholm ar planerad innan jul, dar vi planerar att tréffa personalen pa THS och

utbyta erfarenheter.

Karens julbord kommer ga av stapeln den 27:e november,
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Chalmers Studentkars Restaurang Aktiebolag (ChSRAB)
(Marcus Danielsson)

Ekonomi
Resultatet for verksamhetsarets forsta tva manader juli och augusti ar béttre an budget och
forsaljningen ar hogre. Avvikelserna bestar framst av och som paverkar kvartalsbokslutet juli-

september:

. « hoga varukostnader pa grund av inventering i september

. * hyresreduktioner frén vara tre fastighetségare

. * Tidigarelagd forsdljning av litteratur fran september till augusti

| september manad kommer vi ha an lagre forsaljning an budget da vi estimerade restriktionslattnader
tidigare i budget och forflyttad forsaljning fran september till augusti.

Under perioden ser vi inga stérre handelser och forandringar i verksamheten som paverkar
likviditetsprognosen utan vi har for avsikt att géra en ny likviditetsprognos i samband med
kvartalsbokslutet da aven uppdaterad prognos for resterande del av verksamhetsaret fardigstalls.

Vi har for nu sokt och fatt beviljad 50% hyresreduktion hos Alvstranden Utveckling AB for perioden
april till juni. For perioden juli till september har vi sokt 100% hyresreduktion fran Chalmers
Fastigheter, Alvstranden Utveckling och Emils Karhus. Samtliga har for avsikt att lamna
hyresreduktion under forutséttning att de far beviljat hyresstod fran boverket.

Vi avvaktar fortsatt beslut géallande permitteringsstod fran Tillvéxtverket och skall i samband med
redovisningen dven ansoka for juni 2021.

Gallande omstallningsstod har vi nu lamnat in 6verklagan till forvaltningsratten dar vi yrkar pa
andring av Skatteverkets beslut géllande omstéllningsstodet och deras tolkning av nettoomséttning.
Overklagan galler flera perioder fran augusti 2020 till april 2021. Ans6kan for perioden maj-juni ar
inskickad och vi avvaktar beslut.

Verksamheten i stort

Under perioden har vi véaxlat upp och driftsatt enheter enligt var tidigare plan.

Det har varit en tuff uppstart och driftsattning vilket paverkat verksamheten och all personal i mycket
hog grad. Forsdljningen har varit ojimn och “’byig”.

Vissa enheter har forsenats i driftsattning pa grund av incidenter som ar direkt kopplade till att
verksamheten sttt still i arton manader men vi marker nu efter ett par veckor att rutiner borjar sitta
och belaggningar okar.

Chalmers har beslutat att planen for atergang ligger fast vilket innebéar succesiv atergang for
personalen samt full undervisning pa campus i LP 2.

Johanneberg lunch och fika ligger pa ca: 60-65% mot samma period 2019, Lindholmen lagre med
ca: 40-50%. Vi marker en uppatgaende trend pa samtliga 6ppna enheter.

Arbetet med Universeum fortsatter dar vi an sa lange inte uppnatt 6nskvard belaggning for lunch och
arrangemang. Vi marker fortsatt hog paverkan av byggprojektet och nu géllande restriktioner vilket
ocksa paverkar samarbetet med Universeum och var effektivitet. Stort fokus laggs nu pa okad
kommunikation till naromradet och att skapa event som drar gaster. Pa Universeum har vi ocksa
genomfort en lyckad doktorspromoveringsmiddag med bra aterkoppling fran bade gaster och
arrangaorer.

Vi har fortsatt ett begransat utbud pa manga av vara enheter och vi nar inte alltid 6nskvard kvalitet.
Kanslan i bolaget ar klart mer positivt och gladje fran medarbetarna och vi har nojda gaster och vi
ké&nner varje dag en forbattring i leveransen.

Vi har tyvérr haft inbrott i Gasquen som dessvarre innefattade olaga hot av arbetande personal vilket
paverkat och skapat en viss oro.

Vi har tecknat avtal med Instabox vilket kommer 6ka studentnyttan i karhuset men ocksa paverka
merforsaljningen mot allmanheten samt att vi erhéller erséttning fran Instabox. Analyser av
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gastundersokningen vi gjorde precis innan semestern ar nu klar och vi har nu pabérjat arbetet av
utveckling och foréndring for utbud och koncept.

Vi har tecknat avtal med ny leverantor av teknik for Lindholmen som I6per under tre ar vilket
innefattar all inhyrd teknik samt delar av utrustning i anldggningen.

Under oktober &r det dags att fornya var miljocertifiering sa revidering och uppfoljning att
miljoarbetet pagar just nu.

Stort arbete laggs nu pa uppstart av nya och pagaende projekt vilket inkluderar flertalet medarbetare.
Projektoversikt med uppdatering bifogas handlingarna.

Summerat sa kdnner vi en stor framtidstro bade i forsiljning och “atergdng” till ett mera normalldge
och vi ké&nner att vi dr redo att vaxla upp ytterligare nér restriktionerna hévs i slutet av september.

Var personal

Perioden har innefattat en hog belastning for hela organisationen och rekrytering har tagit mycket tid
och det ar svart att hitta kompetent personal framst inom produktion.

Mycket positivt dr att manga som fick lamna oss under pandemin valt att komma tillbaka.

I branschen bekréftar sa gott som alla restauranger bristen pa kockar och man marker tydligt att
kompetenta kockar som pa grund av covid-19 har fatt lamna sina jobb har sokt sig vidare till andra
yrken eller vidare studier.

Det borjar bli ett enormt branschproblem dar manga restauranger just nu anpassar utbud och
Oppettider efter sin bemanning. Storre verksamheter som &n sa lange ar stangda eller har lag
verksamhet pabdrijar just nu sin rekryteringsprocess och konsekvensen blir att kompetent och
kommunikativ personal kan vélja och vraka bland olika jobb vilket medfort stora I6neglidningar.
Kollektivanstallda kockar kan fa ett jobb utan ansvar dar deras 16n idag matchar vara tjansteman. Vi
tror att liknande verksamheter i var bransch kommer att fa se en utveckling dar en stor andel har
svenska och/eller engelska som 2:a eller 3:e sprak. Kompetenta, erfarna kockar som pratar bra
svenska och engelska kommer framfor allt att vara arbetsledare eller jobba med events. Troligtvis sa
kommer vi att fa se en storre andel kockar med en forhoppningsvis bra instéllning till jobb men med
valdigt lite erfarenhet och bristande kommunikation. Dessa kommer att lara sig yrket medan de &r pa
jobbet och inte via restaurangskolor.

Marknad & forsaljning

Konferens & arrangemangsforsaljning ar an sa lange battre 4n budget for augusti och september och
senaste veckorna marker vi dven 6kning av inkommande forfragningar pa sa gott samtliga enheter.
Man planerar primart for fysiska méten med digitala inslag for hosten/vintern och forfragningar for
2022 och framat ar mer av en traditionell karaktdr.

Vi snittar pa en offerttakt om ca 500 Tkr per vecka fran Lindholmen. Motsvarande siffra samma
period innan pandemin lag pa ca 1 Mkr per vecka.

Belaggningen har efter sommaren och fram till mitten av oktober paverkan fran KRY da de besitter
en hel del av vara séljbara lokaler.

Kry har fatt utdkat uppdrag av regionen till maj 2022 men vi har valt att endast forlanga vart avtal
fram till 30/11 pga. paverkansgraden pa ordinarie verksamhet blir for hog. Redan under oktober
kommer vi att flytta mottagningarna for att fristalla séljbar yta i bada anlaggningarna.
Omsattningsmassigt (Konferens) ligger vi pa ca 50% av 2019 ars omséttning pa Lindholmen. Pa
Chalmersska Huset ligger vi pa ca 70% av ordinarie omsattning i samma period. Chalmers
Conference Centre ligger pa ca 60%.

Under september har vi vaxlat upp forséljning. Fokus i host blir att ta ett samlat grepp om Chalmers
bokare da det &r en hel del nya ansikte. Parallellt med det rivstartar vi med Universeum
eventforsaljning. Pa Lindholmen kommer hosten handla om att bekanta sig med samtliga kunder pa
omradet samt vacka vissa av avtalskunderna till liv i en prioriterad ordning. Mycket tid laggs just nu
pa uppsokande forsaljning via telefon och under oktober kommer vi 6ka den digitala
marknadsfdéringen och pabdrja arbetet med uppgradering av var hemsida.

Vi har ocksa fardigstallt efterfrdgad konkurrensanalys vilket bifogas handlingarna.
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Holterman Hostel

I skrivande stund pagar diskussion med Chalmers Studentbostéder angaende forséljning, bokning
samt driftsattning av hostelverksamhet man planerar bedriva med start juni 2022. Syftet med
samarbetet dr att dra nytta av parternas organisatoriska styrkor, resurser och kompetenser for att
skapa ett kostnadseffektivt och behovsenligt arbetssétt for hostelverksamheten. Avsikten dr att avtala
for ett ar, for att sedan utvardera och darefter utforma ett framtida langtidsavtal.

Att inga samarbetet skulle innebéra 6kade fasta intakter och omséttning under perioden nov 21-aug
22 och vi diskuterar aven ett incitament dar vi far kade intakter/provision vid dkad forsaljning
utover basbeldggning av logi. Beslutsunderlag om genomférande kommer bifogas nastkommande
mote da flertalet fragestallningar kvarstar.
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ChS Promotion
(Tomislav Lastro)

Verksamheten i stort

Sedan senaste styrelsemdtet har huvudfokus i bolaget legat pa rekrytering, forséljning och
att borja arbetet med samtliga anstallda. | och med att det nya skolaret dragit igang,
innebar detta aven att vara anstallda kommit tillbaka i sina roller efter sommaruppehallet,
samt att eventen och marknadsforingen dragit igang ordentligt.

Nar det géller event har det blivit dags for Let’s talk Leadership, vilket &r nésta satsning i
Let’s talk-serien. Har har saljandet tyvarr gatt trogare an forvantat. Detta beror dels pa att
foretag varit i semestertider, men &ven att manga valt att bortprioritera deltagande pga
budget eller andra liknande orsaker. Av olika anledningar har dven inte tillrackligt manga
foretag kontaktats av VVD-paret, vilket vi tyvarr saklart inte & néjda med och kommer
behdva utvardera. Daremot har vi av 48 kontaktade foretag lyckats fa in fem stycken
foretag, vilket ger en ratio pa 10,4% lyckade salj. Dessa fem foretag kommer fordelas pa
fyra lunchforelasningar pa tisdag-torsdag, dar mandagen &r planerad att anvandas till ett
event av oss pa Promotion. Detta tror vi kan vara bra och nyttigt for Promotions
varumarke, dar vi ger en chans for studenter att bland annat se kontoret och l&ra kénna
bolaget mer, vilket forhoppningsvis kan hjalpa rekryteringen.

Aven Traineedagen borjar narma sig, och det &r nu dags att sluta salja for att kunna ta in
anmaélan av studenter och gora urvalet bland dessa. | skrivande stund har endast tva
foretag signerat avtalet for sjalva Traineedagen men det ar fler som forvantas gora detta
snart. | dagsldget finns ytterligare 8 foretag som ar véldigt intresserade, dar forvantat utfall
ar att i alla fall 5 av dessa signerar. UtOver dessa har en CV-granskning planerats in, vilket
gor att den totala mangden foretag kopplat till Traineedagen forvantas bli i alla fall 8. Aven
for detta event har sdljandet varit bristfalligt. Totalt har 133 foretag kontaktats, vilket ger en
ratio pa 6% lyckade salj om 8 foretag signerar. Planeringen for eventet ar gjord, sa fokus
ligger nu pa att signera de foretag som &r intresserade, for att sedan utféra eventet sa bra
som mojligt. En sak som diskuterades kort pa forra styrelsemotet var ocksa samarbetet
kring Traineedagen med CSR. Tyvérr kommer det inte bli av i ar, utan urvalet av studenter
kommer goras av VD-paret. CSR ville till en borjan fa betalt for att gora urvalet, vilket vi sa
nej till. Nar vi sedan diskuterade vad for tjanster vi kunde erbjuda dem i utbyte sa hade de,
till skillnad fran tidigare ar, sa pass hoga krav att det skulle innebéra betydligt mer arbete
for oss att genomfora dem tjansterna an att gora urvalet sjélva, varpa ett avtal inte kunde
slutas.

Fransett Traineedagen har dock samarbetet fungerat bra med bade CSR och CTK, dar vi ar
transparenta med varandra och skickar vidare potentiella kunder som passar de andra
bolagens verksamhet battre. Aven samarbetet med arbetsmarknadsenheten i

karledningen fungerar bra. De ger oss ofta leads och vi diskuterar allt mer hur vi kan skapa
synergier sinsemellan. Det har dven utforts samarbeten med de andra teknologkarerna i
Sverige, dar vi haft ett gemensamt lunch webinar tillsammans med CareerFairy och CERN.
Ut6ver de tva stora eventveckorna som diskuterats ovan har en del event och
marknadsforingstillfallen salts in. Bland annat ska tva stora monterevent arrangeras med
Arla och Mecenat, vilket vi tror kommer vara véldigt uppskattat bland studenter och
forvantas vara nyttigt for Promotions varumarke. Det verkar dven vara sa att foretagen ar
hogst intresserade av att arrangera fysiska event nu nér det borjar bli mojligt, vilket ger
goda framtidsutsikter framat vintern och varen.

Tre kaffeutdelningar har dven arrangerats, varav tva var gemensamma med alla
teknologbolag. Dessa har varit nyttiga for att fa ut Promotions varumarke, men dven gett
frukt i inkomna jobbansdkningar. Under dessa kaffeutdelningar har det gjorts tydligt att det
ar langt for fa pa Chalmers som ar medvetna om vilka Promotion ar. Detta betyder att det
framdver kommer satsas pa intern marknadsforing vilket Head of Marketing kommer vara
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ansvarig for, med hjélp av VVD-par och art directors.

Planen ar dven att byta IT-miljo fran nuvarande G Suite till Microsoft Office. Detta framst for
att det ar billigare, och skulle resultera i en besparing pa ca 7000 kr per ar. Ytterligare en
anledning &r dock att resten av koncernen arbetar i Office, vilket skulle underlatta
kommunikationen mellan bolag. Det kommer innebéra en del manuellt arbete for VD-paret
i 6vergangen, men kommunikation sker med chef for administration pa karen och karens
IT-konsult for att gora 6vergangen sa smidig som majligt. Tanken ar &ven att dela plattform
med resten av koncernen for att ytterligare underlatta kommunikation och samarbete
samtidigt som man forbattrar sékerheten. CTK och CSR &r dock inte en del av den
plattformen da de inte gick med nar de skapade sina konton, men karen kollar just nu pa
om det &r vart att dven fa in dem i samma miljo.

Ekonomi

Nir det giller ekonomi har det blivit dags f6r frsta prognosen f6r verksamhetsaret. Denna prognos
behandlar utfallet f6r Q1 samt prognos for resterande verksamhetsar, och da vi dnnu inte slutfort Q1 sa
ir den presenterade prognosen endast preliminirt. Intikterna kinner vi oss ganska sikra med att de
kommer landa pa de presenterade siffrorna, men det har varit vildigt mycket svirare att fi med samtliga
kostnader da bokforingen inte 4r klar in. Samtliga kostnader gar dven inte via VD i exempelvis Docbox,
utan syns forst i bokslutet. Detta problem kommer att finnas vid samtliga styrelseméten dir det dr
planerat att diskutera prognoser, vilket beror pa att de forslag pa datum som lades fram till styrelseméte
13 var felaktiga nir det giller fokusomraden. Diremot ér det berdknat att vi kommer stinga Q1 med
inkomster pa strax 6ver 155 000 kr f6r perioden, vilket dar 15 000 kr mer 4n budget. Kostnaderna for
kvartalet beridknas dven bli ldgre, vilket ger ett bittre resultat 4n budget. Exakta siffror fir vintas med till
kvartalsbokslutet ar klart. Detta ar saklart ett resultat som vi dr n6jda med, men kinner att det hade
kunnat vara bittre, vilket forklarades i borjan av rapporten. I skrivande stund har totalt 304 000 kr
signerats, dir 90 000 kr dven kan hittas i utskickade avtal. Kostnaderna for dessa event ligger just nu pa
strax over 14 000 kr, vilket 4r mat- och kaffekostnader. Inom den narmsta framtiden forvintas det
skickas ett antal avtal till deltagande féretag pd Traineedagen, vilket skulle innebéra ungefir ytterligare
150-270 000 kr i intakter.

Nar det galler vara KPIl:er kommer vissa av dessa har:

e Andel intékter fran storre projekt &r i skrivande stund 44,4%, vilket forvéntas bli lite
storre nar samtliga foretag for Traineedagen skrivit under avtal.

e Sedan verksamhetsaret startade har 216 deals skapats, dar 13 vunnits och 87
forlorats. Detta ger en vinstrate pa 13% bland avslutade deals, vilket vi ar valdigt
ndjda med.

e Medelvirdet for varje deal som vunnits ligger just nu pa 23 385 kr, vilket vi ar glada
over. Forhoppningsvis kommer detta medelvarde halla i sig med tanke pa

atergangen till fysiska event, dar vi har mojlighet att ta mer betalt.

e Andel nya kunder for aret ligger pa 20%. Denna siffra dr vi néjda med, da det visar
pa att vi vardar de relationer som skapats under de senaste aren och att foretagen

ar nojda med samarbetet. Detta ser vi som ett bra steg i malet att infora fler

langvariga avtal.

Personal

I skrivande stund bestar bolaget av 11 personer, dar det sedan senast tillkommit en ny
project manager. Den nya rollen Head of marketing verkar hittills vara ett nyttigt tillskott
och har varit mycket involverad i bland annat rekryteringen. Tyvérr har inte rekryteringen
burit s3 mycket frukt som vi hade hoppats pa, men totalt har 5 ans6kningar kommit in, dar
3 intervjuer fortfarande ska hallas, en person har blivit anstélld, och en person tackade nej
till ett jobb som PM. Utdver dessa finns det tva personer till som inte bokat in en intervju
an, men som verkar intresserade av att soka jobb pa CSP.

Medarbetarenkat har skickats ut och medarbetarsamtal har genomforts sedan senast, dar
mycket nyttig info kom fram. Vid frdgan “I enjoy working at Promotion” var de flesta svaren
pa 10, en person svarade 9, och en svarade 7. Detta ses som relativt bra, men aven den
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personen som svarade 7 maste sjalvklart fangas upp. En genomgaende rod trad i bade
samtalen och enkaten var att de anstéllda vill hitta pA mycket sociala aktiviteter sasom after
works eller att vara pa kontoret och jobba, och de ser fram emot att fa nya kollegor att lara
kanna. Det framkom ocksa att det ar manga som kanner att det kan vara svart att

balansera skola och arbete, vilket &r nagot vi tagit at oss och férsoker minimera den
onddiga tiden som de anstallda maste lagga. Ett exempel pa det ar att vi kortat ner
personalméten rejalt. Ett citat som framkom genom medarbetarsamtal dr att vi “pa riktigt
lever upp till varenda férvantning en anstélld har pd VD-paret”, vilket givetvis gor oss
mycket glada! Pa samtalen satts dven personliga mal som de anstallda vill uppna med sin
tid pa CSP. Dessa mal jobbar HR och vVD tatt med for att kunna fora de anstallda framat i
sin utveckling.

I och med att de anstallda vill géra mycket sociala aktiviteter har en del sddana saker
arrangerats. En sak som var mycket uppskattad var den kontorsgemensamma kick-offen
som var tillsammans med alla karbolag. Denna fyllde aven syfte att underlatta mal satta av
anstallda, da det ar flera som har som mal att natverka och lara kdnna nya studenter. En
workshop har aven arrangerats av var head of marketing, med fokus pa nya innovativa satt
att marknadsfora CSP som ett bolag. Den var véldigt lyckad och uppskattad och det kom
fram manga bra idéer. Vi forsoker nu uppmuntra de anstallda att vara mer pa kontoret da
det ger en battre teamkansla och 6kar bade produktivitet och valmaende, men det verkar
finnas en sparr bland de anstéllda d&r de inte &r helt bekvdma att komma hit n&r som, &ven
om de sdger att de vill det.

Sammanslaget arbetar vara PMs pa bra och har som genomsnitt 5.66 uppdaterade deals
per vecka, vilket alltsa betyder att de nar sina mal. Detta beror dock pa att en PM drar upp
det genomsnittet mycket. Det ar namligen sa att det finns anstéllda som inte fyller sin
veckoliga kvot av sélj. Diskussioner har forts med dessa, men det verkar inte ha gett
resultat. Samtidigt kom det fram att det beror pa att de har mycket annat att gora, vilket
gor situationen lite svarare att hantera. Detta speciellt eftersom att det verkar ha varit sa
under en langre tid, dven innan det har verksamhetsaret. Nar det kommer till VD-paret har
malen som sattes dvertraffats, dar vi i genomsnitt uppdaterat 26 deals varje vecka per
person, och malet som sattes var 10.
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ChS Rekrytering
(Alvin Leimo)

Risker
Business Managers:

Det harv varit ett Iagt intresse inom bolaget for rollen som business manager. Vi kan till viss del
forsta det da vi har sd manga nya i bolaget. En risk ar att vi inte hittar en bra kandidat for rollen. Vi
letar dven externt for att hitta en kandidat vi tror pa .Just nu axlar VD-paret rollen som Business
Manager.

Svarare att nd ut till studenter

Kénslan just nu &r att det ar svarare att fa tag i kandidater da det finns fler arbeten pa
arbetsmarknaden an for ett ar sen. Det har ocksa med sasongen att géra da det & manga som precis
borjat pa ett nytt jobb. Vi ser 6ver att marknadsfora oss i fler kanaler for att fa storre spridning pa
vara annonser.

Mojligheter
Paketdeals och samarbetsavtal med Promotion:

I samband med att kunder sasom Vattenfall, KPMG och Eurofin hort av sig till oss angaende att
starta samarbeten med bade oss & Promotion jobbar vi aktivt med att skriva samarbetsavtal och gora
paketdeals sa det blir enklare for kunden.

Nytt affarsomrade -Studentambassadorer:
Efter forhandlingar med CTK och Promotion har vi tagit pa oss ansvaret att erbjuda
studentambassadorer till foretag och utveckla den afféaren.

Vandning efter pandemin , manga varma kunder

Det kanns som det borjar vanda efter pandemin pa arbetsmarknaden det gor ocksa att fler foretag hor
av sig till oss &n innan. Det ar bra att da PM/HR kan fa ga pa manga moten och lara sig forsaljning
saval som att vi kan bygga upp var pipeline med projekt.

Verksamhetsutveckling

Onboarding med nya medarbetarna

Onboardingen med de nya medarbetarna tog tre kvallar under september och nu
har alla borjat jobba i projekten. Det har varit en utmaning att onboarda sa
manga pa en gang men det verkar att ha gatt bra.

Sales

Workshop med Ulla Lisa

Vi hade en lyckad workshop med Ulla Lisa inom férséljning som var mycket
uppskattade bland alla medarbetare.

Streamlining

Efter diskussioner under strategidagen ser vi 6ver hur vi kan streamlinea processer i
bolaget. Vi har tagit fram olika omraden dar vi ser forbattringspotential i bolaget. Se
separat slide

Avslutat samarbetet med Traineedagen
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Tidigare ar har vi samarbetat med Promotion géllande traineedagen. Vi har da sallat
kandidater och hanterat CVn . Vi valde att avsluta detta samarbete da Promotion inte
ville ge nagon ekonomisk ersattning for detta arbete. Tidigare har erséttning getts i
form av monterplatser och CVn | 6vrigt funderar vi pa om deras traineedag ar i
direkt konkurrens mot vara rekryteringstjanster. Fragor man kan stalla sig ar vilket
som egentligen ar mest 1onsamt for studentkaren. Att sélja en traineedag eller
rekryteringstjanster? Vilket ar bast for studenten? Vilket ar bast for studentkaren?

Ny Policy Inga ""gratis samarbeten™

Efter diskussioner vill vi i framtiden sikta pa att inte byta tjanster med andra

Bolag nér vi inte kan fa ndgon ekonomisk ersattning. Vi anser att det tar tid och resurser
som hade kunnat laggas pa annat. Dessutom riskerar det att direkt konkurrera med
andra kérbolags betaltjanster.

Avslutat samarbetet med YouPic

Vi avslutade samarbetet med YouPic . Det gick relativt smartfritt och de gav inte nagra
ansprak pa att forandra sin verksamhet. Efter forhandlingar slutade det i att vi inte
kommer betala tillbaka pengar till YouPic

Avslutat samarbete med Solar Decathlon
Vi avslutade ett marknadsforings samarbete med Solar Decathlon som tidigare VD
par tagit fram d vi anség att detta konkurerar med Promotions verksamhet.

Flyttar 6ver var nuvarande och nya hemsida till Studenkarens servrar
Vi har fatt tillgang till studentkarens servar. Just nu flyttar vi dver var nuvarande
hemsida till studentkarens servrar, dar vi &ven kommer bygga den nya hemsidan.

Nya ekonomiska rapporter

Jesper Lundberg, Head of Administration i studenkaren har tagit fram nya
ekonomiska rapporter som vi kan ta fram direkt ur vart Bl system Insikt. Det sparar
oss tid och energi samt ger palitligt data.

Uppféljning Strategidagen

Pa strategidagen pratade vi om att vi maste streamlinea och standardisera alla
processer i bolaget. Vilket vi haller med om &r nagot vi ska se 6ver. Vi ser dven att vi
behover utveckla andra omraden for att stimulera tillvaxt och hallbarhet i bolaget.
Nedanstande ar framtida verksamhetsutvecklingsomraden dar vi tror att vi behover
gora forandringar fOr att ta nasta steg i bolagets tillvéxt.

* IT och administration

* CRM och ATS system

» Anvandarupplevelsen hos kund och kandidat

« Kompetensen hos medarbetare

 Marknadsfoéring och Image

 Lonemodell

« Arbetsvillkor och utrustning

* Vision & Strategi

» Foretagskultur och consistency
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CTK
(Johanna Ekblad)

Forsaljning av innehav hos Avanza

Enligt beslut fran styrelsemotet 2021-08-17 har innehavet pa Avanza motsvarande

3 020 265 SEK, forts over till Handelshanken och karens placeringsutskott ska ta 6ver
forvaltningen.

Avslut av kontot hos Avanza har begérts.

Personal

Pa styrelsemotet 2021-08-17 tog styrelsen ett beslut att VVD-paret, baserat pa en uppdaterad prognos
1, fick befogenhet att faststélla en fast arvodering for ledningsgruppen, med kraven att
avkastningskraven for Karen nas och med ett kostnadstak pa 250 000 kr/ar.

VD-paret tog beslutet att arvodera BAMs 2576 kr/man och HR 1840 kr/man.

- Detta motsvarar en total kostnad pa 155 000 kr/ar

- | forhallande till budgeterat resultat motsvarar detta en procentuell andel enligt

nedanstaende:

Ql Q2 Q3 Q4
Budgeterat resultat fdB46 T4604 95608 182449

Léner LG % av resultat 60% 2% 41% 21%

Teknik

- Alla teamen &r i dagslaget fyllda men 1 konsult kommer sluta i november och 1
kommer minska antalet timmar.

- Team leader ska tillsattas for tva av de tre teamen

IT

- 3 av 4 teams &r fyllda

- 5 konsulter till behover rekryteras till ett fjarde team
- Team Leaders &r nyligen tillsatta

- IT séljer mer &n tidigare, mycket nya konsulter

- Lead by example (BAM och TL séljer)
- Kontinuerlig forsiljning, d&ven nér man sitter i projekt for att inte "tappa det”
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EMILS KARHUS AB
(Joakim Wallin)

Ekonomi och finans

Arsbokslut per 2021-06-30 &r upprattat och presenteras narmare pé styrelsemétet i september. Resultat
fore skatt och koncernbidrag uppgar till 2 601 tkr mot budgeterade 161 tkr. Avvikelsen totalt uppgar till
+2 440 tkr och forklaras till storsta delen av (+2 474) av underhallsfondens hogre avkastning.

Ingen forandring har skett av byggnadens viktade avskrivningsniva pga forandringar i komponenter och
nyttjandeperioder.

Underhallsfondens vérdeutveckling under kalender 2021 uppgar till 1 090 822 kronor (2021-06-30)
vilket omraknat till arlig real nettoavkastning sedan fondens start blir 6,03%. Fondens avkastning klarar
darmed uppsatt mal som i det nya placeringsreglementet ar hojt fran 3% till 4% arlig real
nettoavkastning 6ver en femarsperiod. Andelen aktier ar ocksa hogre och nuvarande allokering ar 37%
aktier och 63% rantebarande. Radgivande gruppen beslutade kvarsta med aktuell allokering vid sitt
senaste mote per 2021-05-05.

Bolagets skatter och avgifter &r till fullo betalda.

Utveckling framdéver

Verksamheten har visat sig talaktig med avseende pa pandemins framfart. En hyresgast,
Restaurangbolaget, har begart 100% hyresrabatt vilket styrelsen beviljat for juli - sept 2021. Sista
ansokan for statligt hyresstod ar 2021-09-30 och detta har vi nu ansokt om. Framover ser vi en liten
ekonomisk risk i bolaget med avseende pa pandemin.

Chalmers framtida utveckling for studenter

Chalmers rektor har tagit ett inriktningsbeslut om att lamna Lindholmen. Nar detta sker ar annu sa
lange inte helt faststéllt men en flytt av verksamheten till Johanneberg innebar dven en flytt av
studenterna. | dagslaget kan vi sakert rakna med att uppemot 4000 studenter berors. Ett sddant beslut
innebar givetvis att lokalbehoven for studenter foreningar m.m. okar. Efter styrelsemotet ar tanken att
vi skall pabdrija en strategisk diskussion om EKABs roll i denna fraga.

Hallbarhet

Underhallsplan

Arbetet med att lagga in underhallsstatus i Fast2 (CSB’s fastighetssystem) kan komma igang efter att
Fast2 uppgraderingsprojekt nu slutférs. Emellertid kvarstar fragan om gransdragning avseende
agande och underhallsansvar mellan EKAB och Hyresgasterna i huset. Fragan har lyfts upp pa
ordférandeniva. EKAB’s ordférande kommer att traffa ordférande i ChsRAB i fragan.

Belysningsprojekt/LED/Styrning/Dimrar/Sensorer
Van 1-3 ar klart med byte av armaturer. Det som aterstar ar driftsattning och kabeldragning av
styrning. Vecka 34 kommer armaturer bytas pa plan 0.

Pagaende arbeten

Poolen

Poolen har varit stangd en langre tid pa grund av Covid-19 restriktioner och 6ppnas nu upp igen.
Bastun

Ombyggnation planeras till maj 2022. Budget for verksamhetsaret 2022/23 tas i juni 2022.
Lyftbord pa lastkajen
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Arbeten ar bestéllt av Vinga Hiss och startar under slutet av september 2021. Detta innebadr att det
utdomda befintliga lyftbordet ersétts.

Utveckling av Teknologplatsen

Teknologplatsen bestar idag av ett brett torglikt strak kantat av en hog vagg av morkrott/brunt tegel
som leder langst hela straket. Vid sidan om straket finns Genikndlen, karrestaurangen, studentkarens
tagvagn, hdga hackar samt stora pelartrad och ett gammalt fint korsharstrad. | anslutning till
tagvagnen finns ocksa en upphojd altan som idag fungerar som en festplats for studenter. Straket
leder fran Teknologgarden till Samhallsbyggnad dar bland annat arkitektur och vag- och
vattenstudenter har sina lokaler. De manniskor som ror sig i omradet ar framst studenter.
Problematiken l&ngst Teknologplatsen &r att ndstan hela markbel&dggningen har sattningar dit
regnvatten rinner till och blir staende efter
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nederbord. Detta gor att de forbipasserande far ta omvagar for att inte blota ned sig. De
skyfallsberakningar som finns visar pa att omradet I6per stor risk att 6versvammas vid kraftigare
skyfall som leder till skador och problem pa vara byggnader. Akademiska hus och
Chalmersfastigheter har darfor tagit fram ett gestaltningsforslag for hur man kan forebygga dessa
risker genom att arbeta om omradet och samtidigt skapa en finare och mer attraktiv Teknologplats.

Studentkaren har initialt medverkat till detta forslag och kan tanka sig att bidra till en forandring
genom att utveckla den del dar tdgvagnen finns. Under hésten har arbete med terrass utanfor
kérrestaurangen pabdrjats och vidare planering och utbyggnation fortsétter framaver.

Takavvattning och lackande takfonster
Problem med lackande takfonster kvarstar och detta prioriteras under hosten da atgardsplan utarbetas.
Vi har idag tre alternativ:
1. Lyfta sedumtaket, lappa och laga i kanten. Detta &r dock utfort tidigare och problemen
kvarstar. VVad vi tror &r att det &r hal pa nagot annat stalle pa taket.
2. Lacksokning med hjélp av elektroder. Problemen &r att taket ar platsbyggt och behdver
da rivas samt laggas om.
3. Omlaggning av taket. Taket ar idag ca 20 ar gammalt. Ett sedumtak haller normalt i 20
ar.

Beslutar vi oss for att byta taket sa bedomer vi det som en hog kostnadspost. Vi tar darfor en dag
framaover for att resonera oss fram till en bra hallbar 16sning.

Fragan kring eventuellt byte av tak med en 20 arig livslangd i jamforelse med ordinara tak med en 40
arig livslangd aktualiserar aven hur vi tar om hand om detta i var underhallsplan. Beslutad
underhallsplan kommer darfor att redovisas pa motet for att peka pa behov och utmaningar i att halla
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denna uppdaterad med tatare intervall framover. Pa styrelsemdtet i maj beslutades att
underhallsplanen tas upp forerevision i samband med de konstituerande motena framéver.

Anpassning for rorelsehindrade

En arbetsgrupp i ChS fullméktige undersoker vad som krévs for att gora badméjligheten for
rorelsehindrade i rullstol tillganglig. Arbetsgruppens mal &r att identifiera mojligheten och darefter
kostnadsberakna detta for aterapportering till FUM.

Personal

Ekonomichef CSB Den 7 juni gick var (CSB) ekonomichef Kristina tragiskt bort. Hon har varit en
trotjdnare, en godhjartad och uppskattad arbetskamrat och en viktig nyckelperson for Stiftelsen. Det
blev ett stort tomrum efter henne pa manga satt och processen paborjats att hitta en ersattare. Sedan i
somras har vi en interimslosning pa plats som fortjanstfullt klarat av sin arbetsuppgift tills dags
datum &ven om det inte varit latt att hitta ratt i arbetshocker, excelsnurror och annat som var forra
ekonomichef byggt upp under aren. Rekrytering av ny ekonomichef pagar nu for fullt. Vi har anlitat
Maquire som hjalpt oss da vi haft rekryteringsbehov tidigare. Ca 25 kandidater har sokt tjansten och
fem kandidater har valts ut till en forberedande intervju. Av dessa har nu tva valts ut. Sluttester och
slutintervjuer halls under vecka 37/38. Malsattningen &r att ha en ny ekonomichef pa plats till
arsskiftet.

| dagslaget har vi endast en drifttekniker i huset. Detta &r sarbart vid sjukfranvaro, VAB etc. och
darfor har vi kompletterat forvaltningen med ytterligare en tekniker som backup fran och med 1
september 2021. Vi okar dock inte bemanningen, bolaget kommer inte att fa 6kade kostnader utan
detta ar ett satt att gora forvaltningen mindre sabar.
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EMILIAS KARHUS AB
(Joakim Wallin)

Ekonomi och finans
Arsbokslut per 2021-06-30 &r uppréttat och presenteras narmare under §8. Resultat fére skatt och
koncernbidrag uppgar till -531 tkr mot budgeterade --631 tkr. Avvikelsen totalt uppgar till +100 tkr
och forklaras av lagre hyresintakter (-304) och hogre avkastning pa underhallsfonden (+319).

Ingen forandring har skett av byggnadens viktade avskrivningsniva pga foérandringar i komponenter
och nyttjandeperioder.
Underhallsfondens vérdeutveckling under kalenderaret 2021 uppgar till 145 460 kronor (2021-06-30)
vilket omraknat till arlig real nettoavkastning sedan fondens start blir 2,80%. Fondens avkastning
klarar for narvarande inte uppsatt mal som i det nya placeringsreglementet ar hojt fran 3% till 4%
arlig real nettoavkastning dver en femarsperiod. Andelen aktier ar ocksa hogre och nuvarande
allokering ar 36% aktier och 64% rantebarande. Radgivande gruppen beslutade kvarsta med aktuell
allokering vid sitt senaste mote per 2021-05-25.

Bolagets skatter och avgifter ar till fullo betalda.

Hallbarhet

Solceller Solcellsprojektet startade VV34-2021 med i forsta hand ombyggnation av taken pa
Sportstugan samt CS-bastun. Déarefter har solceller pa CS-bastun installerats. Nu pagar
solcellsarbeten pa Sporstugan och darefter driftsatter vi anlaggningen. Arbetena kommer att vara
avslutade innan den 30 september. Vi har tidigare erhallit beslut om statligt stod med maximalt 50
000 kr. Forutsattning for utbetalning ar att projektet fardigstallts senast 2021-09-30.

Uthyrningslaget i Harryda
Utfallet for de tva forsta manaderna pa det nya verksamhetsaret ar hogre an under foregaende ar.
Bokningarna dkar i jamforelse med pandemins tidigare skede. Kérledningen har resonerat hur de
skall gora nar restriktionerna slapper 29/9. Nar det galler lokaler kommer man slappa pa fullt antal
for lokalen, som innan pandemin. Detta galler alltsa dven anlaggningen i Harryda. Kravet pa att man
som gést skall ge en beskrivning av planerad aktivitet for Harryda upphor. | stallet kommer de som
genomfor arrangemang att behdva gora en riskanalys.

Uthyrningsléaget per den 22 september 2021 foljer nedan:

Minad utfall Utfall utfall Prognos Prognos Diff Kommentar

2017/18 |2018/19 |2019/20 |2020/21 2021/22 21/22-20/21
Juli - 39916 68438 77634 90 830 13 196 |Utfall
Augusti 39042 55190 65 389 37891 56 399 18 508 |utfall
September 39994 29 210 30538 38 663 50111 11448 |Bokat 22/9-2021
Oktober 41113 49 370 72617 47770 73 304 25 534 | Bokat 22/9-2021
November 75584 68 098 60 276 19171 52232 33 061 |Bokat 22/9-2021
December 51134 40 307 76 969 28 697 40714 12 017 |Bokat 22/9-2021
Januari 20 308 31580 36113 14754 25944 11 190 |Prognos(medel 17/18)
Februari 38393 34 881 40 542 24 651 36637 11 986 [Prognos(medel 17/18)
Mars 45 545 33708 40 615 28 235 39627 11 392 |Prognos(medel 17/18)
April 49 695 64 605 6739 27 309 57150 29 841 |Prognos(medel 17/18)
Maj 50 173L 54 251 24 662 33229 52212 18 983 |Prognos(medel 17/18)
Juni 61 870 73132 53 747 44144 67 501 23 357 |Prognos(medel 17/18)
SUMMA 512851| 574248| 576644 422148 642 661 220512

Pagaende arbeten
5-arig garantibesiktning
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5 ars besiktningen utfordes av oberoende besiktningsman den 21 september 2021. De anmarkningar
som framkom och som skall atgardas var féljande:

« Ror: missade servicebesdk - antingen ska vite betalas eller sa kommer entreprendren kompensera 0ss
pa annat satt. Anmarkningar pa ett antal blandare samt en lackande dusch.

* Ventilation: Inga anmérkningar

« El: Lite oklart om servicebesok var gjorda (Ligger pa PEAB att kolla upp), nagra eluttag 16sa ska
atgardas, palarna dar utebelysningen sitter var I6sa ska atgardas, spotlights i CS-bastun trasiga ska
atgardas.

* Styr: 2 servicebesok var gjorda. Dock avsaknad av datum

« Brand: 2 detektorer placerade pa fel stalle. Troligtvis B-anmarkning

* Bygg: Underlagspappen saknad vid takfot 2016, skulle blivit atgérdat innan 2020. Inga upptéckta
problem hittills. PEAB menar pa att EmKAB skulle pavisat detta. Huvudbesiktningsmannen menar pa
att vi pavisat detta 2016. Oklart hur domen kommer att bli.

Vision andra udden

Téavlingen startade under sommaren och vi borjar sa smatt at fa in bidrag. Den 5 oktober traffas juryn
for genomgang och bedémning av de inlamnade forslagen. Dérefter utses vinnare. Det vinnande
forslaget tas vidare till FuM for vidare beslut att ta detta vidare till styrelsen i EmKAB for eventuellt
beslut om projekt och genomférande.

Golvvard Genomford i alla delar som berérs enligt underhallsplan.

Anpassning for rérelsehindrade En arbetsgrupp i ChS fullméktige undersdker vad som krévs for att géra
badmoéjligheten for rorelsehindrade i rullstol tillganglig. Arbetsgruppens mal ar att identifiera
mojligheten och darefter kostnadsberakna detta for aterapportering till FUM.

Personal

Ekonomichef CSB Den 7 juni gick var (CSB) ekonomichef Kristina tragiskt bort. Hon har varit en
trotjnare, en godhjértad och uppskattad arbetskamrat och en viktig nyckelperson for Stiftelsen. Det
blev ett stort tomrum efter henne pa manga satt och processen paborjats att hitta en ersattare. Sedan i
somras har vi en interimslosning pa plats som fortjanstfullt klarat av sin arbetsuppgift tills dags datum
dven om det inte varit latt att hitta ratt i arbetshbocker, excelsnurror och annat som var forra ekonomichef
byggt upp under aren. Rekrytering av ny ekonomichef pagar nu for fullt. Vi har anlitat Maquire som
hjalpt oss da vi haft rekryteringsbehov tidigare. Ca 25 kandidater har sokt tjansten och fem kandidater
har valts ut till en foérberedande intervju. Av dessa har nu tva valts ut. Sluttester och slutintervjuer halls
under vecka 37/38. Malsattningen &r att ha en ny ekonomichef pa plats till arsskiftet.

| dagslaget har vi endast en drifttekniker i huset. Detta ar sarbart vid sjukfranvaro, VAB etc. och darfor
har vi kompletterat forvaltningen med ytterligare en tekniker som backup fran och med 1 september
2021. Vi okar dock inte bemanningen, bolaget kommer inte att fa 6kade kostnader utan detta ar ett sétt
att gora forvaltningen mindre sabar.
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Stiftelsen Chalmers Studentbostader
(Joakim Wallin)

EKONOMISK- OCH PERSONALADMINISTRATIV FORVALTNING

Finansiella poster

Réntorna har borjat rora sig sa sakteliga upp men ékningarna dar sma och startar fran mycket laga
nivaer. Exempelvis har 3M stibor dkat 0,031% och den 10-arig swapranta 0,143% sedan vart forra
styrelsemote i februari. Aven om okningen fortsétter forvantas inga storre rorelser under
innevarande ar och kanske inte heller under stérre delen av nasta ar utan den lagrantemiljo vi vant
oss vid kommer med all sakerhet att bestd annu ett tag framover.

Under maj kommer vi att konvertera swapar som léper ut om 180 mkr plus teckna ytterligare 8
mkr for att sakra upp genomfard nyupplaning avseende Holtermanska som vi tog beslut om per
mail 2021-03-17.

De swapar som nu konverteras I6per idag med en fast rénta om 2,87% - 3,38% att jamfora med
dagens 10-ariga swapranta som uppgar till 0,793%. En betydande kostnadssankning vilket ocksa
ar budgeterad.

Nagra aktuella rantenivaer per 2021-02-23 (2020-02-23) ar reporantan 0,00 (0,00)%, Stibor 3
manader 0,018 (-0,013)%, 5-arig swapranta 0,346 (0,245)% och slutligen

10-arig swapranta 0,793 (0,650)%
Skatter och avgifter

Bolagets skatter och avgifter ar till fullo betalda.

ALLMANT

Forvarv Chabo

Chalmersfastigheter har sedan forra styrelsemotet forvarvat fastigheten av 6:e APfonden sa det
kvarstar nu en part att fortsatta forvarvsdiskussionen med. Styrelsen i Stiftelsen Chalmers
tekniska hogskola samt styrelsen i Chalmersfastigheter har tagit ett inriktningsbeslut om att sélja
Chabo pa marknadsmassiga villkor avsett for studentbostéader.

Chalmersfastigheter vill fortsatt ha radighet éver marken och initialt har de aviserat att byggnaden
kommer att saljas pa ofri grund. Ordférande och VD har haft ett par méten med foretradare for
Chalmersfastigheter och gett besked om att vi &r fortsatt intresserade av ett forvarv om villkoren
ar de ratta. Forvarva en byggnad pa ofri grund &r inte ett sadant villkor och detta har vi papekat
for dem. Tidplanen for tilltrade &r preliminéart 1 april 2022.

Chalmersfastigheter kommer att géra en marknadsvérdering av fastigheten. Nya moten ar
inbokade.

CSB har ett blockhyresavtal med fastighetsdgaren som l6per ut i september 2026.
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Hostelverksamhet vid Holtermanska

Forutsdttningen att bedriva verksamhet i det fd Holtermanska Sjukhuset (hus A-C) vid
Holtermansgatan 1 &r att gora det som hotellverksamhet eftersom gallande detaljplan inte medger
bostadsandamal. For att klara kriteriet som hotell far den genomsnittliga boendetiden i rummen
inte Overstiga 4 manader. Genom att bedriva ren hotellverksamhet under 3 manader av ett ar klarar
vi denna gréns.

Grundtanken dar att vi etablerar studenthotell och longstay-verksamhet for gastforskare och
internationella studenter i tre (3) av husen med 66 unika logi rum. Har finns majlighet till ca 110
sangplatser. Detta ar en verksamhet som ar valdigt lik var egen och den avser vi att bedriva i egen
regi.

Perioden juni-augusti planerar vi att bedriva hostelverksamhet, dven kallad “shortstay”
verksamhet. Da den sistnamnda verksamheten bade i koncept, driftsattning och malgrupp skiljer
sig fran CSB’s ordinarie verksamhet ser vi ett behov att anlita en extern part for att hantera
”shortstay”-perioden dar vi hittar den part som bé&st besitter den kompetens samt de
organisatoriska forutsattningar som kravs for att kunna bista med dessa tjanster. En potentiell
samarbetspart inom “familjen” dr Chalmers Studentkars Restaurang AB som vi just nu for en
dialog med. Uppdraget skulle kunna skapa bra studentnytta genom feriearbete for Chalmers
studenter under sommartid.

Ett beslutsunderlag kommer att tas fram och presenteras for styrelsen.
NOjd Medarbetareindex 2021

Avrets resultat p& var medarbetarundersékning har kommit. Indexet bestar av 15 frigor samt en
intervjudel pa 30-60 minuter. Vi kan se en tydlig forbattring sedan forra matningen 2019. Bade
hur val medarbetarna instammer med alla pastdenden och hur stor differensen ar mellan
upplevelse och viktighet for respektive fraga. Nedan foljer INDEX samt det vi lyfter upp som
forbattringspotential. Hela undersékningen finns att tillga for den som vill titta djupare i den.

Coronavirusets paverkan pa verksamheten

Vérsta scenario — vakansrisker pa grund av Corona Ett varsta scenario har helt uteblivit och vi har
ingen ekonomisk paverkan pa verksamheten pa grund av nagra extraordinara vakanser.

Vi foljer aktivt var interna uthyrningsprocess och skulle vi se en 6kad vakansrisk agerar for att
undvika ekonomisk skada.

Underhall av vart hyresgastnat

Det nuvarande hyresgastnatverket pa Chalmers Studentbostader bestédlldes 2010-12 och
installerades under forsta kvartalet 2011. Utrustningen och natverksarkitekturen har levererat ett
mycket stabilt och bra fast nét Gver aren, dven om underhallet stundtals blivit haltande. Normalt
anses denna typ av utrustning ha 5 ars ekonomisk livslangd, men i praktiken anvander manga
operatdrer utrustningen langre an sa, precis som vi sjalva har gjort fram tills idag.

Beslut togs om att starta upp underhallsprojektet tidigare under 2021 och projektet &r nu igang for
fullt och beraknas vara klart till hosten 2021.
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FORVALTNING OCH DRIFT

Drift och uthyrning
Personal

Den 7 juni gick var ekonomichef Kristina tragiskt bort. Kristina har varit en trotjanare, en
godhjartad och uppskattad arbetskamrat och en viktig nyckelperson for Stiftelsen. Det blev ett
stort tomrum efter Kristina pa manga satt och processen pabdrjats att hitta en ersattare. Sedan i
somras har vi en interimslosning pa plats, Bo Kroon har fortjanstfullt klarat av sin arbetsuppgift
tills dags datum dven om det inte varit latt att hitta rétt i arbetsbocker, excelsnurror och annat som
Kristina byggt upp under aren. Rekrytering av ny ekonomichef pagar nu for fullt. Vi har anlitat
Maquire som hjélpt oss da vi haft rekryteringsbehov tidigare. Ca 25 kandidater har sokt tjansten
och fem kandidater har valts ut till en forberedande intervju. Av dessa har nu tva valts ut. Sluttester
och slutintervjuer halls under vecka 37/38. Malséattningen ar att ha en ny ekonomichef pa plats till
arsskiftet.

Oversyn av forvaltningens infor tilltradet av korttidsboendet vid Holtermanska samt framtida
behov dar klar och vi har nu forstarkt organisationen med en fastighetstekniker och en
kundservicesamordnare inom ramen for beslutad budget. Vi har nu ett Fastighetstekniskt Team
som bestar av fastighetstekniker samt teknisk forvaltare och ett Marknads Team som bestar av
kundservicekoordinatorer och forvaltningsadministratrer. Forstarkningen inom Marknads
teamet innebar dven att vi kan forbattra var information och kommunikation gentemot vara kunder
och externa intressenter.

Underhallsprojekt

Sangsvanen: Malning av trafasader pagar Chabo: inre underhall allméanna utrymmen pagar,
Statusbesiktning ar klart vi invéantar resultat fran CFAB

Forvaltning
Nya handlingsplan for 2021/22 arbetas fram for att 6ka kundndjdheten (NKI).

Forvaltningen har traffats i omgangar, bade i stérre och mindre grupper. Det hela kanns mycket
positivt och vi ser fram emot att beméta kundernas synpunkter och krav pa ett bra sitt.
Handlingsplaner ar klara under september 2021.

Digitaliseringsarbete

FASIT FASIT ar benamningen pa vart tekniska nét for kommunikation och fastighetstyrning som
nu kommer att borja anvandas for vart 6verordnade system Webport for att oka sakerheten,
effektivisera och automatisera vara fastigheter. Steg 1 i detta arbete &r i slutfas vi avser att ta upp
for beslut att budgetera uppkoppling av samtliga fastigheter under 2022. Vi ser éver mojligheterna
att lagga till en programvara som samlar samtliga varden och ger oss en total dversikt av
forbrukning m.m.

Digitala lassystem
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Digitala lassystem testfas borjar komma till ett slut och vi kommer anvéanda studenthotellet pa
Holtermanska som ett storre test i detta projekt for att sedan utvardera under 2023 hur vi vill ga
framat i denna fraga. Beslut i denna fraga tas pa budgetmatet i november.

FAST2

System uppdateringar fortsétter enligt plan Fast2 uppdateras med ny information kontinuerligt
och vi fortsatter var resa mot den digitala forvaltningen.

Ekologisk hallbarhet

En miljodiplomering innebér att verksamheten infér ett miljoledningssystem enligt kraven i
Svensk Miljobas som &r beslutad av styrelsen. Miljéledningssystemet bidrar till att skapa ordning
och reda i miljoarbetet och att minska var miljobelastning.

Utifran ledningssystemet skall véar verksamhet uppratta handlingsplaner och mal for att standigt
utveckla féretagets miljoarbete.

Arbetet har paborjats och en forsta revision sker 2022. Darefter kommer detta att foljas upp
arligen och galler hela bestandet.
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Fysiken AB
(Michael Stoneburgh / Sara Hogberg)

VD rapport - 6vergripande situationsbeskrivning av verksamheten

Overgripande fokusomraden for aret

Fem overgripande fokusomraden for Fysiken togs fram i juni dér vi, Michael och Sara, driver arbetet
for all personal i linje med dessa inom olika nivaer, se bilaga. Nedan staende projekt ar alla inom ramen
for dessa omraden som en del av Fysikens utvecklingsprocess.

Projekt

Zoezi: Vi upplever fortsatt véaxtvark och babysjukdomar av programmet som I6pande adresseras via
veckovisa uppféljningar med Zoezi. De utmaningar vi moter i dagslaget ar inget som paverkar
kundupplevelsen, inte heller nagot som langsiktigt kommer vara nagra svarigheter. Dock ser vi med
allvar pa utmaningen av var fortsatt daliga inblick i statistiken for verksamheten och forsaljningen. Vi
behdver detta pa plats for att kunna nyttja den som en kompass i navigeringen framat. Fokus for
utvecklarna ar att ta fram rapporter som stodjer ovan namnda omraden.

Fysiken Appen: For dags datum (22 september) har vi 1900 unika anvandare pa appen registrerade.
Fokus for fortsatt utveckling ar att skapa de grundldggande funktionerna sa smidiga och
anvandarvanliga som mojligt. Darefter kommer forsaljningsfloden ligga som prioritet foljt av
aktiviteter som stddjer dkad retention och minska administrativa uppgifter for receptionen. Vi kommer
pa styrelsemotet den 30 september presentera djupare de prioriteringarna vi ser via slides. Appen
lanserades den 15 september 2021.

Padel: Oppnande av padelbanor skedde den 30 augusti. Sma justeringar av nit, golv och nat mellan
banor har skett for att fa fullbelatenhet. Under de forsta veckorna har ett reducerat pris legat till grund
for bokningarna och fran den 1 oktober tar en ordinarie prisplan vid. Da det tar 3-4 veckor innan all
sand gatt ner i mattan har detta varit incitamentet for det reducerade priset. Under denna period har
ocksa 50st gratis bokningar kunnat genomforas av Fysikens all personal. Fysiken kommer med start
den 27 september ga Gver till att hantera all bokning via Matchl. Detta kommer presenteras med mer
detaljer pa styrelsematet.

Nedan tabell visar férsaljning av padel till dags datum.

Padel sales 2021-09-01 - 2021-09-22 Excl. Moms
SEK Total occasions
Padel primetimes 61 403 170
Padel off hours 17 575 75
Padel rebates -16 047 46
Padel ball sales 1922 27
Padel racket rentals 6440 99
Total SEK 71293

Onboarding process: En operativ grupp, bestaende av personal med stort ansvar att rekrytering i olika
anstéllningar, har paborjat arbete med att definiera en onboardingprocess. Incitamentet for att prioritera
detta projekt ligger inom ramen for effektivisering av arbete samt agera kostnadseffektivt. En sémre
genomfor introduktion av arbetet kan leda till en langre tid att na sin fulla potential och darmed ar
produktiviteten lagre, kompetensen bristfallig mot kund samt att tiden for uppféljning och utveckling
ar langre. Malsattningen ar att skapa en vélplanerad och valkomnande introduktion dar alla, oavsett
roll skall kdnna att hen kan jobba utifran Fysikens mal och i linje med vara varderingar. Denna ar
planerad att vara klar senast december.

Overgripande Retentionplan for foretaget: Arbetet med att framstalla en retentionplan startades pa
Kickoffen 2-3 september. Retention &r sett fran bade ett langsiktigt och strategiskt perspektiv samt
utifran operationell plan for daglig basis. Da denna loper 6ver Fysikens alla omrade sag vi vardet i att
alla initierade detta arbete for att skapa en forstaelse for arbetet samt samverka djupare Gver granser.
De delar som definierades ur ett makroperspektiv ar: Kvalité och utbud, Medlemsrelationer genom
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samverkan med Fysikens anstallda samt byggande av en commynitykénsla mellan medlemmar. En
retentiongrupp &r skapad som tar fram den operationella planen och manadsvis arbetar utifran att folja
upp denna.

Utomhustraning- Fysiken Outdoor Arena: Mal med utomhustraning ar att Fysiken ska erbjuda
utomhustraning aret runt pa Outdoor Arena. Klasserna ar sasongsbaserade vilket innebar fler koncept
under var/sommar/host. De klasser i vill erbjuda aret runt ar Power Circuit Outdoor samt Tabata.
Ovriga klasser som kommer vara mer dynamiska i schemat ar Yoga, Dans, Core. Outdoor Gym under
bemanningstiderna i receptionen, vilken innebar att receptionisten pa morgonen laser upp containern
och ansvarar dven for att lasa innan stangning. Vi 6nskar mata de som tranar ute om de endast nyttjar
detta eller om vi ser att deltagarna &ven tranar inomhus.

Studentkonverteringar Augusti/September: Utvardering av fortsatt I6pande projekt landar kortfattat i
att projektet startade trogt men har 6kat i intresse och deltagande. Varje vecka har 110 platser erbjudits
pé totalt fyra klasser. Med bakgrund i att Zoezi inte levererat ratt statistik kan vi enbart urskonja trender
i antal bokningar samt individer med provtraningsveckor. Analysen éar, kortfattat, att fran v37 och
framat okar trycket generellt pa bokningsbara klasser och tidpunkten som flest studenter bérjar besoka
o0ss. Dessa bor i framtiden matchas for att nyttja kapaciteten battre.

Studentvardesmodellen: Vi jobbar nu med att ta fram forslag kring arbetsgang for denna process. Den
kommer ske utifran flera parametrar men kommer involvera studenter via kontakter som skapats
genom avtalen med studentkarerna. Vi tror ocksd en barande del kan vara en gedigen
marknadsundersokning som kommer presenteras pa styrelseméte i oktober 2021.

Forsaljning och ekonomi
Resultatrapport och analys: Se bilaga for resultatrapport, likviditetsprognos. Vi ser en dalig Juli 2021.
Fysikens resultat for Juli landade pa -1 024 Tkr fore skatt mot 310 Tkr foregaende ar fér samma period.
Budgeterat for juli var -117 Tkr.
Omsattning for juli visar en avvikelse pa ca -0,8 Mkr mot budget. Jamfor vi mot fg ar sa ligger vi i
samma niva bortraknat statliga stod och egna insatser.
Det vi ser som avvikelser for budget ar:

e Léagre forséljning pa framst 12 man cash kort med ca 400 tkr. Autogiro &r ca 58 Tkr
under budget. Lagre forsaljning pa sport- och klatterartiklar med ca 62 Tkr jmf med budget.
Lagre forsaljning pa uthyrning av sportartiklar, ca 58 Tkr under budget.
Hyror sjukgymnast utgar med ca 80 Tkr. De har fatt hyresfritt under juni och juli.
Lagre forsaljning pa kurser for motionarer, ca 72 tkr under budget.
Hogre ledbyggararvoden, ca 12 Tkr 6ver budget. Timanstalld personal 90 Tkr 6ver budget.
Tjansteman ca 12 Tkr under budget.
Arbetsgivaravgifter okar darmed och landar ca 64 Tkr dver budget. Forandring semesterskuld for juli
hogre an budgeterat. Inga stod, erhallna bidrag eller hyresrabatter finns med fran och med juli 2021.
Anldggningarna visar blandade resultat enligt nedan.
Resultat fore skatt, Juli (Tkr)

GG -244
KT -272
KLS -136
KLP -280
KLC 31
LH -95

Som vidare kommentar till dessa ser vi att hela branschen fortsatt ar hart drabbade av covid-19. Med
en juli som gav Géteborg ett fantastiskt sommarvader har detta ocksa paverkat utfallet.
Vi adresserar denna tuffa start med fortsatt projekt inom de fem fokusomraden vi tidigare presenterat,
se bilaga. Specifikt har vi ocksa insatser inom féljande omraden:

e Ny apporoach med leads, start i oktober
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e Oka forsaljning via sekundara inkomstkallor och massage

e Saljutbildning och utveckling av receptionister

e Overgang till Matchl och darmed fler intressenter av vért utbud

e Prisokning med start i oktober

e Okat pris for dropin entré fran 20 september

e Hyresstdd fran Balder och GFS

e Uppdaterade avtal med studentféreningarna med GU, SAKS och HHGU

e Djupare kontakt med Chalmers och CIS- alla chalmerister skall trana pa Fysiken dr var stora
ambition tillsammans.

Statistik: For 31 augusti var vi 10 126st medlemmar pa Fysiken. Under september sjonk vi ner till ca
9800st och nar vi den 22 september stammer av ligger vi pa 10 115st. Vi ser en naturlig och normal
trend att tappa medlemmar under juli och augusti for att i september manad borja dka igen. Den
dagsfarska siffran kommer presenteras pa styrelsemotet den 30 september.

Investeringar: For kommande period ser vi inga akuta investeringar som maste tas beslut gallande.
Vi har skapat en investeringsgrupp som, utifran Fysikens alla delar, kommer vérdera och prioritera
kommande investeringar viktade mot varandra. Dessa investeringar kommer ocksa viktas utifran vara
namna fokusomraden sa att vi utvecklar verksamheten med en tydlig linje. Till styrelsemétet i oktober
har vi tagit fram en plan for prioriterade investeringar.

Organisation
Kick Off: Den 2:e och 3:e september samlades Fysikens manadsanstdllda i Uddevalla for
tvadagarskonferens. Var ambition med dagarna var att via en nulagesanalys initiera en plan framéver,
mojliggora att vi utgar fran samma plats for att ta oss mot vara mal med fokus att aterhamta oss fran
Covid tillsammans. Malet var ocksa att bygga vidare pa ett redan starkt team och skapa forstaelse for
varandras arbetssituation genom att involvera personalen i Fysikens utveckling. Vi ville ocksa tacka
och uppmarksamma personalens fina insatser under pandemin.
Personalen engagerades darmed i projekt och uppgifter for att initiera en retentionplan, fa forstaelse
for Fysikens matesstruktur och dess syfte samt identifiera luckor i vart informationsflode och de
redskap vi internt kommunicerar via. Se presentation vid mote.
Personalens samlade feedback var att de uppskattade dagarna valdigt mycket, att innehallet var
vardefullt och att det skapade motivationen att driva framat tillsammans.
Winningtemp: Fysikens tva grupper befinner sig nu i en datainsamlingsfas med for lite statistik att
annu dra slutsatser. Utbildning av systemet har skett for administrativ personal och de som ansvarar
for grupperna. Tillrackligt med data beraknas vara inne kommande manad dér slutsatser kan dras. For
de som tillnor Fysiken APT, vilket & samtliga manadsanstallda bortsett fran receptionister, kommer
det uppdagas trender och insikter som diskuteras pa vara manadsvisa APT méten. Detta kommer ske
for forsta gangen i oktober. For receptionisterna kommer detta lyftas pa de manadsvisa
receptionsmoten som ar planerade. Fysikens manadsanstallda receptionister ingar i receptions
Hittills insamlade kommentarer &r att personal k&nner sig uppskattade och att Fysiken vérdeséatter deras
asikter, att arbetssituationen temporart forsamrats nagot via implementeringen av Zoezi och att detta
skapat stress. Stressituationen pga affarssystemet attackeras framst via patryckningar av upplevda
problem samt utvecklad intern kommunikation.
Kollektivavtal: Projektet att utreda eventuellt byte av kollektivavtal har pabdrjats och tvd méten med
Almega har genomforts. For Fysikens ar det viktigt att folja den internt uppsatta projektplanen.

1) Identifiera tydligt syfte for byte av kollektivavtal

2) Jamfora vilka skillnader ett eventuellt byte skulle innebéra for Fysiken och vara anstéllda

3) Gora en gedigen hemléxa i vilka steg som maste genomforas innan ett byte kan initieras

4) Skapa en tidsplan for byte samt kommunicera tydligt med personal

Ett byte kan innebara vissa forsamrade villkor for bade Fysiken samt var personal och déarfor maste
dessa végas aktsamt mot dess fordelar.
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Definiera roller och arbetsuppgifter: Ett arbete har startats dar vi sitter ned med samtliga i personalen,
enskilt, for att i steg 1 tydliggora hens storsta utmaningar i dagslaget via fiskbenmodellen. Vi ringar da
in de uppgifter som ligger pa Fysiken (Sara och Michael) att utveckla/férbattra som kan andra hens
roll och uppdrag i en positiv riktning. Medarbetarens ansvar definieras ocksa tydligt sa att vi mojliggor
ett battre utrymme att arbeta i. Som steg 2 tar vi tillsammans fram en plan att I6pande f6lja upp och
stalla tydliga forvantningar pa varje individ. Alla skall vid 16nesamtal i november ha individuella mal
och en uppdaterad rollbeskringning kopplat till detta och Fysikens Gvergripande mal.

GSF AB
(Mikael Gyllenhammar)

Endast uthyrning av fastighet i detta bolag for narvarande.

Akademihialsan AB
(Mikael Gyllenhammar)

Bolagets verksamhet ar vilande for narvarande
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CHALMERS, Andringsyrkande: Single Transferable Vote
STUDENTKAR 1/3

Andringsyrkande: Single Transferable Vote

1 Bakgrund

Single transferable vote &r trevligt, men detaljerna som var med i motionen &r inte helt
optimala. Sa har kommer jag med tva forslag for att forbattra STV-valsystemet.

1.1 Vilj s mycket du vill

I ett bra valsystem kan man roésta pa det man faktiskt vill utan att bry sig om vad andra
kommer rosta pa. Att ha en maxgrians pa 3 kandidater ar en onodig begransning, det gor
att man behover tdnka pa hur andra rostar for att gora ens egna rést mer betydelsefull. Till
exempel vore det en sloseri av sin rost att bara rosta pa 3 populdra kandidater, eftersom
de lar komma in med hjilp av andras roster, sa blir din rést nu bara blank, samma sak
med 3 impopuldra kandidater. Sa for att gora din rost sa vérdefull som mojligt bor du
vélja halv-populédra kandidater, de har minst chans att ga till din nédsta-hands-val och bli
en blank rost efter 3 iterationer.

Man bor inte behova tdnka pa hur popular kandidaterna dr ndr man réster, man ska kunna
rosta pa det man vill. Jag ser ingen rimlig anledning att begrénsa ens rost till 3 kandidater.
Dérfor tycker jag att man boér kunna rangordna sina kandidater sa langt man vill, och
CGP Grey haller med: “... which is why reasonable STV systems allow you to just list your
favorites as far as you care to go.” — CGP Grey, kélla: https://youtu.be/PukSDmORD2E.
Samt om vi vill ha kvar valférbunden sa ar det vettigt att man faktiskt kan résta pa ett
valférbund genom att rangordna alla kandidater i det valférbundet pa sin valsedel.

Hur valsedeln ska fungera finns det tva alternativ for:

o En lista med alla kandidater, rangordna kandidaterna genom att skriva ett nummer
bredvid deras namn.

e Skriv ned kandidatnumren pa varsin rad pa valsedeln i fallande prioritetsordningen

Personligen tycker jag inte den implementationsdetaljen behéver sta med i stadgan, men
eftersom det har gjort det tidigare sa antar jag att ni vill fortsdtta ha det, sa jag skrev in
det andra alternativet i en att-sats da det 4r den simplaste 16sningen.

1.2 Droop istillet for Hare

Sedan kan vi ta en titt pa en annan av fotnétterna till CGP Greys video: Hare Vs Droop
(https://youtu.be/wRc630BSTIg). Grey forklarar det betydligt battre dn jag nagonsin
kan, sa kolla pa videon. Hare kan ge felaktiga valresultat, det vill vi inte ha, Droop ska det
va.
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Kvoten som en kandidat behdver uppna skulle med Droop berdknas som

totalt antal roster
totalt antal ordinarie platser (35) + 1

+1

Vilket ar en fin matematiskt formel for att bestdmma det lagsta antalet roster man behéver
for att garanterat vara bland de 35 popularaste kandidaterna.

Hare ar lattare att forklara i en 7-minuter lang video, annars har den ingen fin matematisk
betydelse.

2 Yrkande

Med ovanstaende som bakgrund yrkar jag pa:

2.1 Vilj sd mycket du vill

o att dndra 7:13 fran
Rostning sker pa insynsskyddad plats, genom att den réstande skriver kandidatnum-
mer (enligt 9.6) for varje kandidat péa valsedeln anvisad plats, i fallande prioritets-
ordning. Rostande kan rangordna upp till 3 kandidater. Den rostande ldgger sedan
valsedeln i valkuvert och forsluter det.

till

Rostning sker pa insynsskyddad plats, genom att den réstande rangordnar godtyckligt
antal kandidater pa valsedeln. Den rostande ldgger sedan valsedeln i valkuvert och
forsluter det.

o att dndra 7:22 fran
Valsedel skall innehalla foljande information:
“Student Union Council Election”
MED ORD:
“Student Union Council Election”, atf6ljt av tre rader med tre vagrita rutor, dér varje
rad uppger kandidatnumret i fallande prioritetsordning. Langst ned pa valsedeln ska
f6ljande mening finnas: “Only put one number in each square! You do not need to
fill in all candidates”

till

Valsedel skall innehalla foljande information:

“Student Union Council Election”, atfoljt av n rader med tre vagrita rutor, dér
varje rad uppger kandidatnumret i fallande prioritetsordning, och n > totalt antal
kandidater. Féljande meningar ska finnas med: “Only put one number in each square!
You do not need to fill in all candidates”
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2.2 Droop istillet for Hare

e att dndra 7:15 fran
Kvoten berdknas som totalt antal roster delat pa totalt antal ordinarie platser, det

vill sédga totalt antal roster delat pa 35.
till

Kvoten berdknas som totalt antal roster delat med summan av totalt antal ordinarie

platser och ett, plus ett.

Erik Ljungdahl, d16

Transaktion 09222115557457320040 Signerat RS, MC, EB, SN, JH




CHALMERS STUDENTKAR and

Fullmdtktige
Yrkandeblankett
Namn: Leo Benson Datum: 2020-05-13
Punkt: 12e Arende: Motion 14

Jag/vi yrkar:
att

ta bort "Candidate 1: [lador] Candidate 2: [lidor] Candidate 3: [lador] Only put one number in each square! You do not need to fill in all
candidates"

Presidiets anteckningar

Avslag Bifall
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Motion 14 -
FuMval - Single Transferrable Vote

Bakgrund

FuM-valet ar en arligt aterkommande handelse da 35 ledaméter och ett antal
suppleanter valjs in for att bli sittande FuM fér kommande mandatperiod. For att
bestamma vilka kandidater som valjs in sker som del av FuM-valet en omrdstning dar
alla Studentkarens medlemmar kan rosta. Under FuM-valets historia har valsystemet
sett lite olika ut. For lange sedan andrades systemet till att likna det for Finlands
riksdagsval, och sedan dess har valet skotts pa samma satt enligt stadga. | nulaget
kan valjare rosta pa en kandidat. Om kandidaten inte ar med i ett valférbund ar
antalet roster pa kandidaten dess slutgiltliga jamforelsetal. | ett valférbund fordelas
rosterna enligt vilka kandidater som fatt mest roster i partiet. Hogst rankad kandidat
far totala antalet roster pa partiet som sitt jamforelsetal, andra kandidaten far halften,
tredje en tredjedel, osv. enligt stadgans 7:15. Féljder av nuvarande system ar bade
positiva och negativa.

Som det befintliga systemet ser ut idag, vager en rost pa en kandidat som inte kom
med i praktiken lika mycket som om du inte rostade alls. Detsamma géaller om du
rostade pa en valdigt popular kandidat som hade kommit med oavsett din rést, och
du har pa sa vis “slosat din rost” pa en kandidat som anda kom med och i
forlangningen réstar du pa en person i det valférbundet (som du kanske inte ens
gillar, som kanske inte alls har samma asikter som din forstahandskandidat), istallet
for att kunna résta pa en andrahandskandidat. Férdelar och nackdelar med
nuvarande system sammanfattas som:

e Inget som behodver andras. T.ex. hemsidan och hur roster raknas.

o Diskussioner inom valférbunden / pre-fum + sammanhallning (i de fall det
finns)

o Fler folk soker for att valforbunden hetsar folk och man kan séka tillsammans

o Ger stor fordel till valférbund. Om det inte finns nagon partipolitik ar det inte sa
mycket mening. (Om tydlig partipolitik kan det vara positivt).

o Valjare har liten kontroll dver var sin rost gar om dess valda kandidat befinner
sig i ett valférbund.

o Mycket svart att fa hogt nog jamforelsetal for att bli invald som oberoende
kandidat.

| ett STV-system har varje valjare ett antal prioriterade kandidater pa sin rost. Nar
STV val implementeras kommer detta antal bestdmmas, men vanliga antal ar 3 eller
5. Efter att rostning har skett fordelas résterna genom en algoritm som beskrivs av
arbetsgruppens nya forslag pa 7:15. Hur algoritmen funkar sammanfattas i ett
flodesschema som finns langst ner i detta dokument.
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Fordelar och nackdelar med STV sammanfattas som:

o Valjare har hog kontroll éver till vilka kandidater deras roster gar

o Som oberoende kandidat blir spelplanen jamnare gentemot kandidater som
hor till ett valférbund, mer demokratiskt

« Aven om man inte gér om sa att det inte gar att dra sig ur, kan i sa fall réster
till nAgon som dragit sig ur ga vidare till andrahandsvalet, den résten ar da inte
“bortkastad”.

o Kraver mer av valjarna (maste valja mer an en person)

o Maste gbra om (+lara ut) nytt system.

» Risk for att valférbunden forsvinner / tappar sin lockande faktor

Enligt den kvantitativa enkaten som skickades ut till kdrens medlemmar

uppgav endast 15% att de rostade baserat pa valférbund, medan 35% uppgav att de
rostade pa en van, och 39% rostade pa nagon vars asikter de stddjer. Hur man valjer
att rosta sker alltsa generellt sett med avseende pa individuell kandidat, inte vilket
valférbund kandidaten hor till. Enkaten indikerar aven att de flesta inte vet hur
valsystemet fungerar idag - samtidigt som ~50% inte har nagon direkt asikt
angaende systemet, medan ~20% ar for dagens system och ~20% ar emot. De som
gillar det nuvarande systemet kommer enligt oss inte ha nagot problem med det nya,
da de fortfarande kommer kunna satta resten av valférbundet de gillar som andraval,
tredjeval osv.

Fran de enkater och intervjuer som genomférts bedémer arbetsgruppen att systemet
single transferable vote (STV) har storre fordelar gentemot det nuvarande systemet.
Att andra valsystem till STV mojliggor dels att valjare vet vart deras réster hamnar,
och dels att kandidater inte kan bli invalda i FUM endast genom roster 6vriga
kandidater inom deras valforbund. Vidare begransar inte STV majligheten for
valférbunden att fylla den funktion som FuM-ledamd&terna uppgett i enkaten att de
utnyttjar, da samordningen under kandidatur och infor méten kan ske pa samma satt
aven med STV som valsystem. Andringen kommer darmed inte direkt ha en
paverkan pa hur valférbounden samarbetar idag, med undantag att kandidater som
tillnor ett valférbund inte har samma férdel att bli invalda 6ver oberoende kandidater.
Den stdrsta risken vi anser finnas med STV ar minskande intresse for att kandidera
inom valférbunden, och éverhuvudtaget. Da det i dagslaget ar fordelaktigt att
kandidera inom ett valférbund kan detta vara en morot till att ytterligare aktivt jobba
med rekrytering av kandidater till valférbundet. Om denna fordelen tas bort kan
resultatet bli att valférbund blir mindre benagna att motivera personer till att
kandidera.
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Yrkande

Med ovan som bakgrund yrkar undertecknade:

att andra Chalmers Studentkars Stadga enligt nedan:
Stryk genomstrukna delar och Iagg till guimarkerade delar som normal text.

7.1
Fullmaktige jamte suppleanter véljes arligen i fria, hemliga och direkta ech-propertionelia val.
Chalmers Studentkar utgor en valkrets.

7.13

Rostning sker pa insynsskyddad plats, genom att den réstande skriver-3-siffror-fér-kandidat
kandidatnummer (enligt 9.6) for varje kandidat pa valsedeln anvisad plats, i fallande
prioritetsordning i-valsedelnrs-3-rutor. Réstande kan rangordna upp till 3 kandidater. Den
rostande lagger sedan valsedeln i valkuvert och forsluter det.

Darefter lamnar den réstande det forslutna valkuvertet till valférrattaren. Samtidigt som den
réstande visar sin legitimation for valférrattaren, markerar denne i vallangden att rést avgivits
och lagger ned valkuvertet i valurnan.

Om réstande inte finns upptagen i vallangden laggs valkuvertet i ett kuvert som forslutes.
Efter uppvisande av legitimation skrivs den réstandes personnummer samt
teknologsektionstillnérighet pa kuvertet, darefter laggs kuvertet i valurnan. Denna procedur
benamns postrdstning.

Rostning kan ocksa ske via Internet, pa en av fullmaktige beslutad webbplats. Denna
procedur benamns Internetréstning. Internet-réstning sker efter genomgangen kontroll av
den rostandes medlemskap.

Darefter avlagges rosten pa ett satt snarlikt den ordinarie rostproceduren. Rést som avlaggs
pa Internet skall behandlas som en postrost.

7.15 Bestamning av jamforelsetal

For varje kandidat beréknas ett jamforelsetal efter rostning har genomférts. Jamforelsetalet
stalls mot en kvot, och om en kandidats jamfdrelsetal uppnar kvoten blir kandidaten invald.
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Kvoten beraknas som totalt antal rOster delat pa totalt antal ordinarie platser, det vill sdga
totalt antal roster delat pa 35.

Jamforelsetalet for varje enskild kandidat ar inledningsvis antalet férstahandsréster som
kandidaten har fatt. Om en kandidats jamforelsetal uppnar eller éverstiger kvoten beraknas
eventuell andel av 6verstigande mangd. Alla réster pa denna kandidat, proportionerligt till
andelen 6verstigande mangd, delas ut till kandidatens valjares nast prioriterade kandidat, om
det deklarerats av valjaren. Om inte 35 kandidater nar upp till kvoten elimineras kandidaten
med lagst jamforelsetal. Roster pa kandidaten som eliminerats tilldelas proportionerligt
respektive valjares nast prioriterade kandidat.

Nya jamforelsetal berdknas for de kandidater som fatt ndstahandsroster tilldelade, och
processen upprepas till dess att alla platser ar tillsatta eller att antalet platser ar lika med
antalet kvarvarande kandidater.

7.16
FuIImaktlge besatts av de trettlofem kandldater som fatt hogsta Jamforelsetal biané—dem—sem

FesteFande—maqdat—enkem—av—hegsta—jam#eFeLsetaL V|d Ilka stora Jamforelsetal a¥ge+’—hegsta
rostantal-Ar-dven-dessalika-stora avgor lotten.

7.22
Rdstning sker genom markering pa gul valsedel som valnamnden har Iatlt framstalla Pa
vWalsedel skaII innehalla foIJande information:

“Student Union Council Election

Candidate 1:[ ][ ][]
Candidate 2:[ |[ ][]
Candidate 3:[ ][ ][]

Only put one number in each square! You do not need to fill in all candidates”

MED ORD:

“Student Union Council Election”, atfdljt av tre rader med tre vagrata rutor, dar varje rad
uppger kandidatnumret i fallande prioritetsordning. Langst ned pa valsedeln ska foljande
mening finnas: “Only put one number in each square! You do not need to fill in all
candidates”

Valkuverten skall vara ogenomskinliga och fria fran sarskiljande kannetecken.
Kandidatlista, valsedlar, eeh-valkuvert och beskrivning av valsystem skall tillhandahallas i
vallokalen.

7.25

Valsedel ar ogiltig om ingen kandidats nummer har antecknats sa att det inte fullstandigt klart
framgar vilken kandidat rOstaren har avsett. Om enbart nagot av kandidatvalen ar
antecknade sa att det inte fullstandigt framgar vilken kandidat réstaren avsett, gills 6vriga val
med ogiltigt kandidatval struket. Finns i valkuvert en giltig valsedel och en eller flera blanka
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skall endast den med giltig markering réknas. Finns flera pa annat satt olika valsedlar, ar de
alla ogiltiga.

Leo Benson, Erik Marberg, Johanna Fredriksson,
Adam Térnkvist, Elin Winberg, Leon Larsson, Erik Higbie

6av6

Transaktion 09222115557457320040 Signerat RS, MC, EB, SN, JH




Skapat: 2020-09-14

K:\FuM\Propositioner\2122\FuM2\Arbetsdokument\Proposition 6 - Uppdatera reglementet med Chalmers Blockchain Association som karforening - kopia.docx

CHALMERS, PROPOSITION
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Karstyrelsen

Proposition 6 - Uppdatera reglementet
med Chalmers Blockchain Association
som karforening

Bakgrund

Pa karstyrelsesammantrade 11, tisdagen 22 juni 2021 beslutade karstyrelsen 20/21 att bevilja
Chalmers Blockchain Association karforeningsstatus. Foreningens verksamhetsidé finns formulerat i
dess ansokan om karféreningsstatus:

”Chalmers Blockchain Association’s syfte ar att sprida information om blockkedje-teknologi och
kryptovalutor. Idén dr att genom gastforeldsningar av bade foretag och nyckelpersoner inom dmnet
utbilda intresserade studenter pa Chalmers. Bada virtuella event och pa plats. I tilldgg till detta
planerar vi att ha Workshops/Academy-days, dir man far majlighet att ldra sig mer om @mnet samt
tillampa den kunskapen i olika typer av case.”

Foreningen ar registrerad hos Skatteverket och har organisationsnummer 802536-3766. Med detta
behover reglementet uppdateras i enlighet med beslutet.

Yrkande

Med ovan som bakgrund yrkar karstyrelsen

att lagga till Chalmers Blockchain Association (802536—3766) under §17:1 i Chalmers
Studentkars reglemente enligt nedan:

Karforeningar 17:1 | Karens karforeningar ar:

Avancez MC (802417-5294)

Chalmers Skytteforening (857205-5773)
Chalmers Sangkor (857203-0826)

E-sektionens Teletekniska Avdelning (802413-7963)
Chalmers Ballong Corps (802417-6243)
Chalmers Dykarklubb (802416-3019)

Chalmers Barockensemble (857204-5196)
Chalmersbaletten (802415-4117)

Chalmers Kristna Grupp (802414-5966)

Bamse (802414-1213)

Chalmers Shito-Ryu Karateklubb (802414-1197)
Chalmers Orienterings Lopare (802414-4928)
Chalmers Blue MacRangers (802415-6419)
Chalmers Islamska forening (802436-2504)
Chalmers Rymdgrupp (802414-1205)

Chalmers Rock Club (CROC) (802413-5207)
Chalmers Danssallskap (802414-2559)
Chalmers Borsséllskap (857207-5698)

Chalmers Alternative Sports (802414-7038)

Tav2
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Karstyrelsen

Robotforeningen (802420-1942)

Chalmers Students for Sustainability (802419-4378)
Chalmers Handbollsklubb (802431-8456)

Chalmers Studentkars Flipperséllskap (802442-8818)
Iranian Students Association at Chalmers (802444-7446)
Chalmers Segelséllskap (ChSS) (802457-3811)

SBE Student Chapter Chalmers (802467-7000)

BEST at Chalmers Student Union (802488-1412)
Chalmers Studentkars Idrottssallskap (802493-6125)
RANG (802512-0356)

REACT (802492-8569)

Tekniskt Basars Karforening (802496-2063)

MOTUS (802502-6611)

Chalmers Entreprenorskapsforening (802505-9588)
Lindholmen Makerspace (802508-4644)

Chalmers Kinagrupp (802518-5807)

Olbruket (802511-5844)

Chalmers Student Union Blockchain Society (802514-9140)
Ingenjorer utan grianser Chalmers Studentkar (802524-4743)
Chalmers Capital Management (802530-0537)

Effektiv Altruism Chalmers (802525-4833)

Chalmers Women Association (802529-3260)

Chalmers Entrepreneurship Society (802525-4866)
VistkustFolk (802533-8495)

Chalmers Blockchain Association (802536-3766)

Fragor stalls med fordel till,

Amanda Dehlén

Vice ordforande sociala enheten 21/22
070-772 39 68
vso@chalmersstudentkar.se

Karstyrelsen genom,

Julia Cramstedt
Vice karordférande 21/22
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"Maria Elisabet Carlbaum"
S/gnerade 2021-11-10 15:53:48 CET (+0100)

Samuel Nyberg (SN)
Personnummer 980709-2375
samuel.nyberg@chs.se

Bank/D

Sup Y~

Namnet som returnerades fran svenskt BanklID var




Verifikat

Transaktion 09222115557457320040

"EMELIE BJORKMAN" "SAMUEL NYBERG"
Signerade 2021-11-10 14:35:27 CET (+0100) Signerade 2021-11-10 17:21:58 CET (+0100)

Jesper Hermenius (JH)
Personnummer 000627-7750
jesper.hermenius@chs.se

Bank!D

KGN Jomening

Namnet som returnerades fran svenskt BankID var
"JESPER HERMENIUS"
Signerade 2021-11-10 16:33:30 CET (+0100)

Detta verifikat ar utfardat av Scrive. Information i kursiv stil ar sakert verifierad av Scrive. Se de dolda
bilagorna for mer information/bevis om detta dokument. Anvand en PDF-ldsare som t ex Adobe Reader
som kan visa dolda bilagor for att se bilagorna. Observera att om dokumentet skrivs ut kan inte
integriteten i papperskopian bevisas enligt nedan och att en vanlig papperutskrift saknar innehallet i de
dolda bilagorna. Den digitala signaturen (elektroniska forseglingen) sakerstaller att integriteten av detta
dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. For er
bekvamlighet tillhandahaller Scrive dven en tjanst for att kontrollera dokumentets integritet automatiskt
pa: https://scrive.com/verify
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Digital Signature Documentation

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Overview

2.1 Digital Signatures

2.2 Cryptographic Hash Functions

2.3 Key-based digital signatures

2.4 Keyless digital signatures for durability

2.5 Verifiable timestamps using keyless signatures

3. How to Verify the Evidence Package

3.1 Extracting the Signature

3.2 Parsing the Signature

3.3 Checking the Document

3.4 Checking the Signature

3.5 Checking the Publication

3.6 Conclusion

4. Hash Functions

5. Extracting the Signing Time

6. Extending the TimeSignature

7. References

1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-11-10 12:46:18.1032 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The initiator Julia Cramstedt (JC) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-02-08 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-11-10 12:46:18.1032 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ruben.seyer@chs.se) to Ruben Seyer (RS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-11-10 12:46:18.1032 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (maria.carlbaum@chs.se) to Maria Carlbaum (MC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-11-10 12:46:18.1032 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (emelie.bjorkman@chs.se) to Emelie Björkman (EB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-11-10 12:46:18.1032 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (samuel.nyberg@chs.se) to Samuel Nyberg (SN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-11-10 12:46:18.1032 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jesper.hermenius@chs.se) to Jesper Hermenius (JH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-11-10 12:46:35.216918 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jesper Hermenius (JH) was delivered.

      


    

  



  

  

    		2021-11-10 12:46:42.532581 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ruben Seyer (RS) was delivered.

      


    

  



  

  

    		2021-11-10 12:46:42.570999 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Emelie Björkman (EB) was delivered.

      


    

  



  

  

    		2021-11-10 12:46:42.741493 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Samuel Nyberg (SN) was delivered.

      


    

  



  

  

    		2021-11-10 12:46:42.874517 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to samuel.nyberg@chs.se was opened.

      


    

  



  

  

    		2021-11-10 12:46:45.466988 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Samuel Nyberg (SN) from “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:46:45.466988 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Samuel Nyberg (SN) to “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:46:50.860691 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Maria Carlbaum (MC) was delivered.

      


    

  



  

  

    		2021-11-10 12:46:55.595713 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Emelie Björkman (EB) from “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:46:55.595713 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Emelie Björkman (EB) to “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:03.405306 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Jesper Hermenius (JH) from “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:03.405306 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Jesper Hermenius (JH) to “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:09.292616 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Jesper Hermenius (JH) from “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:09.292616 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Jesper Hermenius (JH) to “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:16.204416 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Samuel Nyberg (SN) from “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:16.204416 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Samuel Nyberg (SN) to “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:23.182052 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Emelie Björkman (EB) from “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:23.182052 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Emelie Björkman (EB) to “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:28.115748 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Maria Carlbaum (MC) from “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:28.115748 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Maria Carlbaum (MC) to “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:31.838391 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Maria Carlbaum (MC) from “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:31.838391 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Maria Carlbaum (MC) to “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:36.4621 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Ruben Seyer (RS) from “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:47:36.4621 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to view method for Ruben Seyer (RS) to “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:40.147303 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Ruben Seyer (RS) from “no extra authentication”.

      


    

  



  

  

    		2021-11-10 12:47:40.147303 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.81 Safari/537.36

      

    

    		

      

        The user Julia Cramstedt (JC) changed authentication to sign method for Ruben Seyer (RS) to “Swedish BankID”.

      


    

  



  

  

    		2021-11-10 12:48:09.940461 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      129.16.169.195

      

        Mozilla/5.0 (Linux; Android 11; SM-A715F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.74 Mobile Safari/537.36

      

    

    		

      

        The party Ruben Seyer (RS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-10 12:48:15.50422 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ruben.seyer@chs.se was opened.

      


    

  



  

  

    		2021-11-10 12:48:40.294367 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      129.16.169.195

      

        Mozilla/5.0 (Linux; Android 11; SM-A715F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.74 Mobile Safari/537.36

      

    

    		

      

        The signatory Ruben Seyer (RS) signed in the signature box “Signatur 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		2		0.287		0.907



 

      


    

  



  

  

    		2021-11-10 12:48:52.536207 UTC ±2 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      129.16.169.195

      

        Mozilla/5.0 (Linux; Android 11; SM-A715F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.74 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Ruben Seyer (RS) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Protokoll-FuM2" med transaktionsnummer 9222115557457320040.










Data returned from 

  CGI

:

  
Name: RUBEN SEYER

  
ID number: 

  200002105898



  
IP: 129.16.169.195




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-11-10 13:03:14.115193 UTC ±5 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ruben.seyer@chs.se was opened.

      


    

  



  

  

    		2021-11-10 13:33:23.339437 UTC ±10 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      46.239.103.211

      

        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6013) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.74 Mobile Safari/537.36

      

    

    		

      

        The party Emelie Björkman (EB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-10 13:33:33.05429 UTC ±10 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to emelie.bjorkman@chs.se was opened.

      


    

  



  

  

    		2021-11-10 13:35:21.480939 UTC ±10 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      46.239.103.211

      

        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6013) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.74 Mobile Safari/537.36

      

    

    		

      

        The signatory Emelie Björkman (EB) signed in the signature box “Signatur 4”.
[image: signature]Cumgl; eﬁm







The box’s placement in the Main Document:		Page		X		Y

		2		0.572		0.908



 

      


    

  



  

  

    		2021-11-10 13:35:27.43525 UTC ±10 ms

    		2021-11-10 12:46:07.876941 UTC

    		

      46.239.103.211

      

        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6013) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.74 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Emelie Björkman (EB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Protokoll-FuM2" med transaktionsnummer 9222115557457320040.










Data returned from 

  CGI

:

  
Name: EMELIE BJÖRKMAN

  
ID number: 

  199706164168



  
IP: 46.239.103.211




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-11-10 14:52:52.443107 UTC ±4 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to maria.carlbaum@chs.se was opened.

      


    

  



  

  

    		2021-11-10 14:52:58.484106 UTC ±4 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      83.250.7.110

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Maria Carlbaum (MC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-10 14:53:06.778072 UTC ±4 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jesper.hermenius@chs.se was opened.

      


    

  



  

  

    		2021-11-10 14:53:36.179383 UTC ±4 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      83.250.7.110

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Maria Carlbaum (MC) signed in the signature box “Signatur 3”.
[image: signature]U







The box’s placement in the Main Document:		Page		X		Y

		2		0.429		0.907



 

      


    

  



  

  

    		2021-11-10 14:53:48.819642 UTC ±4 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      83.250.7.110

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Maria Carlbaum (MC) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Protokoll-FuM2" med transaktionsnummer 9222115557457320040.










Data returned from 

  CGI

:

  
Name: Maria Elisabet Carlbaum

  
ID number: 

  199608079068



  
IP: 83.250.7.110




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-11-10 15:02:38.625106 UTC ±8 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ruben.seyer@chs.se was opened.

      


    

  



  

  

    		2021-11-10 15:27:53.549254 UTC ±20 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      37.120.159.165

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36

      

    

    		

      

        The party Jesper Hermenius (JH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-10 15:27:57.148669 UTC ±20 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jesper.hermenius@chs.se was opened.

      


    

  



  

  

    		2021-11-10 15:32:28.0404 UTC ±22 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      85.226.192.229

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36

      

    

    		

      

        The party Jesper Hermenius (JH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-10 15:33:18.321307 UTC ±22 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      85.226.192.229

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36

      

    

    		

      

        The signatory Jesper Hermenius (JH) signed in the signature box “Signatur 2”.
[image: signature]M Jeemeniys







The box’s placement in the Main Document:		Page		X		Y

		2		0.157		0.907



 

      


    

  



  

  

    		2021-11-10 15:33:30.384043 UTC ±22 ms

    		2021-11-10 14:46:11.938138 UTC

    		

      85.226.192.229

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36

      

    

    		

      

        The document was signed by Jesper Hermenius (JH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Protokoll-FuM2" med transaktionsnummer 9222115557457320040.










Data returned from 

  CGI

:

  
Name: JESPER HERMENIUS

  
ID number: 

  200006277750



  
IP: 85.226.192.229




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-11-10 16:00:28.079717 UTC ±7 ms

    		2021-11-10 15:46:13.763536 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ruben.seyer@chs.se was opened.

      


    

  



  

  

    		2021-11-10 16:18:48.082304 UTC ±16 ms

    		2021-11-10 15:46:13.763536 UTC

    		

      46.239.123.231

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36

      

    

    		

      

        The party Samuel Nyberg (SN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-10 16:18:48.622915 UTC ±16 ms

    		2021-11-10 15:46:13.763536 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to samuel.nyberg@chs.se was opened.

      


    

  



  

  

    		2021-11-10 16:19:53.288347 UTC ±16 ms

    		2021-11-10 15:46:13.763536 UTC

    		

      46.239.123.231

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Samuel Nyberg (SN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-11-10 16:21:52.514655 UTC ±17 ms

    		2021-11-10 15:46:13.763536 UTC

    		

      46.239.123.231

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    		

      

        The signatory Samuel Nyberg (SN) signed in the signature box “Signatur 5”.
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    		2021-11-10 16:21:58.045506 UTC ±17 ms

    		2021-11-10 15:46:13.763536 UTC

    		

      46.239.123.231

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Samuel Nyberg (SN) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Protokoll-FuM2" med transaktionsnummer 9222115557457320040.










Data returned from 

  CGI

:

  
Name: SAMUEL NYBERG

  
ID number: 

  199807092375



  
IP: 46.239.123.231




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-11-10 16:21:58.045506 UTC ±17 ms

    		2021-11-10 15:46:13.763536 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.62 ms

		standard deviation: 1.46 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.515%

		|e| < 5 ms: ≈99.861%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-09-29 23:52:04.128594 UTC and 2021-11-10 15:46:13.763536 UTC:







  		Time collected

  		Clock offset







  

    		2021-09-29 23:52:04.128594

    		-0.4 ms

  





  

    		2021-09-30 00:52:06.375229

    		-3.3 ms

  





  

    		2021-09-30 01:52:08.24837

    		1.0 ms

  





  

    		2021-09-30 02:52:10.350173

    		-0.8 ms

  





  

    		2021-09-30 03:52:12.612623

    		3.2 ms

  





  

    		2021-09-30 04:52:14.493314

    		3.1 ms

  





  

    		2021-09-30 05:52:16.653797

    		4.7 ms

  





  

    		2021-09-30 06:52:18.597831

    		1.3 ms

  





  

    		2021-09-30 07:52:20.23327

    		0.9 ms

  





  

    		2021-09-30 08:52:22.509003

    		0.9 ms

  





  

    		2021-09-30 09:52:24.097159

    		0.3 ms

  





  

    		2021-09-30 10:52:25.833293

    		-1.9 ms

  





  

    		2021-09-30 11:52:28.148654

    		-0.5 ms

  





  

    		2021-09-30 12:52:30.106134

    		0.1 ms

  





  

    		2021-09-30 13:52:31.87259

    		2.1 ms

  





  

    		2021-09-30 14:52:33.679696

    		-0.6 ms

  





  

    		2021-09-30 15:52:35.956407

    		-0.1 ms

  





  

    		2021-09-30 16:52:37.900626

    		-0.8 ms

  





  

    		2021-09-30 17:52:39.6971

    		1.4 ms

  





  

    		2021-09-30 18:52:41.718528

    		0.1 ms

  





  

    		2021-09-30 19:52:43.828599

    		2.0 ms

  





  

    		2021-09-30 20:52:46.136637

    		-0.1 ms

  





  

    		2021-09-30 22:09:30.431056

    		0.4 ms

  





  

    		2021-09-30 23:09:33.107244

    		0.1 ms

  





  

    		2021-10-01 00:09:35.214434

    		-0.3 ms

  





  

    		2021-10-01 01:09:37.112038

    		-0.9 ms

  





  

    		2021-10-01 02:09:38.912302

    		0.8 ms

  





  

    		2021-10-01 03:09:42.031506

    		-0.3 ms

  





  

    		2021-10-01 04:09:45.223257

    		-0.6 ms

  





  

    		2021-10-01 05:09:46.856331

    		-0.7 ms

  





  

    		2021-10-01 06:09:49.65952

    		1.6 ms

  





  

    		2021-10-01 07:09:51.505087

    		-0.1 ms

  





  

    		2021-10-01 08:09:53.654342

    		0.0 ms

  





  

    		2021-10-01 09:09:55.428985

    		0.2 ms

  





  

    		2021-10-01 10:09:57.589892

    		0.9 ms

  





  

    		2021-10-01 11:09:59.326385

    		2.2 ms

  





  

    		2021-10-01 12:10:00.833817

    		-0.1 ms

  





  

    		2021-10-01 13:10:02.335718

    		2.7 ms

  





  

    		2021-10-01 14:10:04.894506

    		2.8 ms

  





  

    		2021-10-01 15:10:06.411226

    		0.6 ms

  





  

    		2021-10-01 16:10:08.14754

    		-0.3 ms

  





  

    		2021-10-01 17:10:09.686163

    		1.9 ms

  





  

    		2021-10-01 18:10:11.61857

    		0.1 ms

  





  

    		2021-10-01 19:10:14.206687

    		0.4 ms

  





  

    		2021-10-01 20:10:16.604725

    		-0.7 ms

  





  

    		2021-10-01 21:10:18.19739

    		0.8 ms

  





  

    		2021-10-01 22:10:21.450721

    		-1.4 ms

  





  

    		2021-10-01 23:10:23.102819

    		-0.7 ms

  





  

    		2021-10-02 00:10:24.71705

    		0.2 ms

  





  

    		2021-10-02 01:10:26.516246

    		-2.4 ms

  





  

    		2021-10-02 02:10:28.164829

    		1.8 ms

  





  

    		2021-10-02 03:10:29.934084

    		0.9 ms

  





  

    		2021-10-02 04:10:31.986813

    		2.3 ms

  





  

    		2021-10-02 05:10:33.999685

    		0.6 ms

  





  

    		2021-10-02 06:10:37.103688

    		3.5 ms

  





  

    		2021-10-02 07:10:38.821751

    		1.8 ms

  





  

    		2021-10-02 08:10:40.297274

    		4.8 ms

  





  

    		2021-10-02 09:10:42.169375

    		2.0 ms

  





  

    		2021-10-02 10:10:45.290844

    		2.9 ms

  





  

    		2021-10-02 11:10:47.343114

    		0.8 ms

  





  

    		2021-10-02 12:10:49.704779

    		-5.6 ms

  





  

    		2021-10-02 13:10:51.938988

    		-4.9 ms

  





  

    		2021-10-02 14:10:53.544896

    		-0.5 ms

  





  

    		2021-10-02 15:10:55.905046

    		0.9 ms

  





  

    		2021-10-02 16:10:58.323376

    		0.7 ms

  





  

    		2021-10-02 17:11:00.684717

    		3.7 ms

  





  

    		2021-10-02 18:11:02.195426

    		2.1 ms

  





  

    		2021-10-02 19:11:04.431633

    		1.3 ms

  





  

    		2021-10-02 20:11:08.068352

    		1.7 ms

  





  

    		2021-10-02 21:11:09.997557

    		-0.6 ms

  





  

    		2021-10-02 22:11:11.794564

    		-0.3 ms

  





  

    		2021-10-02 23:11:13.861446

    		0.5 ms

  





  

    		2021-10-03 00:11:15.508192

    		1.8 ms

  





  

    		2021-10-03 01:11:17.401823

    		2.6 ms

  





  

    		2021-10-03 02:11:19.418655

    		3.2 ms

  





  

    		2021-10-03 03:11:22.21566

    		1.8 ms

  





  

    		2021-10-03 04:11:24.351771

    		0.3 ms

  





  

    		2021-10-03 05:11:26.343739

    		-0.7 ms

  





  

    		2021-10-03 06:11:28.428325

    		1.4 ms

  





  

    		2021-10-03 07:11:31.055415

    		2.3 ms

  





  

    		2021-10-03 08:11:32.917056

    		0.7 ms

  





  

    		2021-10-03 09:11:34.738144

    		-1.1 ms

  





  

    		2021-10-03 10:11:36.867043

    		0.9 ms

  





  

    		2021-10-03 11:11:39.856841

    		0.7 ms

  





  

    		2021-10-03 12:11:41.896811

    		-0.2 ms

  





  

    		2021-10-03 13:11:43.750012

    		2.2 ms

  





  

    		2021-10-03 14:11:46.215809

    		2.5 ms

  





  

    		2021-10-03 15:11:47.831275

    		-0.7 ms

  





  

    		2021-10-03 16:11:49.863072

    		1.1 ms

  





  

    		2021-10-03 17:11:51.517014

    		0.4 ms

  





  

    		2021-10-03 18:11:54.584946

    		-0.7 ms

  





  

    		2021-10-03 19:11:57.355001

    		0.4 ms

  





  

    		2021-10-03 20:11:59.299737

    		-1.9 ms

  





  

    		2021-10-03 21:12:01.431701

    		0.8 ms

  





  

    		2021-10-03 22:12:03.323306

    		-1.2 ms

  





  

    		2021-10-03 23:12:05.272243

    		0.9 ms

  





  

    		2021-10-04 00:12:06.896224

    		0.1 ms

  





  

    		2021-10-04 01:12:08.872883

    		1.7 ms

  





  

    		2021-10-04 02:12:10.427979

    		0.1 ms

  





  

    		2021-10-04 03:12:12.153076

    		1.7 ms

  





  

    		2021-10-04 04:12:14.242126

    		1.5 ms

  





  

    		2021-10-04 05:12:16.726077

    		0.5 ms

  





  

    		2021-10-04 06:12:19.921662

    		0.3 ms

  





  

    		2021-10-04 07:12:22.171957

    		0.1 ms

  





  

    		2021-10-04 08:12:24.13974

    		-1.5 ms

  





  

    		2021-10-04 09:12:26.08626

    		-0.7 ms

  





  

    		2021-10-04 10:12:28.69321

    		-1.0 ms

  





  

    		2021-10-04 11:12:31.097259

    		0.7 ms

  





  

    		2021-10-04 12:12:34.147079

    		1.3 ms

  





  

    		2021-10-04 13:12:36.982924

    		-0.7 ms

  





  

    		2021-10-04 14:12:40.273904

    		-2.3 ms

  





  

    		2021-10-04 15:12:42.130041

    		0.2 ms

  





  

    		2021-10-04 16:12:44.94817

    		0.0 ms

  





  

    		2021-10-04 17:12:47.845536

    		2.5 ms

  





  

    		2021-10-04 18:12:49.725951

    		1.1 ms

  





  

    		2021-10-04 19:12:51.761139

    		2.1 ms

  





  

    		2021-10-04 20:12:53.4701

    		1.0 ms

  





  

    		2021-10-04 21:12:55.286055

    		2.1 ms

  





  

    		2021-10-04 22:12:56.993087

    		1.9 ms

  





  

    		2021-10-04 23:12:58.723085

    		-0.8 ms

  





  

    		2021-10-05 00:13:00.961325

    		-2.1 ms

  





  

    		2021-10-05 01:13:02.752438

    		-1.3 ms

  





  

    		2021-10-05 02:13:04.404718

    		0.3 ms

  





  

    		2021-10-05 03:13:08.184234

    		0.0 ms

  





  

    		2021-10-05 04:13:11.530885

    		-1.0 ms

  





  

    		2021-10-05 05:13:13.41883

    		0.1 ms

  





  

    		2021-10-05 06:13:16.114831

    		1.8 ms

  





  

    		2021-10-05 07:13:18.780663

    		0.7 ms

  





  

    		2021-10-05 08:13:20.972061

    		0.1 ms

  





  

    		2021-10-05 09:13:23.632644

    		-0.3 ms

  





  

    		2021-10-05 10:13:25.553894

    		2.1 ms

  





  

    		2021-10-05 11:13:27.921729

    		-0.1 ms

  





  

    		2021-10-05 12:13:29.986949

    		1.7 ms

  





  

    		2021-10-05 13:13:32.325431

    		-0.2 ms

  





  

    		2021-10-05 14:13:35.408212

    		-0.5 ms

  





  

    		2021-10-05 15:13:37.477806

    		0.7 ms

  





  

    		2021-10-05 16:13:39.465092

    		0.9 ms

  





  

    		2021-10-05 17:13:41.263989

    		0.8 ms

  





  

    		2021-10-05 18:13:43.396598

    		2.7 ms

  





  

    		2021-10-05 19:13:45.1494

    		-0.5 ms

  





  

    		2021-10-05 20:13:46.993586

    		0.5 ms

  





  

    		2021-10-05 21:13:48.427574

    		0.1 ms

  





  

    		2021-10-05 22:13:50.280468

    		1.6 ms

  





  

    		2021-10-05 23:13:52.108659

    		-1.1 ms

  





  

    		2021-10-06 00:13:54.313505

    		-0.8 ms

  





  

    		2021-10-06 01:13:57.028451

    		0.1 ms

  





  

    		2021-10-06 02:14:00.155018

    		-0.1 ms

  





  

    		2021-10-06 03:14:02.847848

    		1.2 ms

  





  

    		2021-10-06 04:14:04.684316

    		1.7 ms

  





  

    		2021-10-06 05:14:06.251863

    		0.4 ms

  





  

    		2021-10-06 06:14:08.107257

    		4.8 ms

  





  

    		2021-10-06 07:14:10.388483

    		0.0 ms

  





  

    		2021-10-06 08:14:12.068171

    		1.9 ms

  





  

    		2021-10-06 09:14:13.977222

    		1.0 ms

  





  

    		2021-10-06 10:14:16.482041

    		-0.1 ms

  





  

    		2021-10-06 11:14:18.977382

    		-0.4 ms

  





  

    		2021-10-06 12:14:20.706181

    		2.3 ms

  





  

    		2021-10-06 13:14:23.317426

    		-0.4 ms

  





  

    		2021-10-06 14:14:25.983868

    		1.3 ms

  





  

    		2021-10-06 15:14:27.955293

    		2.0 ms

  





  

    		2021-10-06 16:14:30.698962

    		1.4 ms

  





  

    		2021-10-06 17:14:32.459027

    		-0.1 ms

  





  

    		2021-10-06 18:14:34.382943

    		2.5 ms

  





  

    		2021-10-06 19:14:36.124609

    		0.7 ms

  





  

    		2021-10-06 20:14:38.71238

    		3.1 ms

  





  

    		2021-10-06 21:14:40.351249

    		0.6 ms

  





  

    		2021-10-06 22:14:42.616571

    		0.6 ms

  





  

    		2021-10-06 23:14:44.539922

    		1.7 ms

  





  

    		2021-10-07 00:14:47.727978

    		1.5 ms

  





  

    		2021-10-07 01:14:49.749508

    		2.7 ms

  





  

    		2021-10-07 02:14:51.577048

    		2.5 ms

  





  

    		2021-10-07 03:14:53.370981

    		1.5 ms

  





  

    		2021-10-07 04:14:55.617884

    		2.1 ms

  





  

    		2021-10-07 05:14:57.190736

    		-0.2 ms

  





  

    		2021-10-07 06:14:59.595884

    		3.0 ms

  





  

    		2021-10-07 07:15:01.174598

    		-0.4 ms

  





  

    		2021-10-07 08:15:03.311682

    		0.4 ms

  





  

    		2021-10-07 09:15:05.99673

    		2.8 ms

  





  

    		2021-10-07 10:15:08.797494

    		1.8 ms

  





  

    		2021-10-07 11:15:10.649719

    		2.4 ms

  





  

    		2021-10-07 12:15:13.779166

    		0.6 ms

  





  

    		2021-10-07 13:15:15.880076

    		0.3 ms

  





  

    		2021-10-07 14:15:17.814254

    		0.7 ms

  





  

    		2021-10-07 15:15:20.424665

    		0.4 ms

  





  

    		2021-10-07 16:15:22.171877

    		1.8 ms

  





  

    		2021-10-07 17:15:24.598815

    		3.3 ms

  





  

    		2021-10-07 18:15:26.582087

    		2.5 ms

  





  

    		2021-10-07 19:15:28.341449

    		-0.4 ms

  





  

    		2021-10-07 20:15:30.109437

    		-0.2 ms

  





  

    		2021-10-07 21:15:33.936244

    		0.9 ms

  





  

    		2021-10-07 22:15:35.733527

    		-1.7 ms

  





  

    		2021-10-07 23:15:37.522642

    		-1.9 ms

  





  

    		2021-10-08 00:15:39.752649

    		-1.0 ms

  





  

    		2021-10-08 01:15:41.3377

    		0.4 ms

  





  

    		2021-10-08 02:15:43.595772

    		2.8 ms

  





  

    		2021-10-08 03:15:45.707555

    		3.3 ms

  





  

    		2021-10-08 04:15:47.342229

    		1.4 ms

  





  

    		2021-10-08 05:15:48.922432

    		2.6 ms

  





  

    		2021-10-08 06:15:50.800358

    		1.8 ms

  





  

    		2021-10-08 07:15:52.799145

    		-0.3 ms

  





  

    		2021-10-08 08:15:55.424862

    		-0.6 ms

  





  

    		2021-10-08 09:15:57.539168

    		1.3 ms

  





  

    		2021-10-08 10:15:59.837152

    		-1.6 ms

  





  

    		2021-10-08 11:16:02.670741

    		-1.7 ms

  





  

    		2021-10-08 12:16:04.699199

    		0.8 ms

  





  

    		2021-10-08 13:16:07.181136

    		-2.5 ms

  





  

    		2021-10-08 14:16:09.335416

    		0.2 ms

  





  

    		2021-10-08 15:16:11.515789

    		1.6 ms

  





  

    		2021-10-08 16:16:13.616335

    		1.0 ms

  





  

    		2021-10-08 17:16:15.141419

    		-0.5 ms

  





  

    		2021-10-08 18:16:16.877149

    		3.9 ms

  





  

    		2021-10-08 19:16:18.533806

    		-0.5 ms

  





  

    		2021-10-08 20:16:20.529679

    		0.6 ms

  





  

    		2021-10-08 21:16:22.355586

    		0.4 ms

  





  

    		2021-10-08 22:16:23.884105

    		3.5 ms

  





  

    		2021-10-08 23:16:25.634438

    		-0.2 ms

  





  

    		2021-10-09 00:16:28.736902

    		0.6 ms

  





  

    		2021-10-09 01:16:30.565873

    		3.6 ms

  





  

    		2021-10-09 02:16:32.016122

    		2.3 ms

  





  

    		2021-10-09 03:16:35.239551

    		-0.1 ms

  





  

    		2021-10-09 04:16:38.475535

    		2.3 ms

  





  

    		2021-10-09 05:16:40.887328

    		1.0 ms

  





  

    		2021-10-09 06:16:42.569274

    		2.1 ms

  





  

    		2021-10-09 07:16:45.184806

    		0.6 ms

  





  

    		2021-10-09 08:16:46.789622

    		-0.6 ms

  





  

    		2021-10-09 09:16:48.586041

    		-0.1 ms

  





  

    		2021-10-09 10:16:51.295741

    		-1.4 ms

  





  

    		2021-10-09 11:16:53.924672

    		-1.2 ms

  





  

    		2021-10-09 12:16:56.225021

    		0.4 ms

  





  

    		2021-10-09 13:16:59.21463

    		0.1 ms

  





  

    		2021-10-09 14:17:00.857015

    		1.4 ms

  





  

    		2021-10-09 15:17:02.533275

    		1.3 ms

  





  

    		2021-10-09 16:17:04.840726

    		-0.4 ms

  





  

    		2021-10-09 17:17:06.706992

    		-0.5 ms

  





  

    		2021-10-09 18:17:08.412934

    		0.6 ms

  





  

    		2021-10-09 19:17:10.596416

    		0.4 ms

  





  

    		2021-10-09 20:17:13.139625

    		0.0 ms

  





  

    		2021-10-09 21:17:14.937348

    		-0.1 ms

  





  

    		2021-10-09 22:17:16.854169

    		1.3 ms

  





  

    		2021-10-09 23:17:19.228609

    		1.6 ms

  





  

    		2021-10-10 00:17:21.509693

    		-1.0 ms

  





  

    		2021-10-10 01:17:23.381144

    		-0.5 ms

  





  

    		2021-10-10 02:17:25.270786

    		0.2 ms

  





  

    		2021-10-10 03:17:27.046915

    		0.7 ms

  





  

    		2021-10-10 04:17:28.98129

    		-1.6 ms

  





  

    		2021-10-10 05:17:31.169677

    		1.1 ms

  





  

    		2021-10-10 06:17:33.247949

    		2.1 ms

  





  

    		2021-10-10 07:17:35.036686

    		-2.2 ms

  





  

    		2021-10-10 08:17:37.470324

    		-0.1 ms

  





  

    		2021-10-10 09:17:39.912871

    		0.6 ms

  





  

    		2021-10-10 10:17:42.451474

    		0.6 ms

  





  

    		2021-10-10 11:17:45.156905

    		1.5 ms

  





  

    		2021-10-10 12:17:46.772949

    		2.4 ms

  





  

    		2021-10-10 13:17:48.490858

    		1.1 ms

  





  

    		2021-10-10 14:17:50.44215

    		1.9 ms

  





  

    		2021-10-10 15:17:52.299704

    		2.2 ms

  





  

    		2021-10-10 16:17:53.949803

    		4.3 ms

  





  

    		2021-10-10 17:17:57.228032

    		1.4 ms

  





  

    		2021-10-10 18:17:59.076661

    		2.9 ms

  





  

    		2021-10-10 19:18:00.677816

    		2.2 ms

  





  

    		2021-10-10 20:18:03.298244

    		-1.0 ms

  





  

    		2021-10-10 21:18:05.358275

    		1.7 ms

  





  

    		2021-10-10 22:18:07.619405

    		2.0 ms

  





  

    		2021-10-10 23:18:09.193786

    		-0.7 ms

  





  

    		2021-10-11 00:18:11.382229

    		-0.8 ms

  





  

    		2021-10-11 01:18:13.777805

    		-0.5 ms

  





  

    		2021-10-11 02:18:15.40618

    		1.4 ms

  





  

    		2021-10-11 03:18:17.345544

    		0.8 ms

  





  

    		2021-10-11 04:18:19.922644

    		-1.0 ms

  





  

    		2021-10-11 05:18:21.53991

    		1.3 ms

  





  

    		2021-10-11 06:18:24.273074

    		0.8 ms

  





  

    		2021-10-11 07:18:27.002327

    		2.3 ms

  





  

    		2021-10-11 08:18:28.944582

    		2.8 ms

  





  

    		2021-10-11 09:18:31.425988

    		1.6 ms

  





  

    		2021-10-11 10:18:34.021451

    		2.1 ms

  





  

    		2021-10-11 11:18:36.150546

    		0.4 ms

  





  

    		2021-10-11 12:18:38.089664

    		0.4 ms

  





  

    		2021-10-11 13:18:40.339959

    		1.9 ms

  





  

    		2021-10-11 14:18:42.756187

    		-0.1 ms

  





  

    		2021-10-11 15:18:44.843601

    		0.4 ms

  





  

    		2021-10-11 16:18:46.982496

    		0.9 ms

  





  

    		2021-10-11 17:18:49.207019

    		-0.5 ms

  





  

    		2021-10-11 18:18:51.312044

    		-0.2 ms

  





  

    		2021-10-11 19:18:53.568061

    		3.2 ms

  





  

    		2021-10-11 20:18:55.230432

    		-0.1 ms

  





  

    		2021-10-11 21:18:58.098058

    		2.7 ms

  





  

    		2021-10-11 22:18:59.773773

    		2.5 ms

  





  

    		2021-10-11 23:19:01.845364

    		-0.3 ms

  





  

    		2021-10-12 00:19:03.631475

    		-0.7 ms

  





  

    		2021-10-12 01:19:06.400663

    		-0.5 ms

  





  

    		2021-10-12 02:19:08.471751

    		-0.6 ms

  





  

    		2021-10-12 03:19:11.907273

    		-1.2 ms

  





  

    		2021-10-12 04:19:13.668502

    		1.4 ms

  





  

    		2021-10-12 05:19:15.774041

    		2.3 ms

  





  

    		2021-10-12 06:19:17.683965

    		3.1 ms

  





  

    		2021-10-12 07:19:20.04208

    		-0.4 ms

  





  

    		2021-10-12 08:19:23.144836

    		-0.6 ms

  





  

    		2021-10-12 09:19:25.597411

    		-1.8 ms

  





  

    		2021-10-12 10:19:27.896332

    		-0.5 ms

  





  

    		2021-10-12 11:19:29.702756

    		2.5 ms

  





  

    		2021-10-12 12:19:31.697245

    		0.1 ms

  





  

    		2021-10-12 13:19:34.125802

    		-0.2 ms

  





  

    		2021-10-12 14:19:38.098359

    		0.3 ms

  





  

    		2021-10-12 15:19:40.144827

    		0.9 ms

  





  

    		2021-10-12 16:19:43.011347

    		2.3 ms

  





  

    		2021-10-12 17:19:46.422851

    		3.5 ms

  





  

    		2021-10-12 18:19:48.49922

    		2.6 ms

  





  

    		2021-10-12 19:19:51.730913

    		0.0 ms

  





  

    		2021-10-12 20:19:53.544435

    		-0.9 ms

  





  

    		2021-10-12 21:19:55.94352

    		-1.0 ms

  





  

    		2021-10-12 22:19:58.315147

    		-0.2 ms

  





  

    		2021-10-12 23:20:00.029496

    		-0.7 ms

  





  

    		2021-10-13 00:20:02.242809

    		0.1 ms

  





  

    		2021-10-13 01:20:04.042921

    		-1.1 ms

  





  

    		2021-10-13 02:20:06.592428

    		3.4 ms

  





  

    		2021-10-13 03:20:08.365391

    		2.3 ms

  





  

    		2021-10-13 04:20:11.958115

    		0.5 ms

  





  

    		2021-10-13 05:20:15.277818

    		-0.2 ms

  





  

    		2021-10-13 06:20:17.412626

    		-1.3 ms

  





  

    		2021-10-13 07:20:19.046385

    		-1.6 ms

  





  

    		2021-10-13 08:20:22.287895

    		-0.9 ms

  





  

    		2021-10-13 09:20:24.928063

    		-0.1 ms

  





  

    		2021-10-13 10:20:27.196803

    		-0.1 ms

  





  

    		2021-10-13 11:20:29.207928

    		4.0 ms

  





  

    		2021-10-13 12:20:31.262268

    		2.4 ms

  





  

    		2021-10-13 13:20:32.954559

    		-0.3 ms

  





  

    		2021-10-13 14:20:35.631981

    		-1.6 ms

  





  

    		2021-10-13 15:20:38.763022

    		2.5 ms

  





  

    		2021-10-13 16:20:41.759989

    		2.3 ms

  





  

    		2021-10-13 17:20:44.79213

    		-0.3 ms

  





  

    		2021-10-13 18:20:46.469573

    		1.7 ms

  





  

    		2021-10-13 19:20:50.02262

    		0.3 ms

  





  

    		2021-10-13 20:20:52.907732

    		0.0 ms

  





  

    		2021-10-13 21:20:54.696203

    		-0.4 ms

  





  

    		2021-10-13 22:20:57.274301

    		1.6 ms

  





  

    		2021-10-13 23:21:00.332921

    		0.6 ms

  





  

    		2021-10-14 00:21:02.018313

    		-0.2 ms

  





  

    		2021-10-14 01:21:04.560422

    		1.2 ms

  





  

    		2021-10-14 02:21:07.592763

    		2.5 ms

  





  

    		2021-10-14 03:21:09.782102

    		0.5 ms

  





  

    		2021-10-14 04:21:12.668645

    		-0.1 ms

  





  

    		2021-10-14 05:21:15.843865

    		0.5 ms

  





  

    		2021-10-14 06:21:17.516969

    		-0.4 ms

  





  

    		2021-10-14 07:21:19.266457

    		0.1 ms

  





  

    		2021-10-14 08:21:21.088962

    		-1.8 ms

  





  

    		2021-10-14 09:21:23.291608

    		-1.1 ms

  





  

    		2021-10-14 10:21:26.826525

    		0.7 ms

  





  

    		2021-10-14 11:21:28.86012

    		1.7 ms

  





  

    		2021-10-14 12:21:31.943149

    		-0.5 ms

  





  

    		2021-10-14 13:21:34.138339

    		1.8 ms

  





  

    		2021-10-14 14:21:36.076778

    		1.5 ms

  





  

    		2021-10-14 15:21:38.000631

    		1.1 ms

  





  

    		2021-10-14 16:21:39.74591

    		2.0 ms

  





  

    		2021-10-14 17:21:41.654298

    		2.1 ms

  





  

    		2021-10-14 18:21:43.591724

    		0.2 ms

  





  

    		2021-10-14 19:21:45.713152

    		1.9 ms

  





  

    		2021-10-14 20:21:47.30347

    		-0.2 ms

  





  

    		2021-10-14 21:21:49.788497

    		-1.1 ms

  





  

    		2021-10-14 22:22:22.595748

    		2.5 ms

  





  

    		2021-10-14 23:22:24.127638

    		1.4 ms

  





  

    		2021-10-15 00:22:26.410584

    		0.2 ms

  





  

    		2021-10-15 01:22:28.394231

    		2.2 ms

  





  

    		2021-10-15 02:22:30.190175

    		1.3 ms

  





  

    		2021-10-15 03:22:31.789942

    		-1.3 ms

  





  

    		2021-10-15 04:22:33.849518

    		-1.1 ms

  





  

    		2021-10-15 05:22:36.513878

    		1.6 ms

  





  

    		2021-10-15 06:22:38.626504

    		-0.9 ms

  





  

    		2021-10-15 07:22:40.888511

    		-0.3 ms

  





  

    		2021-10-15 08:22:43.953965

    		-0.4 ms

  





  

    		2021-10-15 09:22:45.84481

    		0.1 ms

  





  

    		2021-10-15 10:22:47.663193

    		0.5 ms

  





  

    		2021-10-15 11:22:50.882204

    		3.3 ms

  





  

    		2021-10-15 12:22:52.770344

    		0.0 ms

  





  

    		2021-10-15 13:22:54.652138

    		1.5 ms

  





  

    		2021-10-15 14:22:56.324524

    		2.1 ms

  





  

    		2021-10-15 15:22:57.770025

    		1.2 ms

  





  

    		2021-10-15 16:23:00.818189

    		-0.4 ms

  





  

    		2021-10-15 17:23:02.875213

    		2.0 ms

  





  

    		2021-10-15 18:23:05.504022

    		0.1 ms

  





  

    		2021-10-15 19:23:08.306721

    		-0.2 ms

  





  

    		2021-10-15 20:23:10.482133

    		1.0 ms

  





  

    		2021-10-15 21:23:12.295874

    		1.6 ms

  





  

    		2021-10-15 22:23:14.478071

    		1.1 ms

  





  

    		2021-10-15 23:23:17.180154

    		0.0 ms

  





  

    		2021-10-16 00:23:20.950711

    		1.7 ms

  





  

    		2021-10-16 01:23:23.446973

    		2.2 ms

  





  

    		2021-10-16 02:23:25.088622

    		2.6 ms

  





  

    		2021-10-16 03:23:27.00081

    		1.7 ms

  





  

    		2021-10-16 04:23:29.041452

    		1.1 ms

  





  

    		2021-10-16 05:23:30.847189

    		2.4 ms

  





  

    		2021-10-16 06:23:32.551825

    		2.1 ms

  





  

    		2021-10-16 07:23:34.445429

    		-0.5 ms

  





  

    		2021-10-16 08:23:37.571073

    		1.8 ms

  





  

    		2021-10-16 09:23:39.850163

    		-0.7 ms

  





  

    		2021-10-16 10:23:42.602957

    		0.3 ms

  





  

    		2021-10-16 11:23:45.822711

    		-0.1 ms

  





  

    		2021-10-16 12:23:47.741378

    		3.0 ms

  





  

    		2021-10-16 13:23:49.173101

    		4.4 ms

  





  

    		2021-10-16 14:23:51.575387

    		1.4 ms

  





  

    		2021-10-16 15:23:53.746418

    		3.5 ms

  





  

    		2021-10-16 16:23:55.36035

    		1.0 ms

  





  

    		2021-10-16 17:23:57.459735

    		0.1 ms

  





  

    		2021-10-16 18:23:59.342709

    		-1.1 ms

  





  

    		2021-10-16 19:24:01.570009

    		-0.6 ms

  





  

    		2021-10-16 20:24:04.536252

    		-0.7 ms

  





  

    		2021-10-16 21:24:06.252543

    		2.7 ms

  





  

    		2021-10-16 22:24:08.961694

    		1.6 ms

  





  

    		2021-10-16 23:24:11.844454

    		-0.5 ms

  





  

    		2021-10-17 00:24:15.781348

    		-0.1 ms

  





  

    		2021-10-17 01:24:19.140254

    		0.7 ms

  





  

    		2021-10-17 02:24:22.484128

    		1.2 ms

  





  

    		2021-10-17 03:24:24.153101

    		0.7 ms

  





  

    		2021-10-17 04:24:26.973115

    		0.9 ms

  





  

    		2021-10-17 05:24:30.343592

    		2.5 ms

  





  

    		2021-10-17 06:24:34.100568

    		-0.3 ms

  





  

    		2021-10-17 07:24:35.708498

    		2.0 ms

  





  

    		2021-10-17 08:24:38.832887

    		1.0 ms

  





  

    		2021-10-17 09:24:42.26701

    		2.0 ms

  





  

    		2021-10-17 10:24:44.012019

    		0.8 ms

  





  

    		2021-10-17 11:24:46.492002

    		0.5 ms

  





  

    		2021-10-17 12:24:48.357458

    		1.7 ms

  





  

    		2021-10-17 13:24:50.035681

    		2.2 ms

  





  

    		2021-10-17 14:24:51.796036

    		2.5 ms

  





  

    		2021-10-17 15:24:55.489376

    		-0.9 ms

  





  

    		2021-10-17 16:24:57.275356

    		0.0 ms

  





  

    		2021-10-17 17:24:59.115267

    		1.1 ms

  





  

    		2021-10-17 18:25:00.97413

    		-0.6 ms

  





  

    		2021-10-17 19:25:02.901267

    		-0.6 ms

  





  

    		2021-10-17 20:25:04.652567

    		1.3 ms

  





  

    		2021-10-17 21:25:06.430055

    		-1.8 ms

  





  

    		2021-10-17 22:25:07.981813

    		0.1 ms

  





  

    		2021-10-17 23:25:10.63059

    		1.4 ms

  





  

    		2021-10-18 00:25:12.646115

    		-0.3 ms

  





  

    		2021-10-18 01:25:15.227614

    		-1.1 ms

  





  

    		2021-10-18 02:25:17.096512

    		0.8 ms

  





  

    		2021-10-18 03:25:19.192315

    		3.1 ms

  





  

    		2021-10-18 04:25:21.343054

    		0.7 ms

  





  

    		2021-10-18 05:25:24.430206

    		1.1 ms

  





  

    		2021-10-18 06:25:26.326968

    		1.5 ms

  





  

    		2021-10-18 07:25:28.110736

    		-0.2 ms

  





  

    		2021-10-18 08:25:30.072213

    		2.5 ms

  





  

    		2021-10-18 09:25:32.064928

    		0.1 ms

  





  

    		2021-10-18 10:25:33.961833

    		-2.3 ms

  





  

    		2021-10-18 11:25:36.991998

    		0.7 ms

  





  

    		2021-10-18 12:25:39.005824

    		-1.4 ms

  





  

    		2021-10-18 13:25:40.880709

    		-2.1 ms

  





  

    		2021-10-18 14:25:44.016855

    		-1.1 ms

  





  

    		2021-10-18 15:25:46.009399

    		-0.2 ms

  





  

    		2021-10-18 16:25:47.763447

    		2.7 ms

  





  

    		2021-10-18 17:25:49.721763

    		0.0 ms

  





  

    		2021-10-18 18:25:51.618744

    		2.0 ms

  





  

    		2021-10-18 19:25:53.767497

    		0.7 ms

  





  

    		2021-10-18 20:25:56.891823

    		0.3 ms

  





  

    		2021-10-18 21:25:58.588796

    		1.8 ms

  





  

    		2021-10-18 22:26:02.06515

    		2.0 ms

  





  

    		2021-10-18 23:26:03.80666

    		-0.4 ms

  





  

    		2021-10-19 00:26:06.179251

    		-0.2 ms

  





  

    		2021-10-19 01:26:07.700814

    		-0.2 ms

  





  

    		2021-10-19 02:26:10.082163

    		1.6 ms

  





  

    		2021-10-19 03:26:11.824554

    		-1.2 ms

  





  

    		2021-10-19 04:26:13.517908

    		1.3 ms

  





  

    		2021-10-19 05:26:15.33205

    		0.6 ms

  





  

    		2021-10-19 06:26:17.782685

    		0.2 ms

  





  

    		2021-10-19 07:26:20.648402

    		1.7 ms

  





  

    		2021-10-19 08:26:23.39134

    		0.7 ms

  





  

    		2021-10-19 09:26:25.426382

    		1.1 ms

  





  

    		2021-10-19 10:26:27.543055

    		1.1 ms

  





  

    		2021-10-19 11:26:29.970153

    		0.5 ms

  





  

    		2021-10-19 12:26:32.584575

    		-0.2 ms

  





  

    		2021-10-19 13:26:34.309799

    		-0.8 ms

  





  

    		2021-10-19 14:26:36.408456

    		2.4 ms

  





  

    		2021-10-19 15:26:39.155447

    		-0.9 ms

  





  

    		2021-10-19 16:26:42.142379

    		1.2 ms

  





  

    		2021-10-19 17:26:44.216771

    		0.4 ms

  





  

    		2021-10-19 18:26:46.014206

    		0.9 ms

  





  

    		2021-10-19 19:26:47.960478

    		1.2 ms

  





  

    		2021-10-19 20:26:49.561635

    		-2.0 ms

  





  

    		2021-10-19 21:26:51.268257

    		-1.1 ms

  





  

    		2021-10-19 22:26:54.372191

    		0.1 ms

  





  

    		2021-10-19 23:26:56.415226

    		-0.7 ms

  





  

    		2021-10-20 00:26:57.991547

    		2.3 ms

  





  

    		2021-10-20 01:27:00.58891

    		1.2 ms

  





  

    		2021-10-20 02:27:02.133691

    		0.1 ms

  





  

    		2021-10-20 03:27:04.477901

    		2.1 ms

  





  

    		2021-10-20 04:27:06.967019

    		-0.9 ms

  





  

    		2021-10-20 05:27:08.934574

    		0.8 ms

  





  

    		2021-10-20 06:27:10.380385

    		1.9 ms

  





  

    		2021-10-20 07:27:12.629703

    		0.1 ms

  





  

    		2021-10-20 08:27:14.350398

    		0.3 ms

  





  

    		2021-10-20 09:27:17.46535

    		-0.4 ms

  





  

    		2021-10-20 10:27:19.859059

    		-0.2 ms

  





  

    		2021-10-20 11:27:21.921181

    		-0.4 ms

  





  

    		2021-10-20 12:27:23.860185

    		0.5 ms

  





  

    		2021-10-20 13:27:56.993652

    		-0.8 ms

  





  

    		2021-10-20 14:27:58.893735

    		2.6 ms

  





  

    		2021-10-20 15:28:01.080405

    		-0.2 ms

  





  

    		2021-10-20 16:28:02.979906

    		2.4 ms

  





  

    		2021-10-20 17:28:04.885575

    		0.9 ms

  





  

    		2021-10-20 18:28:06.543779

    		0.0 ms

  





  

    		2021-10-20 19:28:08.257007

    		1.8 ms

  





  

    		2021-10-20 20:28:09.833944

    		2.1 ms

  





  

    		2021-10-20 21:28:12.264421

    		0.4 ms

  





  

    		2021-10-20 22:28:13.969637

    		-0.1 ms

  





  

    		2021-10-20 23:28:16.062361

    		0.7 ms

  





  

    		2021-10-21 00:28:19.182764

    		0.6 ms

  





  

    		2021-10-21 01:28:22.926874

    		0.1 ms

  





  

    		2021-10-21 02:28:26.222354

    		-1.0 ms

  





  

    		2021-10-21 03:28:28.334508

    		0.0 ms

  





  

    		2021-10-21 04:28:30.817459

    		-0.4 ms

  





  

    		2021-10-21 05:28:32.563869

    		0.6 ms

  





  

    		2021-10-21 06:28:34.265038

    		-0.5 ms

  





  

    		2021-10-21 07:28:36.237701

    		1.8 ms

  





  

    		2021-10-21 08:28:38.486383

    		-0.3 ms

  





  

    		2021-10-21 09:28:41.600652

    		-1.4 ms

  





  

    		2021-10-21 10:28:43.18943

    		0.8 ms

  





  

    		2021-10-21 11:28:45.995174

    		1.0 ms

  





  

    		2021-10-21 12:28:49.361471

    		0.1 ms

  





  

    		2021-10-21 13:28:51.756305

    		-0.2 ms

  





  

    		2021-10-21 14:28:53.501494

    		1.2 ms

  





  

    		2021-10-21 15:28:55.061093

    		-0.1 ms

  





  

    		2021-10-21 16:28:57.419622

    		-0.6 ms

  





  

    		2021-10-21 17:28:59.757359

    		0.8 ms

  





  

    		2021-10-21 18:29:01.161415

    		0.0 ms

  





  

    		2021-10-21 19:29:03.16974

    		0.4 ms

  





  

    		2021-10-21 20:29:05.544397

    		-1.6 ms

  





  

    		2021-10-21 21:29:07.238516

    		-1.1 ms

  





  

    		2021-10-21 22:29:09.018304

    		0.4 ms

  





  

    		2021-10-21 23:29:11.016669

    		2.6 ms

  





  

    		2021-10-22 00:29:12.502644

    		2.3 ms

  





  

    		2021-10-22 01:29:15.60239

    		-0.3 ms

  





  

    		2021-10-22 02:29:18.648683

    		-0.2 ms

  





  

    		2021-10-22 03:29:20.725263

    		2.9 ms

  





  

    		2021-10-22 04:29:22.816016

    		-0.8 ms

  





  

    		2021-10-22 05:29:24.812263

    		1.8 ms

  





  

    		2021-10-22 06:29:26.439096

    		-0.3 ms

  





  

    		2021-10-22 07:29:28.22445

    		1.1 ms

  





  

    		2021-10-22 08:29:30.522651

    		0.1 ms

  





  

    		2021-10-22 09:29:32.55702

    		2.5 ms

  





  

    		2021-10-22 10:29:34.678925

    		2.7 ms

  





  

    		2021-10-22 11:29:37.267862

    		-0.1 ms

  





  

    		2021-10-22 12:29:39.209028

    		1.5 ms

  





  

    		2021-10-22 13:29:40.923535

    		-3.1 ms

  





  

    		2021-10-22 14:29:42.724961

    		-0.2 ms

  





  

    		2021-10-22 15:29:44.634417

    		2.2 ms

  





  

    		2021-10-22 16:29:46.604279

    		0.0 ms

  





  

    		2021-10-22 17:29:48.460556

    		3.0 ms

  





  

    		2021-10-22 18:29:50.976988

    		-0.8 ms

  





  

    		2021-10-22 19:29:52.950486

    		1.8 ms

  





  

    		2021-10-22 20:29:54.686316

    		-0.4 ms

  





  

    		2021-10-22 21:29:56.990871

    		2.8 ms

  





  

    		2021-10-22 22:29:59.06997

    		-1.0 ms

  





  

    		2021-10-22 23:30:01.117398

    		-0.8 ms

  





  

    		2021-10-23 00:30:03.656998

    		2.1 ms

  





  

    		2021-10-23 01:30:05.542132

    		-0.3 ms

  





  

    		2021-10-23 02:30:07.368381

    		-1.2 ms

  





  

    		2021-10-23 03:30:08.784549

    		0.7 ms

  





  

    		2021-10-23 04:30:11.198852

    		1.2 ms

  





  

    		2021-10-23 05:30:13.389054

    		2.3 ms

  





  

    		2021-10-23 06:30:15.099882

    		3.1 ms

  





  

    		2021-10-23 07:30:17.03881

    		0.4 ms

  





  

    		2021-10-23 08:30:18.793112

    		1.2 ms

  





  

    		2021-10-23 09:30:21.867573

    		1.9 ms

  





  

    		2021-10-23 10:30:23.503781

    		-0.3 ms

  





  

    		2021-10-23 11:30:25.700366

    		2.4 ms

  





  

    		2021-10-23 12:30:27.791084

    		1.9 ms

  





  

    		2021-10-23 13:30:29.236408

    		0.2 ms

  





  

    		2021-10-23 14:30:30.833878

    		-0.5 ms

  





  

    		2021-10-23 15:30:32.428816

    		-1.8 ms

  





  

    		2021-10-23 16:30:34.368954

    		-0.5 ms

  





  

    		2021-10-23 17:30:37.720402

    		-1.2 ms

  





  

    		2021-10-23 18:30:39.206788

    		2.1 ms

  





  

    		2021-10-23 19:30:41.516313

    		2.9 ms

  





  

    		2021-10-23 20:30:43.665566

    		-0.7 ms

  





  

    		2021-10-23 21:30:45.59851

    		2.1 ms

  





  

    		2021-10-23 22:30:47.276509

    		-0.9 ms

  





  

    		2021-10-23 23:30:48.83005

    		-1.1 ms

  





  

    		2021-10-24 00:30:51.365546

    		0.5 ms

  





  

    		2021-10-24 01:30:52.952465

    		1.5 ms

  





  

    		2021-10-24 02:30:54.471403

    		1.5 ms

  





  

    		2021-10-24 03:30:55.976614

    		2.5 ms

  





  

    		2021-10-24 04:30:58.02046

    		0.3 ms

  





  

    		2021-10-24 05:30:59.89443

    		2.6 ms

  





  

    		2021-10-24 06:31:02.368996

    		0.4 ms

  





  

    		2021-10-24 07:31:04.207676

    		0.5 ms

  





  

    		2021-10-24 08:31:06.694825

    		0.8 ms

  





  

    		2021-10-24 09:31:09.089587

    		0.8 ms

  





  

    		2021-10-24 10:31:11.766653

    		-0.6 ms

  





  

    		2021-10-24 11:31:13.417195

    		-0.2 ms

  





  

    		2021-10-24 12:31:15.200892

    		-1.0 ms

  





  

    		2021-10-24 13:31:16.918133

    		0.4 ms

  





  

    		2021-10-24 14:31:18.652327

    		-0.1 ms

  





  

    		2021-10-24 15:31:20.45023

    		1.4 ms

  





  

    		2021-10-24 16:31:23.385914

    		2.0 ms

  





  

    		2021-10-24 17:31:24.946685

    		0.8 ms

  





  

    		2021-10-24 18:31:27.304827

    		0.2 ms

  





  

    		2021-10-24 19:31:28.82074

    		0.0 ms

  





  

    		2021-10-24 20:31:32.266501

    		1.4 ms

  





  

    		2021-10-24 21:31:33.658639

    		-0.3 ms

  





  

    		2021-10-24 22:31:36.014145

    		0.8 ms

  





  

    		2021-10-24 23:31:39.05925

    		-1.0 ms

  





  

    		2021-10-25 00:31:40.72619

    		-1.7 ms

  





  

    		2021-10-25 01:31:42.457932

    		1.0 ms

  





  

    		2021-10-25 02:31:44.484234

    		0.0 ms

  





  

    		2021-10-25 03:31:46.522424

    		2.2 ms

  





  

    		2021-10-25 04:31:48.475816

    		0.6 ms

  





  

    		2021-10-25 05:31:51.280329

    		1.9 ms

  





  

    		2021-10-25 06:31:53.524601

    		2.0 ms

  





  

    		2021-10-25 07:31:56.228542

    		-1.9 ms

  





  

    		2021-10-25 08:31:57.824681

    		-0.1 ms

  





  

    		2021-10-25 09:32:00.183809

    		1.8 ms

  





  

    		2021-10-25 10:32:02.249359

    		-0.8 ms

  





  

    		2021-10-25 11:32:04.632823

    		1.1 ms

  





  

    		2021-10-25 12:32:06.588642

    		-0.4 ms

  





  

    		2021-10-25 13:32:08.631746

    		-1.0 ms

  





  

    		2021-10-25 14:32:10.212912

    		0.5 ms

  





  

    		2021-10-25 15:32:12.188935

    		-0.2 ms

  





  

    		2021-10-25 16:32:14.283056

    		-0.7 ms

  





  

    		2021-10-25 17:32:17.296531

    		2.4 ms

  





  

    		2021-10-25 18:32:18.958126

    		2.0 ms

  





  

    		2021-10-25 19:32:22.249388

    		-0.8 ms

  





  

    		2021-10-25 20:32:23.877747

    		-0.1 ms

  





  

    		2021-10-25 21:32:25.542238

    		1.9 ms

  





  

    		2021-10-25 22:32:27.154169

    		3.1 ms

  





  

    		2021-10-25 23:32:29.92401

    		3.0 ms

  





  

    		2021-10-26 00:32:31.527764

    		1.1 ms

  





  

    		2021-10-26 01:32:34.178783

    		1.5 ms

  





  

    		2021-10-26 02:32:37.542977

    		3.2 ms

  





  

    		2021-10-26 03:32:40.640462

    		-0.6 ms

  





  

    		2021-10-26 04:32:42.494255

    		1.6 ms

  





  

    		2021-10-26 05:32:46.17335

    		1.7 ms

  





  

    		2021-10-26 06:32:48.144081

    		-0.1 ms

  





  

    		2021-10-26 07:32:50.677358

    		0.4 ms

  





  

    		2021-10-26 08:32:54.067574

    		-1.9 ms

  





  

    		2021-10-26 09:32:56.13776

    		-0.5 ms

  





  

    		2021-10-26 10:32:58.108639

    		-3.9 ms

  





  

    		2021-10-26 11:32:59.970698

    		-1.3 ms

  





  

    		2021-10-26 12:33:02.942816

    		-1.0 ms

  





  

    		2021-10-26 13:33:04.609715

    		0.2 ms

  





  

    		2021-10-26 14:33:07.870041

    		-0.5 ms

  





  

    		2021-10-26 15:33:09.986795

    		0.2 ms

  





  

    		2021-10-26 16:33:12.392979

    		-0.1 ms

  





  

    		2021-10-26 17:33:14.188784

    		2.8 ms

  





  

    		2021-10-26 18:33:15.979713

    		-0.9 ms

  





  

    		2021-10-26 19:33:17.642526

    		0.4 ms

  





  

    		2021-10-26 20:33:19.992085

    		-0.1 ms

  





  

    		2021-10-26 21:33:21.625126

    		2.0 ms

  





  

    		2021-10-26 22:33:23.493141

    		-0.2 ms

  





  

    		2021-10-26 23:33:25.084823

    		-0.1 ms

  





  

    		2021-10-27 00:33:26.971602

    		-0.1 ms

  





  

    		2021-10-27 01:33:28.718188

    		-0.8 ms

  





  

    		2021-10-27 02:33:30.440257

    		1.1 ms

  





  

    		2021-10-27 03:33:34.36499

    		0.9 ms

  





  

    		2021-10-27 04:33:36.5941

    		0.9 ms

  





  

    		2021-10-27 05:33:38.432045

    		-0.4 ms

  





  

    		2021-10-27 06:33:40.137063

    		-0.5 ms

  





  

    		2021-10-27 07:33:41.893316

    		-0.6 ms

  





  

    		2021-10-27 08:33:44.708393

    		1.3 ms

  





  

    		2021-10-27 09:33:46.798419

    		2.1 ms

  





  

    		2021-10-27 10:33:50.067054

    		0.0 ms

  





  

    		2021-10-27 11:33:51.964876

    		1.1 ms

  





  

    		2021-10-27 12:33:53.729811

    		1.3 ms

  





  

    		2021-10-27 13:33:55.564046

    		-0.4 ms

  





  

    		2021-10-27 14:33:58.061377

    		0.6 ms

  





  

    		2021-10-27 15:34:00.982907

    		0.0 ms

  





  

    		2021-10-27 16:34:02.581881

    		1.9 ms

  





  

    		2021-10-27 17:34:04.514292

    		0.0 ms

  





  

    		2021-10-27 18:34:06.389682

    		1.5 ms

  





  

    		2021-10-27 19:34:07.948285

    		2.6 ms

  





  

    		2021-10-27 20:34:09.405315

    		-0.1 ms

  





  

    		2021-10-27 21:34:11.053023

    		-0.3 ms

  





  

    		2021-10-27 22:34:14.599958

    		-2.7 ms

  





  

    		2021-10-27 23:34:17.457197

    		-2.4 ms

  





  

    		2021-10-28 00:34:19.110915

    		0.5 ms

  





  

    		2021-10-28 01:34:20.767534

    		0.8 ms

  





  

    		2021-10-28 02:34:22.737955

    		0.8 ms

  





  

    		2021-10-28 03:34:24.696141

    		3.8 ms

  





  

    		2021-10-28 04:34:26.22361

    		0.2 ms

  





  

    		2021-10-28 05:34:29.471308

    		0.3 ms

  





  

    		2021-10-28 06:34:31.356487

    		2.0 ms

  





  

    		2021-10-28 07:34:34.794239

    		0.2 ms

  





  

    		2021-10-28 08:34:36.520224

    		-0.2 ms

  





  

    		2021-10-28 09:34:38.165513

    		-0.1 ms

  





  

    		2021-10-28 10:34:40.863004

    		2.0 ms

  





  

    		2021-10-28 11:34:43.040716

    		-2.0 ms

  





  

    		2021-10-28 12:34:45.694489

    		-0.7 ms

  





  

    		2021-10-28 13:34:47.454358

    		0.8 ms

  





  

    		2021-10-28 14:34:49.161497

    		-0.1 ms

  





  

    		2021-10-28 15:34:51.197637

    		-0.8 ms

  





  

    		2021-10-28 16:34:53.356876

    		-0.5 ms

  





  

    		2021-10-28 17:34:54.8431

    		0.2 ms

  





  

    		2021-10-28 18:34:56.984773

    		1.1 ms

  





  

    		2021-10-28 19:34:59.098584

    		0.7 ms

  





  

    		2021-10-28 20:35:01.305686

    		0.6 ms

  





  

    		2021-10-28 21:35:03.64765

    		-0.4 ms

  





  

    		2021-10-28 22:35:05.334281

    		2.3 ms

  





  

    		2021-10-28 23:35:08.409054

    		2.8 ms

  





  

    		2021-10-29 00:35:10.200008

    		1.3 ms

  





  

    		2021-10-29 01:35:12.675297

    		-0.6 ms

  





  

    		2021-10-29 02:35:16.264656

    		1.6 ms

  





  

    		2021-10-29 03:35:18.241152

    		0.9 ms

  





  

    		2021-10-29 04:35:21.768586

    		2.3 ms

  





  

    		2021-10-29 05:35:23.48978

    		1.1 ms

  





  

    		2021-10-29 06:35:25.489558

    		2.0 ms

  





  

    		2021-10-29 07:35:27.175009

    		0.2 ms

  





  

    		2021-10-29 08:35:28.744261

    		-0.3 ms

  





  

    		2021-10-29 09:35:32.224018

    		0.9 ms

  





  

    		2021-10-29 10:35:34.373659

    		-0.1 ms

  





  

    		2021-10-29 11:35:35.960579

    		0.2 ms

  





  

    		2021-10-29 12:35:39.050325

    		-2.0 ms

  





  

    		2021-10-29 13:35:41.86716

    		0.4 ms

  





  

    		2021-10-29 14:35:50.001078

    		-1.8 ms

  





  

    		2021-10-29 15:35:53.695875

    		-0.1 ms

  





  

    		2021-10-29 16:35:55.75728

    		2.4 ms

  





  

    		2021-10-29 17:35:58.619406

    		3.3 ms

  





  

    		2021-10-29 18:36:00.605291

    		0.6 ms

  





  

    		2021-10-29 19:36:02.25736

    		0.4 ms

  





  

    		2021-10-29 20:36:05.011732

    		1.6 ms

  





  

    		2021-10-29 21:36:06.766864

    		1.7 ms

  





  

    		2021-10-29 22:36:09.126428

    		-1.2 ms

  





  

    		2021-10-29 23:36:11.083516

    		-1.5 ms

  





  

    		2021-10-30 00:36:12.935663

    		-2.5 ms

  





  

    		2021-10-30 01:36:15.042843

    		-4.8 ms

  





  

    		2021-10-30 02:36:16.834055

    		-3.3 ms

  





  

    		2021-10-30 03:36:18.606362

    		-3.0 ms

  





  

    		2021-10-30 04:36:20.232735

    		3.4 ms

  





  

    		2021-10-30 05:36:22.574346

    		2.4 ms

  





  

    		2021-10-30 06:36:24.266729

    		-0.9 ms

  





  

    		2021-10-30 07:36:25.915465

    		3.2 ms

  





  

    		2021-10-30 08:36:27.36579

    		2.9 ms

  





  

    		2021-10-30 09:36:29.029631

    		2.9 ms

  





  

    		2021-10-30 10:36:31.903632

    		2.7 ms

  





  

    		2021-10-30 11:36:33.40139

    		2.0 ms

  





  

    		2021-10-30 12:36:35.603122

    		-0.1 ms

  





  

    		2021-10-30 13:36:37.678066

    		1.2 ms

  





  

    		2021-10-30 14:36:39.634188

    		1.4 ms

  





  

    		2021-10-30 15:36:42.338092

    		0.8 ms

  





  

    		2021-10-30 16:36:44.199586

    		-1.6 ms

  





  

    		2021-10-30 17:36:46.869313

    		0.4 ms

  





  

    		2021-10-30 18:36:48.846619

    		-0.8 ms

  





  

    		2021-10-30 19:36:50.627098

    		-1.2 ms

  





  

    		2021-10-30 20:36:52.631225

    		1.8 ms

  





  

    		2021-10-30 21:36:54.675454

    		1.0 ms

  





  

    		2021-10-30 22:36:56.679281

    		1.5 ms

  





  

    		2021-10-30 23:36:58.450714

    		1.5 ms

  





  

    		2021-10-31 00:37:01.816577

    		2.5 ms

  





  

    		2021-10-31 01:37:03.62958

    		-0.3 ms

  





  

    		2021-10-31 02:37:05.576655

    		0.5 ms

  





  

    		2021-10-31 03:37:07.375367

    		0.4 ms

  





  

    		2021-10-31 04:37:10.566605

    		-0.8 ms

  





  

    		2021-10-31 05:37:12.398746

    		-0.2 ms

  





  

    		2021-10-31 06:37:15.105753

    		-1.2 ms

  





  

    		2021-10-31 07:37:17.03971

    		-0.3 ms

  





  

    		2021-10-31 08:37:18.748113

    		-0.4 ms

  





  

    		2021-10-31 09:37:21.824704

    		1.2 ms

  





  

    		2021-10-31 10:37:24.340256

    		-0.2 ms

  





  

    		2021-10-31 11:37:26.867184

    		0.0 ms

  





  

    		2021-10-31 12:37:28.524142

    		1.8 ms

  





  

    		2021-10-31 13:37:30.381795

    		1.3 ms

  





  

    		2021-10-31 14:37:32.012786

    		0.5 ms

  





  

    		2021-10-31 15:37:33.775017

    		1.2 ms

  





  

    		2021-10-31 16:37:35.440147

    		1.9 ms

  





  

    		2021-10-31 17:37:37.103143

    		0.1 ms

  





  

    		2021-10-31 18:37:38.800704

    		-0.9 ms

  





  

    		2021-10-31 19:37:42.235209

    		2.0 ms

  





  

    		2021-10-31 20:37:44.723893

    		0.2 ms

  





  

    		2021-10-31 21:37:46.6071

    		2.4 ms

  





  

    		2021-10-31 22:37:48.553136

    		0.8 ms

  





  

    		2021-10-31 23:37:50.618853

    		0.9 ms

  





  

    		2021-11-01 00:37:53.041427

    		-0.8 ms

  





  

    		2021-11-01 01:37:54.677505

    		1.6 ms

  





  

    		2021-11-01 02:37:58.240483

    		-1.1 ms

  





  

    		2021-11-01 03:38:00.086221

    		3.8 ms

  





  

    		2021-11-01 04:38:01.847303

    		-0.9 ms

  





  

    		2021-11-01 05:38:03.658985

    		0.2 ms

  





  

    		2021-11-01 06:38:05.260457

    		2.6 ms

  





  

    		2021-11-01 07:38:07.440241

    		1.3 ms

  





  

    		2021-11-01 08:38:09.730015

    		2.9 ms

  





  

    		2021-11-01 09:38:11.809862

    		-2.3 ms

  





  

    		2021-11-01 10:38:14.458909

    		0.4 ms

  





  

    		2021-11-01 11:38:16.301652

    		-0.1 ms

  





  

    		2021-11-01 12:38:18.244011

    		-1.3 ms

  





  

    		2021-11-01 13:38:20.793996

    		0.2 ms

  





  

    		2021-11-01 14:38:22.567579

    		1.9 ms

  





  

    		2021-11-01 15:38:24.297632

    		1.4 ms

  





  

    		2021-11-01 16:38:26.231637

    		4.0 ms

  





  

    		2021-11-01 17:38:28.467766

    		5.0 ms

  





  

    		2021-11-01 18:38:30.083722

    		0.9 ms

  





  

    		2021-11-01 19:38:32.462065

    		-1.2 ms

  





  

    		2021-11-01 20:38:34.303825

    		-2.0 ms

  





  

    		2021-11-01 21:38:36.677345

    		-1.8 ms

  





  

    		2021-11-01 22:38:38.276162

    		-0.5 ms

  





  

    		2021-11-01 23:38:40.138967

    		-2.4 ms

  





  

    		2021-11-02 00:38:42.05905

    		0.4 ms

  





  

    		2021-11-02 01:38:44.842476

    		-0.7 ms

  





  

    		2021-11-02 02:38:46.801513

    		-1.0 ms

  





  

    		2021-11-02 03:38:49.26438

    		-0.2 ms

  





  

    		2021-11-02 04:38:50.957624

    		-1.8 ms

  





  

    		2021-11-02 05:38:53.384985

    		-2.6 ms

  





  

    		2021-11-02 06:38:56.239732

    		1.7 ms

  





  

    		2021-11-02 07:38:57.976855

    		3.2 ms

  





  

    		2021-11-02 08:39:00.318735

    		1.2 ms

  





  

    		2021-11-02 09:39:02.342077

    		1.0 ms

  





  

    		2021-11-02 10:39:04.521764

    		2.7 ms

  





  

    		2021-11-02 11:39:06.206212

    		-0.4 ms

  





  

    		2021-11-02 12:39:08.185665

    		1.0 ms

  





  

    		2021-11-02 13:39:10.79315

    		2.7 ms

  





  

    		2021-11-02 14:39:13.610729

    		-0.3 ms

  





  

    		2021-11-02 15:39:15.388419

    		1.0 ms

  





  

    		2021-11-02 16:39:17.47593

    		0.0 ms

  





  

    		2021-11-02 17:39:19.323433

    		0.4 ms

  





  

    		2021-11-02 18:39:21.635754

    		-1.2 ms

  





  

    		2021-11-02 19:39:23.271254

    		-0.6 ms

  





  

    		2021-11-02 20:39:24.85888

    		-1.1 ms

  





  

    		2021-11-02 21:39:27.583888

    		-0.1 ms

  





  

    		2021-11-02 22:39:29.102461

    		0.1 ms

  





  

    		2021-11-02 23:39:31.274643

    		2.1 ms

  





  

    		2021-11-03 00:39:32.978805

    		2.1 ms

  





  

    		2021-11-03 01:39:35.980619

    		1.2 ms

  





  

    		2021-11-03 02:39:39.484559

    		-1.2 ms

  





  

    		2021-11-03 03:39:41.418745

    		0.7 ms

  





  

    		2021-11-03 04:39:43.316198

    		-1.4 ms

  





  

    		2021-11-03 05:39:45.141983

    		-0.8 ms

  





  

    		2021-11-03 06:39:47.998071

    		-0.4 ms

  





  

    		2021-11-03 07:39:49.716082

    		1.0 ms

  





  

    		2021-11-03 08:39:51.509834

    		-2.1 ms

  





  

    		2021-11-03 09:39:53.457043

    		0.4 ms

  





  

    		2021-11-03 10:39:55.399396

    		1.1 ms

  





  

    		2021-11-03 11:39:57.834993

    		1.6 ms

  





  

    		2021-11-03 12:40:02.692482

    		1.8 ms

  





  

    		2021-11-03 13:40:05.038253

    		0.7 ms

  





  

    		2021-11-03 14:40:07.318232

    		-2.4 ms

  





  

    		2021-11-03 15:40:09.210436

    		2.0 ms

  





  

    		2021-11-03 16:40:11.304602

    		-0.9 ms

  





  

    		2021-11-03 17:40:13.821157

    		2.0 ms

  





  

    		2021-11-03 18:40:15.500561

    		0.4 ms

  





  

    		2021-11-03 19:40:18.564854

    		-0.8 ms

  





  

    		2021-11-03 20:40:20.189862

    		-1.1 ms

  





  

    		2021-11-03 21:40:23.337034

    		1.5 ms

  





  

    		2021-11-03 22:40:26.233359

    		1.8 ms

  





  

    		2021-11-03 23:40:27.801581

    		0.2 ms

  





  

    		2021-11-04 00:40:30.669004

    		0.1 ms

  





  

    		2021-11-04 01:40:33.852285

    		2.3 ms

  





  

    		2021-11-04 02:40:35.423655

    		1.1 ms

  





  

    		2021-11-04 03:40:38.038569

    		0.4 ms

  





  

    		2021-11-04 04:40:39.675677

    		2.7 ms

  





  

    		2021-11-04 05:40:41.734577

    		0.8 ms

  





  

    		2021-11-04 06:40:44.068244

    		1.6 ms

  





  

    		2021-11-04 07:40:45.85819

    		3.0 ms

  





  

    		2021-11-04 08:40:49.076774

    		3.2 ms

  





  

    		2021-11-04 09:40:51.414443

    		2.8 ms

  





  

    		2021-11-04 10:40:53.913288

    		0.2 ms

  





  

    		2021-11-04 11:40:55.763554

    		1.3 ms

  





  

    		2021-11-04 12:40:57.341054

    		0.8 ms

  





  

    		2021-11-04 13:40:59.096914

    		1.3 ms

  





  

    		2021-11-04 14:41:01.533924

    		1.1 ms

  





  

    		2021-11-04 15:41:04.026912

    		0.7 ms

  





  

    		2021-11-04 16:41:05.723052

    		1.4 ms

  





  

    		2021-11-04 17:41:07.350702

    		0.3 ms

  





  

    		2021-11-04 18:41:09.570723

    		0.1 ms

  





  

    		2021-11-04 19:41:12.793651

    		-0.7 ms

  





  

    		2021-11-04 20:41:15.045077

    		1.8 ms

  





  

    		2021-11-04 21:41:17.236923

    		2.4 ms

  





  

    		2021-11-04 22:41:19.939703

    		-0.7 ms

  





  

    		2021-11-04 23:41:21.838763

    		-1.0 ms

  





  

    		2021-11-05 00:41:24.765954

    		-1.6 ms

  





  

    		2021-11-05 01:41:26.511387

    		2.0 ms

  





  

    		2021-11-05 02:41:28.721664

    		-0.7 ms

  





  

    		2021-11-05 03:41:30.302849

    		2.3 ms

  





  

    		2021-11-05 04:41:32.196212

    		1.0 ms

  





  

    		2021-11-05 05:41:33.938519

    		3.1 ms

  





  

    		2021-11-05 06:41:35.787793

    		2.6 ms

  





  

    		2021-11-05 07:41:37.624217

    		-1.5 ms

  





  

    		2021-11-05 08:41:39.372817

    		-0.5 ms

  





  

    		2021-11-05 09:41:40.983546

    		-0.2 ms

  





  

    		2021-11-05 10:41:42.895698

    		3.5 ms

  





  

    		2021-11-05 11:41:44.808806

    		3.9 ms

  





  

    		2021-11-05 12:41:47.203606

    		4.0 ms

  





  

    		2021-11-05 13:41:49.315143

    		0.7 ms

  





  

    		2021-11-05 14:41:51.399944

    		-0.7 ms

  





  

    		2021-11-05 15:41:54.202523

    		2.5 ms

  





  

    		2021-11-05 16:41:56.494284

    		2.4 ms

  





  

    		2021-11-05 17:41:58.355086

    		2.1 ms

  





  

    		2021-11-05 18:42:00.795493

    		-0.2 ms

  





  

    		2021-11-05 19:42:03.168297

    		1.3 ms

  





  

    		2021-11-05 20:42:05.39773

    		-0.8 ms

  





  

    		2021-11-05 21:42:07.008607

    		0.9 ms

  





  

    		2021-11-05 22:42:08.602653

    		-0.5 ms

  





  

    		2021-11-05 23:42:10.40414

    		-1.5 ms

  





  

    		2021-11-06 00:42:12.055505

    		-0.3 ms

  





  

    		2021-11-06 01:42:14.751197

    		-1.0 ms

  





  

    		2021-11-06 02:42:16.589346

    		2.0 ms

  





  

    		2021-11-06 03:42:19.174174

    		1.4 ms

  





  

    		2021-11-06 04:42:20.98099

    		0.9 ms

  





  

    		2021-11-06 05:42:23.887538

    		-0.4 ms

  





  

    		2021-11-06 06:42:25.733409

    		0.0 ms

  





  

    		2021-11-06 07:42:29.480803

    		1.3 ms

  





  

    		2021-11-06 08:42:31.648125

    		2.1 ms

  





  

    		2021-11-06 09:42:33.269433

    		3.4 ms

  





  

    		2021-11-06 10:42:35.279851

    		0.6 ms

  





  

    		2021-11-06 11:42:37.441858

    		3.6 ms

  





  

    		2021-11-06 12:42:39.269579

    		3.3 ms

  





  

    		2021-11-06 13:42:40.926056

    		0.4 ms

  





  

    		2021-11-06 14:42:42.972909

    		1.4 ms

  





  

    		2021-11-06 15:42:44.691874

    		0.5 ms

  





  

    		2021-11-06 16:42:46.33261

    		1.4 ms

  





  

    		2021-11-06 17:42:49.510335

    		0.2 ms

  





  

    		2021-11-06 18:42:51.193479

    		1.5 ms

  





  

    		2021-11-06 19:42:53.419933

    		-0.7 ms

  





  

    		2021-11-06 20:42:55.104413

    		-0.2 ms

  





  

    		2021-11-06 21:42:57.6884

    		1.6 ms

  





  

    		2021-11-06 22:43:00.935014

    		-0.3 ms

  





  

    		2021-11-06 23:43:04.321035

    		-0.1 ms

  





  

    		2021-11-07 00:43:07.288418

    		-1.8 ms

  





  

    		2021-11-07 01:43:08.938045

    		-0.6 ms

  





  

    		2021-11-07 02:43:11.207451

    		-0.8 ms

  





  

    		2021-11-07 03:43:14.659918

    		0.0 ms

  





  

    		2021-11-07 04:43:16.401882

    		1.0 ms

  





  

    		2021-11-07 05:43:18.440965

    		0.7 ms

  





  

    		2021-11-07 06:43:20.397798

    		0.3 ms

  





  

    		2021-11-07 07:43:23.301525

    		0.4 ms

  





  

    		2021-11-07 08:43:25.529821

    		0.2 ms

  





  

    		2021-11-07 09:43:27.562625

    		1.5 ms

  





  

    		2021-11-07 10:43:29.153842

    		-1.0 ms

  





  

    		2021-11-07 11:43:31.426921

    		1.3 ms

  





  

    		2021-11-07 12:43:34.299257

    		-0.9 ms

  





  

    		2021-11-07 13:43:36.305554

    		1.8 ms

  





  

    		2021-11-07 14:43:38.453045

    		-2.4 ms

  





  

    		2021-11-07 15:43:40.85911

    		-1.6 ms

  





  

    		2021-11-07 16:43:42.438478

    		-1.8 ms

  





  

    		2021-11-07 17:43:44.545175

    		1.8 ms

  





  

    		2021-11-07 18:43:46.159874

    		0.0 ms

  





  

    		2021-11-07 19:43:47.747068

    		1.2 ms

  





  

    		2021-11-07 20:43:50.233258

    		3.8 ms

  





  

    		2021-11-07 21:43:52.7149

    		0.0 ms

  





  

    		2021-11-07 22:43:54.791648

    		3.8 ms

  





  

    		2021-11-07 23:43:56.365302

    		2.7 ms

  





  

    		2021-11-08 00:43:58.395582

    		1.8 ms

  





  

    		2021-11-08 01:44:00.229014

    		2.0 ms

  





  

    		2021-11-08 02:44:01.768206

    		-1.0 ms

  





  

    		2021-11-08 03:44:03.520573

    		-1.9 ms

  





  

    		2021-11-08 04:44:07.049934

    		-1.0 ms

  





  

    		2021-11-08 05:44:10.419615

    		-0.3 ms

  





  

    		2021-11-08 06:44:12.042262

    		2.5 ms

  





  

    		2021-11-08 07:44:14.584187

    		2.0 ms

  





  

    		2021-11-08 08:44:16.445852

    		1.4 ms

  





  

    		2021-11-08 09:44:18.28032

    		0.2 ms

  





  

    		2021-11-08 10:44:20.080053

    		2.5 ms

  





  

    		2021-11-08 11:44:22.426807

    		1.9 ms

  





  

    		2021-11-08 12:44:24.001104

    		0.5 ms

  





  

    		2021-11-08 13:44:26.510881

    		0.7 ms

  





  

    		2021-11-08 14:44:29.47654

    		2.7 ms

  





  

    		2021-11-08 15:44:31.137371

    		-0.2 ms

  





  

    		2021-11-08 16:44:34.422522

    		0.5 ms

  





  

    		2021-11-08 17:44:36.218216

    		0.7 ms

  





  

    		2021-11-08 18:44:37.86924

    		-1.0 ms

  





  

    		2021-11-08 19:44:39.306791

    		1.8 ms

  





  

    		2021-11-08 20:44:41.200775

    		3.2 ms

  





  

    		2021-11-08 21:44:43.198443

    		0.6 ms

  





  

    		2021-11-08 22:44:45.137983

    		-0.7 ms

  





  

    		2021-11-08 23:44:47.736497

    		-0.2 ms

  





  

    		2021-11-09 00:44:49.271125

    		1.4 ms

  





  

    		2021-11-09 01:44:50.839866

    		-0.5 ms

  





  

    		2021-11-09 02:44:53.473803

    		1.4 ms

  





  

    		2021-11-09 03:44:55.286836

    		2.6 ms

  





  

    		2021-11-09 04:44:57.088049

    		3.0 ms

  





  

    		2021-11-09 05:44:58.936106

    		-0.5 ms

  





  

    		2021-11-09 06:45:00.739884

    		-1.3 ms

  





  

    		2021-11-09 07:45:03.07115

    		-1.9 ms

  





  

    		2021-11-09 08:45:05.430173

    		1.6 ms

  





  

    		2021-11-09 09:45:08.388501

    		-0.2 ms

  





  

    		2021-11-09 10:45:10.813007

    		2.0 ms

  





  

    		2021-11-09 11:45:12.855004

    		-3.5 ms

  





  

    		2021-11-09 12:45:15.435113

    		-0.2 ms

  





  

    		2021-11-09 13:45:18.032843

    		0.0 ms

  





  

    		2021-11-09 14:45:19.775992

    		-3.1 ms

  





  

    		2021-11-09 15:45:23.177697

    		1.1 ms

  





  

    		2021-11-09 16:45:25.144171

    		0.3 ms

  





  

    		2021-11-09 17:45:26.764699

    		-1.0 ms

  





  

    		2021-11-09 18:45:28.784631

    		2.3 ms

  





  

    		2021-11-09 19:45:30.501898

    		2.7 ms

  





  

    		2021-11-09 20:45:32.175802

    		1.4 ms

  





  

    		2021-11-09 21:45:34.749911

    		-1.9 ms

  





  

    		2021-11-09 22:45:36.339348

    		0.8 ms

  





  

    		2021-11-09 23:45:38.374783

    		2.5 ms

  





  

    		2021-11-10 00:45:40.62004

    		1.8 ms

  





  

    		2021-11-10 01:45:42.406726

    		1.6 ms

  





  

    		2021-11-10 02:45:45.735971

    		1.7 ms

  





  

    		2021-11-10 03:45:49.158699

    		-0.3 ms

  





  

    		2021-11-10 04:45:50.767246

    		1.0 ms

  





  

    		2021-11-10 05:45:52.338224

    		2.6 ms

  





  

    		2021-11-10 06:45:54.191154

    		3.4 ms

  





  

    		2021-11-10 07:45:56.519368

    		1.8 ms

  





  

    		2021-11-10 08:45:58.620553

    		2.8 ms

  





  

    		2021-11-10 09:46:00.280764

    		1.7 ms

  





  

    		2021-11-10 10:46:02.996433

    		-1.0 ms

  





  

    		2021-11-10 11:46:05.065572

    		0.4 ms

  





  

    		2021-11-10 12:46:07.876941

    		1.8 ms

  





  

    		2021-11-10 13:46:09.876594

    		0.1 ms

  





  

    		2021-11-10 14:46:11.938138

    		-0.7 ms

  





  

    		2021-11-10 15:46:13.763536

    		-0.5 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-11-10 12:48:25.096 UTC

    		129.16.169.195

    		Ruben Seyer (RS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-11-10 12:48:40.033 UTC

    		129.16.169.195

    		Ruben Seyer (RS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-10-26 16:55:45 UTC.

  

  

    		2021-11-10 13:33:33.309 UTC

    		46.239.103.211

    		Emelie Björkman (EB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-11-10 13:35:21.968 UTC

    		46.239.103.211

    		Emelie Björkman (EB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-10-26 16:55:45 UTC.

  

  

    		2021-11-10 14:53:10.469 UTC

    		83.250.7.110

    		Maria Carlbaum (MC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-11-10 14:53:35.443 UTC

    		83.250.7.110

    		Maria Carlbaum (MC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-10-26 16:55:45 UTC.

  

  

    		2021-11-10 15:32:32.508 UTC

    		85.226.192.229

    		Jesper Hermenius (JH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-11-10 15:33:13.408 UTC

    		85.226.192.229

    		Jesper Hermenius (JH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-10-26 16:55:45 UTC.

  

  

    		2021-11-10 16:19:57.867 UTC

    		46.239.123.231

    		Samuel Nyberg (SN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-11-10 16:21:51.47 UTC

    		46.239.123.231

    		Samuel Nyberg (SN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-10-26 16:55:45 UTC.

  









