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1 Preliminärer

1.a Sammanträdets öppnande
Talman förklarar mötet öppnat klockan 18:01 och tänder FuM-elden.

1.b Justering av röstlängd
Mötet beslutar:

1. att klockan 18:06 justera röstlängden till 22 av 35 närvarande röstberättigade Beslut
§65ledamöter, varav 1 tjänstgörande suppleanter. Se bilaga 1.

1.c Val av två justeringspersoner tillika rösträknare
David Welander (CCP) och Elin Sandahl (CCP) nominerar sig själva till juste-
ringspersoner tillika rösträknare.

Mötet beslutar:

1. att välja David Welander (CCP) och Elin Sandahl (CCP) som justeringsper- Beslut
§66soner tillika rösträknare.

1.d Sammanträdets behöriga utlysande
Talman berättar om mötets utlysande vilket gjordes i tid enligt stadgarna.

Mötet beslutar:

1. att mötet anses behörigt utlyst. Beslut
§67

1.e sekreterare
Punkten faller bort då den kom med av misstag. Sekreterare blev vald vid FuM2.
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1.f Godkännande av föredragningslista
För preliminär föredragningslista se bilaga 5.

Mötet beslutar:

1. att fastställa föredragningslistan enligt den preliminära föredragningslistan. Beslut
§68

1.g Adjungeringar
Stina Olsson kommer från H sektionens styrelse och skulle vilja vara med på eventuell
diskussion kring punkten rörande H-Sektionen

Mötet beslutar:

1. att adjungera in Stina Olsson med närvaro- och yttranderätt för punkten in- Beslut
§69terpellationer.

1.h Föregående mötesprotokoll
Talman förklarar att förra protokollet anslogs i tid.

Mötet beslutar:

1. att lägga föregående mötesprotokoll till handlingarna. Beslut
§70

1.i Uppföljning av beslut
Mötet beslutar:

1. att lägga beslutsloggen till handlingarna. Se bilaga 4. Beslut
§71

2 Meddelanden

2.a KS
SFSFUM till våren, det ska väljas in en delegation till detta som ska representera
chalmers. Melja UO om du är intresserad. Vill du läsa mer, se bilaga 7.
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Anställningskommiten söker 2 personer, mer info kommer. hör runt med kompisar
som kanske är intresserade.

Uppföljning av kårkortskontroll. Det var lite problem eftersom de var första gången
detta testades.

skickade info om kommunikationsplolicy till alla sektioner, en intresserad.

CHARM söker värdar. letar fortfarande folk till OF COURSE. Ingen projekt grupp
ännu pga svagt intresse, kan inte bli av om inte folk är intresserade nog att sitta i
arbetsgrupp.

Campus gruppen för fullmäktige träffades igår. KS har fått kritik för att ha lånat ut
kyrkan till KRY, detta gjordes på grund av avtal med CHSRAB för att också kunna
fortsätta med vaccinnering.

hade en teambuilding/konferens vecka och har identifierat att dem vill jobba med
kulturförändring runt alkohol och droger.

2.b Student representatives on chalmers boards
Carl von Rosen Johansson presenterar sig, förklarar att han kommer skicka en rap-
port och påminner om att skapa en invalsgrupp 3 månader innan FuM6 för hans
mandat går ut då. Han redovisar sedan en powerpoint och förklarar att studenter
har inflyttande angående allt som rör studenter genom honom. science park ligger
under intressebolagen. Man valde att aveckla CPE då det inte var lönsamt att driva
längre. Stiftelsen hanterar 1.5 miljarder av staten för att bilda högskolan, pengarna
förvatlas och avkasting ges till olika intresse initiativ. 2013 togs beslutet att diver-
sifiera investering i fosila tillgångar, nu diskuteras detta på nytt. Samt hur förvaltas
och grundas nya företag för att nyttja studenter.

Det skall finnas studentrepresenanter i alla delar som påverkar studenter. Det var
styrelsen som tog beslutet att fokusera utbildningen på johanneberg. Styrelsen till-
sätter och avsätter rektorn. Det är 2 år kvar tills nästa rektorsval.

Mötet får ställa frågor.
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2.c Presidium
FuM 7.a ligger kvar på 6e april.
FuM 7.b flyttas till den 2a april. Detta har gjorts för att mötet inte längre skall
krocka med examensceremonin.

Valberedningen kunde inte komma men snart är det val till cortegens gransknings-
nämnd.

2.d Others
Jonathan berättar för mötet att Göteborgs förenade studentkår har möte nästa ons-
dag klockan 4. Om studenter vill komma på mötet är det väldigt välkommet.

3 Avsägelser

3.a Helena Thim (My Favorite Party)
Talman förklarar att enligt stadga blir Alexandra Söderholm och Jerka Feldhuset
blir suppleant. För att läsa avsägelsemejlet se bilaga 8.

Mötet beslutar:

1. att godkänna avsägelsen från Helena Thim. Beslut
§72Röstlängden tas upp igen.

Mötet beslutar:

1. att klockan 18:29 justera röstlängden till 23 av 35 närvarande röstberättigade Beslut
§73ledamöter, varav 1 tjänstgörande suppleanter. Se bilaga 3.

4 Val av aktierepresentanter till AB Chalmers Stu-
dentkårs företagsgrupp

Det finns ett yrkande från talmanspresidiet. Se bilaga 6.
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Mötet beslutar:

1. att varje ordinarie ledamot av fullmäktige företräder 171 aktier och att Julia Beslut
§74Cramstedt, Chalmers Studentkårs Vice kårordförande, företräder de resterande

15 aktierna vid bolagsstämman.
att finna beslutet enhälligt.
att direktjustera beslutet.

5 Val

5.a Valnämnden
5.a.i Ordförande 1

Ordningsfråga från David Welander att ajournera i 10 minuter. mötet ajourneras
klockan 18:46 till 18:56. mötet återupptas klockan 18:58.

Förslag att ha beslutsgång att välja in vilka som vill sitta sen klubba vem som sitter
vilken post efter dem har snackat ihop sig.

Mötet beslutar:

1. att Följa den beslutsgången Beslut
§75Ingen nominerar sig själv.

Mötet beslutar:

1. att bordlägga invalet tills nästa möte. Beslut
§76

5.b Besvärsnämnden
Besvärsnämndens arbete förklaras lite kort.

5.b.i Members 3

Sökande: David Welander(CCP) i16
Daniel Willim (AC++) d16
Emelie Björkman(SAK) f16
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De sökande förutom Emelie Björkman (SAK) skickas ut och tas in en och en på
mötet för att presentera sig. Emlie är inte närvarande på mötet men har skrivit att
hon vill söka.
Talman yrkar på att välja in de sökande i klump.

Mötet beslutar:

1. att välja in de sökande i klump. Beslut
§77

5.b.ii Suppleang 1

Jonathan Sjölander m16 nominerar sig själv.
Den sökande presenterar sig.

Mötet beslutar:

1. att välja in Jonathan Sjölander till suppleant i besvärsnämnden. Beslut
§78

6 Rapporter

6.a Report 5 – Rapport till FuM3 från kårledningen
KS presenterar rapporten och svarar på frågor. För att läsa hela rapporten se bilaga
9.

Mötet beslutar:

1. att lägga rapporten till handlingarna. Beslut
§79

7 Enkla frågor

7.a Simple question 1 – Hur går arbetet med Globala System
för att läsa frågan i sin helhet se bilaga 10

Projektgruppen har jobbat sedan augusti. De har fått en summa pengar för lite
workshops kring stadgar. Gruppen ska ta fram stadgar som kan vara underlag för
att rösta igenom på FUM att starta en sektion. Arbetsgruppen verkar vara i fas
med de som har varit planerat. Arbetsgruppen kommer ta input av studenter från
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Globala system, typiskt kring sektionshelgon samt färg. cirka 60 personer dök upp
på första workshoppen vilket är ungerfär hälften av alla som läser programmet.

Tidsplanen ser för nuvarande ut så att, nästa workshop är i december december och
den sista i februari. Första utkastet av stadgar skall ske i slutet av februabri. KS möte
ska ta beslut kring stadgarna som sedan skickas som prop till Fum. sedan kommer
de som vill starta sektionen söka organisations nummer.
För att läsa svaret. Se bilaga 11.

Mötet beslutar:

1. att lägga svaret till handlingarna. Beslut
§80

8 Interpellationer

8.a Interpellation 1 – H-sektionens framtid
Jesper presenterar interpellationen.
För att läsa hela interpellationen se bilaga 12.

KS svarar lite kort för att läsa hela svaret, se bilaga 13.

Mötet för diskussion. H-Sektionen svarar på interpellationsfrågorna, för att läsa sva-
ret se bilaga 14.

Frågor kring hur sammanhållningen ser ut idag på H sektionen jämfört med andra
sektioner. många program samläser redan idag med civilingengörs motparten. Tilläg
från KS: bakgrunden för flytten heter målbildsvision för chalmers

Folk som redan läser på linjer med blandat 3 och 5 årig yttrycker inte problem med att
blanda sektionslivet. uttrycks att det vore synd med all kultur som skulle försvinna
av att man tog bort en hel sektion. De som redan går ihop säger att mycket av lab
salar delas. generella inställningen från programledningen på de olika programmen
på H verkar inte vara lika väl upplysta om frågan och på grund av detta har undvikt
att uttala sig helt. från början skapades lindholmen för BIG INNOVATION, men
grundutbildningen var inte de näringslivet suktade efter. Företagen verkade mer
intresserade av masterarbeten och forskning.

Lokaler hade behövts oavsett om man hade kvar sektionen eller slagit ihop de med
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existerande sektionslokaler. kanske rusta upp alla existerande sektionslokaler. Bra
sagt av H sektionen att flytten skulle potentiellt hjälpa situationen med segregering
av H sektionen från resten av chalmers.

har man tagit i åsikt bostadsbristen när man har funderat på flytten till johanneberg?
@KS exakt fokus på bostadsbristen har inte varit en stor del av diskussionen men har
tagits upp i diskussioner runt ämnet. Utbildning och studiesociala frågor har varit
de största frågorna.

Finns det några planer för vart H lokaler skulle ligga? Finns inga faktiska planer på
vart geografiskt.

Samläsning är viktigt för att behålla sammanhållning inom sektionen, exempel A
och AT som många känner att dem tappar gemenskap med tiden.

Många PA på H vill behålla individualisering av H kontra civilmotsvarigheter.

Vad händer med alla pateter från H?

vissa program har bättre möjligheter till sammanläsning jämfört med andra sektio-
ner. En PA har uttryckt att kurskvalitet sjönk när man slog ihop en H och civiling-
engörs kurs.

Mötet beslutar:

1. att lägga interpellationsvaret till handlingarna Beslut
§81

9 Fastställande av beslut
Inga föreligger.

10 Propositioner

10.a Proposition 7 - Uppdatera reglementet för att ta bort
Tekniskt Basårs Kårförening

KS föredrar propositionen lite kort. för att läsa propositionen se bilaga 15.
att gå igenom och rensa i listan med alla kommitteer och plocka bort gamla eller
inte längre aktiva. Detta visade sig vara ett större arbete än förväntat.
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Mötet beslutar:

1. att bifalla propositionen. Beslut
§82

11 Motioner
Inga föreligger.

12 Mötets avslutande
Talman förklarar mötet avslutat 20:22 och släcker FuM-elden.
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Signaturer

Sekreterare,
Jesper Hermenius

Mötesordförande,
Ruben Seyer

Vice mötesordförande,
Maria Carlbaum

Justerare,
David Welander (CCP)

Justerare,
Elin Sandahl (CCP)
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Ordinarie Oscar Wallin x

Suppleant Albin Olsson x 3 /4 närvarande

Suppleant Emil Grimheden x varav 1 tjänstgörande suppl.

JA NEJ

Ordinarie Johan Cahlin x 2 /2 närvarande

Ordinarie Sixten Almén x varav 0 tjänstgörande suppl.

JA NEJ

Ordinarie Helena Thim Å

Ordinarie Samuel Nyberg Å

Ordinarie Isac Stark Å

Ordinarie Cornelia Nilsson x

Ordinarie Victoria Svensson Å

Ordinarie Kajsa Grönqvist Å

Ordinarie Gabriel Aspegrén x

Ordinarie Ellen Friborg x

Ordinarie Amelie Nordh x 5 /10 närvarande

Ordinarie Jonathan Sjölander x varav 0 tjänstgörande suppl.

JA NEJ

Ordinarie Emelie Björkman Å

Ordinarie Tarek Alhaskir x

Ordinarie Albert Vesterlund x

Ordinarie Hannes Bergström Å

Ordinarie David Winroth x 4 /6 närvarande

Ordinarie Joseph Löfving x varav 0 tjänstgörande suppl.

Totalt: 22 /35 närvarande

varav 1 tjänstgörande suppl.
35

My Favorite Party

Sakupplysning

Röstlängd Chalmers studentkårs fullmäktige 2021/2022

AC++

Asterixpartiet Gallerna

Kalle Anka Partiet

Kamratpartiet I:arna
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Närvarandelista för sektionsordförande
Fullmäktigemöte:        Datum:                          Bilaga:_____
Studerandesektion - Ordförande JA NEJ Kommentar
Arkitekturstuderandesektionen

Charlotta Blom x

Teknologsektionen Affärsutveckling och Entreprenörskap
x

Datateknologsektionen
David Hedgren x tillika ledamot

Doktorandsektionen
x

Elektroteknologsektionen
David Ernstig x

Fysikteknologsektionen
Mijo Thoresson x ersättare

Ingenjörsteknologsektionen
Alexandra Lundh x

Teknologsektionen Industriell Ekonomi
Annie Olsson x

Teknologsektionen Informationsteknik
William Albertsson x

Kemiteknologsektionen
Emelie Nero x

Teknologsektionen Kemiteknik med fysik och Bioteknik
Therese Grönqvist x

Maskinteknologsektionen
Filip Gustafsson x

Sjösektionen
x

Teknologsektionen Teknisk Design
x

V-teknologsektionen Samhällsbyggnad
Viktor Kjellsson x

Teknologsektionen för Automation och Mekatronik
x

Totalt 10 6
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Röstlängd Chalmers studentkårs fullmäktige 2021/2022
Fullmäktigemöte Datum: 2021-11-17 Tidpunkt: 18:38 Bilaga: ______
AC++ JA NEJ

Ordinarie Patrik Boström x
Ordinarie Isabelle Kjellström x
Ordinarie David Hedgren x
Ordinarie Sebastian Boström x
Ordinarie Moltas Hultin x
Ordinarie Lucas Glimfjord x
Suppleant Daniel Willim x 5 /6 närvarande
Suppleant Erik Ljungdahl x varav 0 tjänstgörande suppl.

Asterixpartiet Gallerna JA NEJ
Ordinarie Oscar Hallberg x
Ordinarie Amanda Agnéus x 1 /3 närvarande
Ordinarie David Ungerth x varav 0 tjänstgörande suppl.

Chalmers Cortége Parti JA NEJ
Ordinarie David Welander x
Ordinarie Astrid Martinson x
Ordinarie Elin Sandahl x
Ordinarie Foad Alhayek x
Ordinarie Alexandra Söderholm x
Suppleant Charles Strömblad x 3 /5 närvarande
Suppleant Jelka Feldhusen x varav 0 tjänstgörande suppl.

Kalle Anka Partiet JA NEJ
Ordinarie Jesper Stensson x
Ordinarie Katriine Koit x
Ordinarie Johan Nilsson x
Ordinarie Oscar Wallin x
Suppleant Albin Olsson x 3 /4 närvarande
Suppleant Emil Grimheden x varav 1 tjänstgörande suppl.

Kamratpartiet I:arna JA NEJ
Ordinarie Johan Cahlin x 2 /2 närvarande
Ordinarie Sixten Almén x varav 0 tjänstgörande suppl.

My Favorite Party JA NEJ
Ordinarie Samuel Nyberg x
Ordinarie Isac Stark x
Ordinarie Cornelia Nilsson x
Ordinarie Victoria Svensson x
Ordinarie Kajsa Grönqvist x
Ordinarie Gabriel Aspegrén x
Ordinarie Ellen Friborg x
Ordinarie Amelie Nordh x 5 /9 närvarande
Ordinarie Jonathan Sjölander x varav 0 tjänstgörande suppl.

Sakupplysning JA NEJ
Ordinarie Emelie Björkman x
Ordinarie Tarek Alhaskir x
Ordinarie Albert Vesterlund x
Ordinarie Hannes Bergström x
Ordinarie David Winroth x 4 /6 närvarande
Ordinarie Joseph Löfving x varav 0 tjänstgörande suppl.

Totalt: 23 /35 närvarande
varav 1 tjänstgörande suppl.

35
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År När § Beslut Kommentar Ägare Ansvarig Deadline Status Avklarat

19/20 Fum8 §245

att ålägga kårstyrelsen att se till att entrédörrar och handikapptoaletter i kårhuset är
tillgänglighetsanpassade och följer Myndigheten för delaktighets Riktlinjer för
tillgänglighet [1][2] så gott det går. Hur arbetet har gått ska rapporteras till FuM 3 20/21.

att tillsätta en arbetsgrupp med 3–5 personer som ska undersöka hur Gasquen och CS-
bastun på bästa sätt kan tillgänglighetsanpassas och rapportera detta till FuM 3 20/21.att bifalla första att-satsen med 
tillägget att kostnaderna tas ur Byggnadsfonden.

att andra att-satsen bifalles med tillägget om att arbetsgruppen även ska ge förslag på var

eventuella kostnader skall läggas.

I arbetsgruppen sitter:
Jacob Lidman
Rebecca Svensson
Johan Wennerbeck
Frej Karlsson
Emilia Sandolf

Fum KS/Fum

Fum3 20/21 Försenad

20/21 Fum1 §40 att ålägga Kårstyrelsen att uppdatera Tofsens instruktioner angående hur en sammanfattning från fullmäktigemötena 
rapporteras där talmanapresidiet ska ge sitt godkännande innan sammanfattningen publiceras KS KS

Försenad

20/21 FuM3 §93 att Kårstyrelsen får mandat att förvärva aktier i Göteborgs Studenters Företagsgrupp AB förutsatt att godtagbara villkor kan 
uppnås och att kårstyrelsen bedömmer att ägandeskapet av bolagen lär bidra till mer medlemsnytta. KS KS

Löpande

20/21 FuM4 §129
att ålägga kårstyrelsen att se över hur studenter kan få tillgång till ett omklädningsrum på Campus Lindholmen.

att kårstyrelsen ska rapportera till Fum7 verksamhetsåret 2020/2021. KS KS

FuM 7 2021 Försenad

20/21 FuM4 §130

att fullmäktige skickar vidare till EmKAB styrelse att det fortfarande är studenternas vilja att kojorna på andra udden ska 
byggas

att en arbetsgrupp av 2-3 personer tillsätts för att driva en arkitekttävling för arkitekturstudenter och alumner vid Chalmers 
för att hitta en passande design för skogskojorna

att aktieägartillskott ges till EmKAB för kostnaderna att ta fram detaljplaner och bygglovsansökan upp till 150 000kr

att EmKAB återrapporterar till fullmäktige med besked om bygglovsansökan och förslag på detaljplan med tillhörande 
kostnadskalkyl samt underhållskalkyl (LLC) för godkännande av vidare ekonomiska medel senast till FuM 1 2021

att om ansökan om bygglov för skogskojor inte godkänns av Härryda kommun ska istället bygglov för vindskydd och 
upprustad grillplats ansökas om EmKAB EmKAB

Pågår

20/21 FuM6 §181

att kårfullmäktige tillsätter en arbetsgrupp om 3-6 personer med uppdrag att:

- I samarbete med kårledningen föreslå åsikter till åsiktsprogrammet om Chalmers
campusutveckling
- Utvärdera kårens kontinuerliga bevakning av campusfrågor och eventuellt föreslå
nya bevakningsfunktioner.
- Agera referensgrupp till kårledningen för att förankra arbetet med campusarbetet i
styrelser, styrgrupper och dylikt på högskolan.

I arbetsgruppen sitter:
Sebastian Boström
Jonathan Sjölander
Amelie Nordh
Elin Sandahl
Isac Stark
Oscar Börjesson

FuM FuM

Pågår

20/21 FuM8 §246

att ge kårordförande mandat att som representant i GFS styrelse rösta för en nyemission i
Göteborgs Studenters Företagsgrupp AB (556702-1133).
att ge kårstyrelsen mandat att förvärva aktier i Göteborgs Studenters Företagsgrupp AB
(556702-1133) till ett högsta belopp om 6 000 000 kr.
att ett eventuellt förvärv ska göras genom Chalmers Studentkårs Företagsgrupp AB
att kårstyrelsen får mandat att förvärva övriga kårers aktier om detta skulle erbjudas, dock
till ett maximalt pris om 200 kr per aktie. KS KS

Löpande

21/22 FuM1 §39 att ändra Chalmers Studentkårs reglemente från:
    Kollekten utgöres av medel från studentkåren och har till uppgift att finansiera
    kårkommittén G.U.D.s kapitalkrävande investeringar för studentkårens datorer och
    tillhörande system.
    Till fonden avsättes varje år ett belopp motsvarande 0,75 prisbasbelopp. Kollekten
    förvaltas av kåren.
    Uttag ur fonden beslutas av kårstyrelsen.
till:
    Kollekten utgöres av medel från studentkåren och har till uppgift att finansiera
    kårkommittén G.U.D.s kapitalkrävande investeringar för studentkårens datorer och
    tillhörande system.
    Till fonden avsättes varje år ett belopp motsvarande 1.75 prisbasbelopp.
    Kollekten förvaltas av kåren.
    Överskott från G.U.D.s verksamhet tillfaller Kollekten vid räkenskapsårets slut.
    Underskott av G.U.D.s verksamhet regleras med medel ur Kollekten.
    Uttag ur fonden beslutas av kårstyrelsen. KS KS

Pågår

21/22 FuM1 §40
att kårfullmäktige tillsätter en arbetsgrupp för att utvärdera och revidera policyn till fullmäktigesammanträde 8 2021/2022

I arbetsgruppen sitter: Isabelle Kjellström (AC++), 
Albert Vesterlund (SAK), Isac Stark (MFP) FuM FuM

FuM 8 21/22 Pågår

21/22 FuM2 §59
att avslå Erik Ljungdal (AC++) förslag

Därigenom avslås stadgeändringen som bifölls i 
första läsning av Motion 14 19/20 FuM FuM

Avklarat

21/22 FuM2 §60 att ålägga talmanspresidiet att kalla till postFuM på JA-Spel Talman Talman Pågår

21/22 FuM2 §62 att lägga till Chalmers Blockchain Association (802536–3766) under §17:1 i Chalmers Studentkårs reglemente KS KS Pågår
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FINAL	SUMMONS	FUM	21/22	
2021-11-10	

	 Speaker’s	Presidium	

	
 

 

	 1	av	3	 	 	

 

 

 

Summons	
Student	Union	Council	Meeting	3	
Summons to Chalmers Student Union council meeting, business year 21/22 

Location: Kårrestaurangen (Union restaurant), Johanneberg 

Time:  Wednesday 17th November 2021, 18:00  

Language:  Swedish (Primarily) 

Agenda	(Föredragningslista)	
1. Preliminaries (Preliminärer) 

a. Opening of the meeting (Sammanträdets öppnande) 
b. Electoral roll (Justering av röstlängd) 
c. Election of two adjusters, as well as tellers 

(Val av två justeringspersoner tillika rösträknare) 
d. Due announcement of the meeting (Sammanträdets behöriga utlysande) 
e. Election of secretary (Val av sekreterare) 
f. Approval of the agenda (Godkännande av föredragningslista)  
g. Co-option (Adjungeringar) 

h. Previous meeting minutes (Föregående mötesprotokoll) 

i. Follow-up of decisions (Uppföljning av beslut) 
2. Messages (Meddelanden) 

a. Student Union Management team 
b. Student representatives on Chalmers’ boards 
c. Presidium 
d. Others 

3. Resignations (Avsägelser) 
a. Helena Thim (My Favorite Party) 

4. Designation of shareholder representatives for AB Chalmers Studentkårs företagsgrupp (Val av 
aktierepresentanter till AB Chalmers Studentkårs företagsgrupp)  

5. Elections (Val) 
a. Election Committee (Valnämnden) 

i. President (1) 
ii. Vice President (1) 

iii. Secretary (1) 
iv. Additional members (4) 

b. Committee of Election Complaints (Besvärsnämnden) 
i. Members (3) 

ii. Alternate (1) 

6. Reports (Rapporter) 

a. Report 5 – Rapport till FuM3 från kårledningen 
7. Simple questions (Enkla frågor) 
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FINAL	SUMMONS	FUM	21/22	
2021-11-10	

	 Speaker’s	Presidium	

	
 

 

	 2	av	3	 	 	

 

 

 

a. Simple question 1 – Hur går arbetet med Globala System 
8. Interpellations (Interpellationer) 

a. Interpellation 1 – H-sektionens framtid 
9. Determination of decisions (Fastställande av beslut) 

10. Propositions (Propositioner) 

a. Proposition 7 - Uppdatera reglementet för att ta bort Tekniskt Basårs Kårförening 
11. Motions (Motioner) 
12. Closing of the meeting (Mötets avslutande) 

Göteborg, Wednesday, 10 November 2021 

 

 

__________________________________  __________________________________ 

Ruben Seyer    Maria Carlbaum 

Speaker (Talman)   Deputy Speaker (Vice Talman)  
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FINAL	SUMMONS	FUM	21/22	
2021-11-10	

	 Speaker’s	Presidium	

	
 

 

	 3	av	3	 	 	

 

 

 

Attachments	
1. Decision	log	
2. Resignation	–	Helena	Thim	(MFP)	
3. Proposal	for	designated	shareholder	representatives	ABChSFG	
4. Report	5	–	Rapport	till	FuM3	från	kårledningen	
5. Simple	question	1	–	Hur	går	arbetet	med	Globala	System	
6. Interpellation	1	–	H-sektionens	framtid	
7. Proposition	7	–	Uppdatera	reglementet	för	att	ta	bort	Tekniskt	Basårs	Kårförening	
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YRKANDE

Yrkandeblankett

Namn: Talman Ruben Seyer å presidiets vägnar                          Datum: 2021-11-17

Punkt: 4 Ärende: Val av aktierepresentanter till AB Chalmers Studentkårs företagsgrupp

Jag/vi yrkar:

att varje ordinarie ledamot av fullmäktige företräder 171 aktier och att Julia Cramstedt, Chalmers
Studentkårs Vice kårordförande, företräder de resterande 15 aktierna vid bolagsstämman.

att �nna beslutet enhälligt

att direktjustera beslutet

Presidiets anteckningar

Avslag Bifall
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SFS-delegationen till SFSFUM i Malmö den 6-8 maj. En möjlighet att påverka det
studentpolitiska på en nationell nivå. Arbetet går ut på att läsa handlingar och förbereda
Chalmers ståndpunkter inför resan. Arbetet startas upp i januari. Kost och logi står vi för.
deadline för att höra av sig är söndag 28/11 anmäl intresse till mig via
uo@chalmersstudentkar.se .
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03/11/2021 16:29 Chalmers Student Union Mail - [talman] Avsäga mig min plats i FuM

https://mail.google.com/mail/u/2/?ik=f8f526d0fb&view=pt&search=all&permmsgid=msg-f%3A1713520378863492898&simpl=msg-f%3A1713520378863492… 1/1

Ruben Seyer <ruben.seyer@chs.se>

[talman] Avsäga mig min plats i FuM 

Helena Thim <helena.thim@gmail.com> 13 October 2021 at 17:52
To: talman@chs.se

Hej!
Jag heter Helena Thim och sitter med i FuM sedan i våras. Är något osäker på var jag ska vända mig med detta, men
hoppas att ni kan hjälpa mig vidare om jag har kommit fel.

Jag skulle nämligen vilja avsäga mig min plats i FuM då jag på grund av ett fullspäckat schema och bristande energi
inte känner att jag har möjligheten att lägga det engagemang och fokus på FuM som jag hade önskat. Det känns
väldigt tråkigt men tror att det finns någon annan därute som kan bidra med mer än vad jag kan göra för tillfället.

Vänliga hälsningar
Helena Thim
My Favorite Party 
#117
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Rapport till FuM3 från kårledningen 

Presidieenheten 

Kårordförande 

Reflektioner 
Det känns som att både jag och hela gruppen har kommit in i arbetet ordentligt nu och att gruppen 
utvecklas hela tiden. Mitt arbete rullar på och varierar en del i arbetsbelastning från vecka till vecka 
men är generellt ganska hög. Har däremot kommit till en punkt där det är lättare att veta vad jag kan 
prioritera bort och vad som bör prioriteras högre. Det är skönt och känns lovande inför tiden som är 
kvar. Känner personligen att det var välbehövligt med en lugnare vecka under tentaperioden med mer 
fokus på kårledningens interna arbete.   

Under oktober var det många styrelsemöten med både Styrelsen AB Chalmers Tekniska Högskola, 
Chalmers fastigheter och Chalmers Studentkårs företagsgrupp AB. Det är roligt att vara igång med 
dessa strategiska möten och att få lära mig mer om styrelsearbete längs vägen. Dessa tillfällen ger en 
del energi då jag dessutom får arbeta tillsammans med företrädare som har värdefull kunskap att dela 
med sig av.  

Oktober månad har även inneburit en del representationstillfällen med bl.a. examensceremonin, 
vilket innebar en för mig oväntad addering av arbetstimmar på redan långa arbetsveckor.  

I det stora hela är arbetet roligt och utvecklande. Lär mig något nytt varje dag med en utmaning att 
prioritera arbetet. Jag önskar det fanns mer tid att arbeta tillsammans med kårledningen och stötta 
dem i deras arbete, men tycker samtidigt det fungerar bra att hantera dessa frågor tillsammans med 
VO.  

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
1. Campusutveckling 

Jag är involverad i uppstarten av grupp för Chalmers målbild för utveckling av campus, för att 
diskutera campusfrågan med rektor, Chalmers stiftelsens VD och VD för Chalmersfastigheter. 
Involverad i avstämningar med Chalmersfastigheter om campusutveckling och kårens interna 
arbete med frågan.  
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2. Medarbetarsamtal  
Har planerat in och förberett medarbetarsamtal med kårledningen.  

3. Styrelsearbete  
Arbete inför och medverkan på styrelsemöten för Chalmers, Chalmersfastigheter och kårens 
företagsgrupp.  

4. Chalmers vision och strategi  
Chalmers jobbar med att formulera om deras vision- och strategidokument vilket jag är invol-
verad i.  

5. Omvärldsbevakning 

Kommande utmaningar 
Framåt har jag utmaningen att fortsatt prioritera mitt arbete för att få ner arbetsbelastningen och 
frigöra mer tid för både mer långsiktigt arbete och för att stötta kårledningen i deras arbete.  

En annan utmaning är att samla åsikter och arbetet kring campusutveckling till en gemensam målbild 
och arbetsprocess från kårens sida. Just nu är det många olika forum som startas upp och kårens 
arbete i dessa behöver koordineras genom mig.  

 

Vice kårordförande 

Reflektioner 
Arbetsbelastningen för VO-posten har varit fortsatt hög. Dessutom var jag sjuk i två omgångar vilket 
gjort att visst arbete hamnat i eftersläp. Det här har inneburit mycket prioritering, framför allt 
bortprioritering.  Jag ser dock inte att detta kommer leda till att jag inte kommer kunna utföra mitt 
ålagda arbete, men det kommer göra att jag inte hinner annat jag hade velat göra. Mycket av den 
tiden jag har läggs på möten, då jag i min roll är involverad på många olika ställen, samt mycket 
administrativt och arbetet kring kårstyrelsemötena. Saker som jag behövt prioritera bort är 
småprojekt som jag hade velat arbeta med, mycket arbete med kommittéer samt mail. Så kontentan är 
att min arbetsbelastning är hög. Jag har dock hamnat i ett visst lugn i att det kommer vara mycket och 
att jag kan välja vad jag tycker är viktigt att jobba med i år. Jag kommer arbeta med att kolla vad som 
faktiskt ligger i min roll och om det finns något jag kan delegera till någon annan. 

För övrigt tycker jag att mitt arbete är kul och givande, och jag har inte upplevt någon dipp vad gäller 
motivation. Dock har jag definitivt upplevt en dipp i energi, men det känns naturligt efter en intensiv 
period samt höstmörkret som nalkas. Men jag ser fortsatt positivt på vad framtida arbete har att 
erbjuda. 

Motivation 

1 2 3 4 5 6 7 8 9 10 
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Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
1. Kårstyrelsen 

Återkommande arbete som tar mycket av min tid eftersom det är väldigt tungt administrativt 
för min post.  

2. Julmiddagen 
Jag är en av två ansvariga inför julmiddagen som arrangeras av kårledningen, och här har det 
tagit en del tid i början för uppstart. En del arbete är delegerat ut till några andra i kårled-
ningen och jag och Amanda (som är den andra ansvariga) jobbar bra tillsammans och kommer 
framåt. 

3. Verksamhetsplansarbete 
Här är jag i uppstartsfas på båda mina punkter som jag jobbar med. 

Kommande utmaningar 
Julmiddagen ser jag som en stor utmaning framöver, som kommer kräva en del tid av alla i 
kårledningen. Dock är det skönt att den äger rum sista helgen i november, vilket innebär att det finns 
gott om tid att både jobba och återhämta sig i december för oss alla. Jag ser även att det fortfarande 
kommer behöva jobbas med en del rutiner sedan kårens ekonomi blev centraliserad, både internt från 
kårledningen samt hos kommittéer. 

Husansvarig 

Reflektioner 
Arbetsbelastningen har varit på medel till hög nivå. Det har funnits perioder som varit mer stressiga 
men oftast har det följts av en något lugnare period. Det är inte så att jag någonsin har haft för lite att 
göra utan jag har gått från att ha mycket att göra till att känna att jag hinner med det mesta av det jag 
borde göra under vanlig arbetstid. Mycket av min tid går dock till det operativa, främst att svara på 
mail, ta hand om bilarna samt hjälpa kommittéer och hyresgäster på olika sätt. Som sagt så känner jag 
inte att arbetsbelastningen är ohållbar även om den stundtals är hög vilket har medfört att jag 
fortfarande har motivation kvar till mitt arbete. Jag hade dock önskat att det fanns mer tid för att 
jobba strategiskt med att driva fler projekt framåt då majoriteten av tiden går till att hantera operativa 
saker. I och med min något lägre arbetsbelastning så har jag även varit den som fått ta på mig lite fler 
extra uppgifter som är KL-gemensamma för att på så sätt kunna avlasta resten något.    

 

Motivation 

1 2 3 4 5 6 7 8 9 10 
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Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
Utöver att svara på mail och vara allmänt behjälplig när kommittéer eller hyresgäster behöver det så 
jobbar jag just nu med följande saker. 

1. Vera Sandberg 
Det ska ske en uppfräschning av lokalen vilket påbörjades under sommaren. En ny tapet med 
Vera som motiv är nu uppsatt i lokalen men den ska även målas om och få lite ny inredning. 

2. Alkolås i Elmilia 
Både Kårens Volvo och Caddy har alkolås men det har Elmilia saknat i och med att den är hyf-
sat ny. Detta kommer det snart vara ändring på dock. 

3. Verksamhetsplansarbete 
Tyvärr har sjukdom och svårigheter i att komma åt datan som behövs gjort att startsträckan 
för verksamhetsplansarbetet har varit rätt lång. Framöver kommer det gå en del arbete åt att 
börja jobba med dessa på riktigt. 

Kommande utmaningar 
Min största utmaning är att inte jobba för mycket bara för att resten av Kårledningen har mycket de 
måste få gjort. Det är väldigt lätt att känna en press över att man borde göra mer, speciellt i och med 
att jag har mycket motivation och önskar att jag hade mer tid att lägga på strategiskt arbete. Så en 
ständig utmaning är att inte dra igång för många saker samtidigt och att påminna sig om att man gör 
tillräckligt mycket som det redan är.  

Gemensamt arbete 
Gemensamma verksamhetsplanspunkter har påbörjats och fungerar bra. Det är roligt att jobba 
tillsammans med projekt eftersom enheten annars inte har löpande arbete tillsammans.  
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Utbildningsenheten 

Utbildningsenhetens ordförande 

Reflektioner 
Nu är vi halvvägs in i höstterminen och tiden flyger förbi. Sen förra rapporten har högskolans arbete 
dragit i gång till fullo samtidigt som studentlivet har startat upp igen på campus. Det har lett till att 
kalendern har fyllts av möten och evenemang vilket oundvikligen har lett till att det nu är dags att tänka 
igenom arbetet och börja prioritera vad som behöver göras. Jag tycker arbetet är väldigt roligt och 
givande vilket gör att jag fortsatt har hög nivå av energi. Däremot känner jag mig otillräcklig i hur 
mycket jag hinner med vilket har lett till att under senaste veckorna har jag upplevt att motivationen 
generellt har minskat lite trots att den fortsatt är hög i de arbetsuppgifter jag gör. 

Eftersom mycket av min tid går åt till möten med högskolan har jag ibland känt en viss distans till 
kårledningen som grupp då jag inte hinner träffa dem så mycket. Därmed är jag väldigt tacksam över 
konferensen vi var på över tentaperioden. Både för att vi fick möjlighet att diskutera viktiga ämnen som 
arbetsbelastning, prioritering och vilka aspekter som är viktiga att arbeta med nu när campus startar 
upp efter pandemin. Att vi åkte i väg tillsammans gjorde även att vi fick mycket tid att umgås vilket har 
fyllt på med energi och glädje inför denna läsperiod. 

Slutligen är jag nöjd över hur jag har skapat bra relationer med de individer jag arbetar mycket med. 
Främst tänker jag då på Grundutbildningens ledningsgrupp, GruLg, där jag upplever att jag kommit in 
i gruppen väl och att min röst blir hörd vilket gör att jag har god möjlighet att lyfta fram studenters 
perspektiv och åsikter. Dessutom har jag och Hugo, vUO, tagit tid till att umgås under 
enhetsteambuildingar för att bygga på vår relation så att vårt samarbete fungerar väl i de gemensamma 
arbetsuppgifter vi har. 

Motivation 

1 2 3 4 5 6 7 
8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

 

Pågående arbete 
Det löpande arbetet för mig har i huvudsak tre kategorier – högskolerelaterat, kårledningsgemensamt 
och direkt kopplat till min roll. I det högskolerelaterade arbetet så finns det ett antal aktuella frågor. 
Först och främst har det varit en del diskussioner kring återgången till campusförlagd undervisning och 
vad det finns för svårigheter när studenter och anställda kommer tillbaka efter 1,5 år på distans. 
Dessutom bedrivs det strategiarbete på högskolan, dels då en ny vision för Chalmers tas fram vilket har 
dykt upp i flertal forum jag närvarar i, dels så har en JML-vision (jämställdhet, mångfald och 
likabehandling) tagits fram. Slutligen finns det en fråga som både involverar högskolan och min egen 
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roll som kontaktperson för doktorandsektionen, DS. Nämligen uppehållstillståndssituationen som 
uppstod när Migrationsverket ändrade sina regler för permanenta uppehållstillstånd i juli vilket har 
gjort framtiden osäker för doktorander och annan forskande personal som kommer från ett land utanför 
EU/EES. Jag för en dialog tillsammans med Catrin, KO, och Elin, ordförande DS, för hur vi kan bidra till 
att göra situationen bättre. Vi har även kontakt med högskolan och andra studentkårer på tekniska 
högskolor genom Reftec-samarbetet. 

Kårledningsgemensamt fokuserar arbetet mycket på att starta upp arbetet med verksamhetsplans-
punkterna. Jag är involverad i två av punkterna och båda två har kommit i gång väl genom att sätta en 
strategi för arbetet, förbereda utskick av enkäter och bokat möten med relevanta aktörer. Dessutom har 
jag tillsammans med Lovisa, SO, i stor utsträckning färdigställt medlemsmätningen som kommer att 
skickas ut i slutet av november.  

Slutligen i det som direkt är kopplat till min roll som UO så fortlöper arbetet med Utbildningsutskottet, 
UU, på väl och genom ett gott samarbete med Hugo så upplever jag att vi har möjlighet att ge 
studienämnderna ett gott stöd i sitt arbete. Något som tyvärr fallit lite i skymundan föregående 
läsperiod är mina egna projekt som jag nu kommer prioritera högre denna läsperiod. Arbetet med att 
sammanställa värden till de indikatorer som finns har startat och kommer fortsätta i takt med att 
värden inkommer. Dessutom är jag ansvarig för att utreda kårens fortsatta medlemskap i SFS vilket görs 
var tredje verksamhetsår. 

Kommande utmaningar 
I huvudsak består mitt arbete av två utmaningar. Det första innebär att navigera i återgången till att all 
undervisning sker på campus denna läsperiod. Det kommer förmodligen uppstå problematik som inte 
varit aktuell under perioden det har varit pandemi, både gällande studenter och anställda som ska vänja 
sig tillbaka. Dessutom att reda ut vad det nya normala blir sett till digitala inslag i undervisningen.  

I relation till detta kommer den andra utmaningen för min roll vilket innebär att hitta en balans mellan 
kontakten och arbetet med högskolan gentemot arbetet inom kårledningen verksamhet. 

Utbildningsenhetens vice ordförande 

Reflektioner 
Sedan förra avrapporteringen har högskolans arbete äntligen dragit i gång och jag har fått arbeta med 
de saker jag tycker är extra kul. Tiden har präglats av att hitta mig själv i rollen som vUO och att etablera 
arbetsrutiner, både för mig själv, i enheten och i kårledningen. Sedan senast har jag också kommit i 
gång med verksamhetsplansarbetet, vilket är otroligt kul. Jag har tre punkter som alla intresserar mig 
på olika sätt: Motionshall 2029, Kårledningens framtida struktur och Kårappen. Alla tre är trevliga 
avbrott från det dagliga arbetet när jag får tid att arbeta med dem. Läsperioden avslutades med en 
teambuildingvecka som var en välkommen paus från den hektiska vardagen i KL-korridoren, även om 
vi hann arbeta lite under den med.  

På grund av detta är min motivation fortfarande i princip i topp, även om enskilda arbetsuppgifter är 
mindre kul i stunden. Oftast ger de dock värde i längden eller är sådana saker man bara måste göra. 
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Motivation 

1 2 3 4 5 6 7 8 9 
10 

Arbetsbelastning 

1 2 3 4 5 6 7 
8 9 10 

Pågående arbete 
Mycket tid har gått åt till att stötta och starta upp arbetet med alla olika studentrepresentanter kåren 
har i högskolans många organ. Jag med hjälp av Nicole, UO, har arrangerat utbildningar/kickoffer för 
de flesta och generellt stöttat dem i deras arbete. 

Alla möjliga forum på högskolan som jag deltar i fortsätter sitt arbete. Jag känner att jag har kommit in 
i arbetet i de flesta och kan delta och bidra på ett bra sätt. I synnerhet händer mycket intressant i 
TRACKS styrgrupp. Vi har nyligen fått reda på det planerade namnet på den nya lärandemiljön i SB-
huset där TRACKS kommer att husera. Dock är inte det officiella beslutet om namnet tagit än. 
Lärandemiljön kommer att invigas i februari. 

Jag som vUO är i år ansvarig för kårens deltagande i det europeiska samarbetet ENHANCE. Det 
diskuteras många olika saker som bland annat skulle underlätta utbyten för studenter. I oktober var jag 
i Valencia en natt för att delta i Student Forum-mötet som inträffade där. Det var mycket givande och 
gav flera insikter om de möjligheter och svårigheter som kommer att påverka projektet framöver. 

Det kommer löpande in mejl eller samtal från studenter som har olika problem med högskolan. Även 
om det tar en del tid att hantera det är det mycket givande att försöka hitta bra lösningar på deras 
problem och svar på deras frågor. Oftast handlar det bara om att hitta rätt person för dem att kontakta, 
men ibland krävs även mer ingående arbete. 

Under den här tiden har jag sett till att kårmedlemskap kontrolleras automatiskt inför varje tentaperiod. 
Det finns fortfarande några rynkor kvar att släta ut innan det är helt felfritt. Det användes första gången 
under omtentorna i oktober, men har gått igenom ett riktigt eldprov i ordinarie tentaperiod LP1. I 
skrivande stund vet vi inte hur det har fallit ut, men jag kommer att stämma av med högskolan när 
tentamensadministrationen har lugnat ner sig efter tentaperioden. 

Kommande utmaningar 
En stor utmaning nu kommer att vara att hantera återgången till vanlig campusundervisning som sker 
nu till LP2. Vi vet att det finns blandade åsikter och önskemål från studenter om hur det ska hanteras, 
och det kommer att bli en utmaning att ta tillvara alla olika tankar på hur undervisning ska göras.  

Gemensamt arbete 
Gemensamt cirkulerar vårt arbete i huvudsak kring att diskutera studentärenden och samordna 
studienämnderna på utbildningsutskottsmöten, UU. Vi har i skrivande stund haft två UU-möten med 
studienämndsordföranden. Samarbetet löper på bra och vi har konstruktiva UU där vi har fått bra 
feedback från studienämnderna kring problem de ser i sitt arbete och vad de önskar för hjälp från vårt 
håll. De har varit givande och skapat bra diskussioner mellan studienämnderna. Innan FuM3 kommer 
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vi ha haft ett möte till där vi har bjudit in vicerektor Anna Karlsson-Bengtsson för att berätta om vad 
som händer på högskolan och låta studienämnderna ställa frågor till henne. 

Det vi har upptäckt nu när högskolans arbete har dragit i gång mer är att vi behöver hitta tid 
tillsammans där vi har möjlighet att diskutera ärenden och idéer då vi ofta är uppbokade på möten 
under olika tider så att vi sällan hinner att ses. Däremellan har vi dock hunnit planera ett 
jubileumsseminarie tillsammans med SFS där vi har valt tema och tagit fram deltagare till panelen. 
Detta är en del av att SFS firar 100 år som organisation i år. 

 

Sociala enheten 

Sociala enhetens ordförande 
Vid tidpunkten för att skriva rapporten så var SO sjuk (en längre period) och hade därför inte möjlighet att 
bidra. Därför är information som finns här skriven av vSO och endast en uppskattning.  

Reflektioner 
SO har lagt ett stort arbete och fokus på att hantera incidenter, så väl själv som att stötta sektioner 
med det. Hon har lagt ett stort fokus på att utbilda SAMOs och skapa möjligheter för sektionerna 
hantera incidenter som uppstår och vara förbereda för olika situationer. Det har skett delvis via 
utskottet SU och via fristående utbildningar, som hon har lagt mycket tid på att koordinera.  

Under perioden så har hon även varit delaktig i rekryteringsprocess för ny kurator, som kommer att 
börja jobba efter jul. Hon har även skrivit en samordningsplan för likabehandling, förberett 
medlemsmätning tillsammans med UO och arbetet med verksamhetsplanen.  

Hon var även under början av oktober på konferens med de andra tekniska kårernas motsvarighet 
inom samarbetet RefTec. Enhet som hon var på var STORK med fokus på situationen efter pandemin, 
bland annat kulturändringar och liknande. 

Arbetsbelastningen har varit rätt så hög för SO och motivationen har ibland gått neråt i affekt av det.  

Sociala enhetens vice ordförande 

Reflektioner 
När jag skrev förra rapporten så var i slutet av mottagningen. Under mottagningen var det, som sagt, 
ett stort fokus på verksamhetsområdet Mat&Kalas inom ChSRAB där bland annat arrangemang i 
Gasquen, Bulten och FestU-kalas ingår. Tiden efter mottagningen var även då ett större fokus på Mat 
& Kalas då det var ett stort efterarbete som behövdes göras och som inte hunnits med under 
mottagningen. På grund av den intensiva perioden under mottagningen så blev det som en intensiv 
kurs inom Mat&Kalas och många av de fel som kunde uppstå skedde under mottagningen. Det gjorde 
att efter mottagningen och efterarbetet så kändes den delen av arbetet ganska välkänt, även om det 
fortfarande uppstår nya frågetecken och situationer.  
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I slutet av mottagningen drog andra delar av arbetet, utöver Mat&Kalas och svara på frågor, i gång 
eller startades åter upp. Bland annat utskott, stöttning av sektionernas serveringstillståndsansökan, 
kontakt med sektioner, arbete med verksamhetsplans punkter och samordning av pubrundan.  

Efter förra enhetsrapporten så kunde jag se effekterna av den höga arbetsbelastningen och stressen 
under tre månader. På grund av att det inte funnits möjlighet att vila ut eller ta det lugnare efter 
mottagning så har motivationen gått ner och det har stundvis varit problematiskt. Under LV8 och 
tentaveckan så blev det dock något lugnare då få vill arrangera under den tiden och gett mindre chans 
till återhämtning. Trots det så känner jag fortfarande spår av den höga arbetsbelastningen och är 
medveten om att november har hög risk att bli en stressig månad.  

Den höga arbetsbelastningen som varit under den första tiden som vSO kan potentiellt att uppstått på 
grund av pandemin som kan ha lett till sämre förvarning, mindre vana arrangörer och mer 
komplicerade omständigheter. Med det inräknat så anser jag fortfarande att arbetet som kvarstod inte 
kan ses en rimlig nivå som kan förväntas av en förtroendevald. Därför anser jag att vSOs 
arbetsuppgifter måste ses över för att underlätta för framtida vSO, speciellt under de perioderna med 
orimlig arbetsbelastning. Exempel på det är mottagningen och cortégen.  

Inom enheten så finns det inga tydliga gemensamma områden förutom incidenthantering. Där har SO 
stöttat mig kring speciellt incidenter som skett i koppling till Gasquen, då hon har en högre vana än 
mig inom dessa områden. Vi stöttar även varandra i att ha uppsikt över motivation, arbetsbelastning, 
stress så väl som framtida mål och längre fokusområden.  

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
Mycket av rutinarbetet fortgår, där Mat&Kalas-arbetet är en stor del av arbetet. Några aktuella frågor 
som är uppe är ChSRABs byte av sitt kassasystem, vilket kommer att leda till ett arbete för att se över 
de kassaenheterna som är kopplade till Mat&Kalas inom ChSRAB och Studentkåren. Dessutom läggs 
ett fokus på att se över föreningar och vilka förväntningar som finns på dem och olika personer med 
koppling till dessa. Även större arrangemang inom Mat&Kalas, som FestU-kalas, och samordning av 
pubrundan är aktuellt så väl som den högre graden av arrangerade som kommer vara under LP2 på 
grund av att många sektioner har sin aspningsperiod då. 

Kommande utmaningar 
En framtida utmaning är att se över arbetsuppgifterna som finns och prioritera mellan dessa, där 
många uppgifter är måsten och inte kan prioriteras bort. Det finns många arbetsuppgifter som lätt 
kan bli lidande då det inte är lika akut och det ibland aldrig finns rum att göra dessa.  
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Jag kommer även kontinuerligt se över om det har uppstått några brister i kontinuiteten för vSO i och 
med uppehållet inom nöjeslivet. Dessutom se över vilka delar som har ändrats under pandemin och 
som ännu inte har uppmärksamts. Det är ett arbete som startades automatiskt under sommaren men 
som kommer att behöva fortlöpa allt eftersom nya arrangemang och situationer sker.  

Gemensamt arbete 
Inom enheten så har vi inte så mycket officiellt samarbete utan i stället stöttar vi varandra när det 
behövs och bollar kring incidenter som uppstått. Nu ska vi även inleda ett arbete kring att se över hur 
incidenter ska hanteras och vilka ansvar som finns mellan olika poster inom Kårledningen och 
utanför. 

 

Arbetsmarknadsenheten 

Arbetsmarknadsenhetens ordförande 

Reflektioner 
Hösten har präglats av varierande uppgifter samt hög arbetsbelastning med mycket kvällsarbete. 
Detta har gjort att jag aktivt försökt återhämta mig på de tillfällen som getts. Här har även 
Kårledningen varit till hjälp då de både stöttat i uppgifter och sett till att påminna mig om att vila. 
Efter avstämningsmöte angående mitt arbete bestämde jag mig för att hårdare prioritera bort 
evenemang och möten som tog mycket energi utan att ge så mycket resultat. Denna inriktning gjorde 
att jag nu drygt en månad senare börjar få luftigare i schemat vilket ger mig möjlighet att avsluta fler 
uppgifter, projekt samt arbeta mer långsiktigt. Det gör mig mycket motiverad att se till att checka av 
saker och kunna lägga dem som avklarade eller känna mig trygg med att lämna dem vidare. 
Arbetet har fortsatt varit förhållandevis operativt men tack vare goda samarbeten med andra parter 
inom kåren och högskolan har några långsiktigare projekt körts igång där målen kan realiseras under 
året eller tas vidare till nästa verksamhetsår. 
Inom enheten har jag och Oskar en låg grad av gemensamt arbete vilket gör att vi mest diskuterar 
olika frågor som kan komma upp inom våra egna områden. Det hade varit roligt med större 
gemensamma projekt för Arbetsmarknadsenheten men jag tror att det finns bättre möjlighet till detta 
efter Charm. 
Jag ser även fram emot att besöka alla sektioners arbetsmarknadsmässor de kommande veckorna. 

Tentaveckan gav tid för reflektion över hur jag upplever mitt eget och gruppens arbete vilket 
resulterat i nya tankar om tiden framöver och vad som bör prioriteras och satsas på för en hållbar 
arbetssituation. Detta för att ge studentnytta på både kort och lång sikt. Detta var en mycket nyttig 
nystart som givit ny energi. 

Motivation 

1 2 3 4 5 6 7 8 9 10 
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Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 

 
1. Kårledningsarbete 

Interna möten samt läsning och arbete med handlingar.  
Verksamhetplan för Campusnära motionshall och Kårapp. 
Arrangerande och deltagande på representationstillfällen med högskolan och externa kontak-
ter. 
 

2. Doktorandevent 
Nytt koncept för att ge doktorander en säker anställning innan disputation. I samarbete med 
högskolans strategiska partnerskapsföretag, Chalmers Studentkår Promotion och Doktorand-
sektionen. 
 

3. Avtal med Fysiken 
Avstämningar med Fysiken och Chalmers Idrottssällskap för att utveckla avtal med Fysiken 
samt se över hur vi på bästa sätt gynnar varandra. 
 

4. Samarbete med teknologbolagen 
Veckoavstämningar med teknologbolagen samt deltagande i styrelsearbete för Chalmers Stu-
dentkår Promotion samt Chalmers Studentkår Rekrytering. 

Kommande utmaningar 
1. Prioriteringar 

Det är en ständig avvägning att planera vilka uppgifter och projekt som gynnar medlemsnyt-
tan mest. Därför är en av mina största utmaningar att väga kortsiktigt arbete mot långsiktiga 
satsningar. Jag närmar mig en bättre balans där operativt arbete är mer självgående och na-
turlig del vilket ger mer tid för strategiskt arbete.  
 

2. Samordna Göteborgs Näringslivsstrategiska program och Studentforum 
I april sker stormötet för Göteborgs Näringslivsstrategiska program. Jag koordinerar och har 
som uppgift att föra studenternas talan på förberedande möten. Ansvar är även att samla ihop 
24 studenter från Universiteten i Göteborg för att delta på stormötet. Det kommer bli en stor 
samordningsinsats för mig som har huvudansvaret. Det är dock väldigt roligt samarbeta med 
de andra studentkårerna i frågan. 
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Arbetsmarknadsenhetens vice ordförande 

Reflektioner 
Arbetet har varit intensivt och spretigt under hösten och ser ut att fortsätta så. Arbetet lutar starkt åt 
det operativa hållet och tiden som finns till att arbetsleda och planera är betydligt mindre än vad jag 
hoppats på. Tiden som kan läggas på individuella uppgifter har även den varit mindre än önskat, men 
kopplat till det känns det som att en har fått mycket god koll på sina uppgifter och kan lösa det mesta 
utan att egentligen behöva tänka så mycket på det. 

Arbetsbördan har varit lite väl mycket och börjar känna av att det är ett problem som bör tas tag i mer 
direkt. På grund av lite ostrategiska sjukdomar har jag missat mycket sociala event kopplat till 
kårledningen så kan behöva göra en insats där för att inte bli separerad mer än nödvändigt från 
gruppen. I övrigt fungerar samarbetet bra i både KL och CHARMk. 

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
CHARM tuffar på och är ordentligt satt att vara fysiskt nu, med GraduateLand inköpt som digitalt 
komplement och för säkerhet i att mässan kan arrangeras oavsett hur pandemin utvecklas fram till 
årskskiftet.  

CHARMs anmälningsprocess går mot sitt slut och vi sitter nu på 135 företag anmälda till årets mässa. 
Det är inte fullt så många som deltog åren innan pandemin men det är i alla fall den största mässan 
på de tekniska högskolorna i sverige detta år. 

Utöver CHARM händer det inte så mycket för vAO just nu. 

Kommande utmaningar 
Att inte kunna vända sig till sina företrädare för frågor gällande mässarrangerande ställer till med 
problem och missar. I och med detta så är själva arrangerandet i sig en utmaning för CHARMk och 
därmed även för mig. Att integrera de digitala verktygen i mässan är i sig också en stor utmaning som 
kräver en hel del eftertanke. 

Gemensamt arbete 
Gemensamt arbete har inom Arbetsmarknadsenheten mest bestått av att sköta 
Arbetsmarknadsutskottet och att samarbeta och hålla kontinuerlig dialog med teknologbolagen. 
Detta är rent tidsmässigt en liten del av Arbetsmarknadsenhetens arbete där samarbetet oftare 
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handlar om att kunna diskutera olika frågor eller ge upplysningar om vad som pågår och angränsar 
våra arbetsområden. 
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ENKEL FRÅGA

2021-11-10
Gabriel Aspegrén

Enkel fråga: Hur går arbetet med Globala
System
Bakgrund
Under verksamhetsåret har andra generationen Globala System-studenter börjat på Chalmers.
Samtidigt har det startats ett projektengagemang i arbetet att starta en egen sektion för dessa
studenter. Det är i slutändan fullmäktige som röstar om sektionsstatus och jag tänkte därför att det
kan vara bra att få en uppdatering om hur arbetet går.

Enkel fråga
1. Hur går arbetet för projektgruppen? Vad har gjorts hittills?
2. Hur ser tidsplanen ut för arbetet med att starta upp sektionen för Globala System

Gabriel Aspegrén
My Favorite Party (MFP)

1 av 1
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Enkel fråga 

1. Hur går arbetet för projektgruppen? Vad har gjorts 

hittills? 
Projektgruppen formades i slutet av sommaren och det togs beslut om dess existens på KS1 10/8 där jag 
valdes till kontaktperson från kårledningen. I beslutet så beviljades även projektgruppen finasiellt stöd 
för att köpa mat till deltagarna på workshops via ChSRAB. Nicole har avstämningar med projektledare 
Albin ca 1 gång i månaden.  

Projektgruppens arbete löper på bra och de är i fas enligt deras egen tidsplan. Ett arbetsdokument för 
stadgar finns där de har vissa kapitel som är mer klara än andra. Det är projektgruppen som skriver 
stadgarna, men för att samla in studenterna på Globala systems åsikter så har de hittills arrangerat en 
workshop. Då fokuserade de på uppstart inklusive att beskriva vad syftet med stadgar är och hur 
tidsplanen ser ut. De pratade även om valberedning och hur strukturen för styrelsen kan ser ut. Under 
första workshopen deltog 60 personer. Framöver kommer två workshops till att hållas. 

Utöver detta har projektgruppen även startat en Facebookgrupp för alla Gs-studenter för att lättare 
kunna kommunicera med dem. Projektledaren har arbetat för att skapa en bra grupp genom 
teambuilding. 

2. Hur ser tidsplanen ut för arbetet med att starta upp 

sektionen för Globala System? 
Tidsplan: 

• Workshop 1: 4/10 – uppstart och vision 
• Prel. extra informationslunch för Globala system årskurs 1: 29/11-21 
• Workshop 2: 1/12 – tema helgon och färg 
• Workshop 3: början av februari – knyta ihop arbetet 
• Projektgruppen tar fram förslag på stadgar – behöver vara klart i god tid innan det konstitue-

rande sektionsmötet så att alla GS-studenter hinner sätta sig in i dem innan mötet. 
• Första utkast av stadgar: 28/2 
• Skicka över stadgar till kårstyrelsen för igenomläsning 
• Rösta igenom stadgar på ett konstituerande sektionsmöte – behöver göras innan ni ansöker 

om organisationsnummer. Inte bestämt än, men någon gång i mars. 
• De ansöker om organisationsnummer 
• Lägger en motion till FuM där ni ansöker om sektionsstatus behöver göras senast den 25/4 
• Skicka in stadgar till kårstyrelsen för att tas upp på kårstyrelsemöte 9 – behöver vara oss till-

handa senast 25/4 
• Kårstyrelsen beslutar om stadgar - KS 9 3/5 
• FuM röstar om att ni blir en sektion – FuM 8 11/5 
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KÅRFULLMÄKTIGE Interpellation:  
H-sektionens framtid 
 
Datum: 2021-10-18 
 
Frågeställarens namn: Jesper Stensson 
 
Frågan ställs till: H-sektionen samt Kårstyrelsen 
 
Motivering till interpellationen 
 
Under våren 2021 tog Chalmers ett inriktningsbeslut att fastställa en målbild för 
Chalmers campus. En del av denna målbild är att Chalmers ska ha ett campus och att 
all grundutbildning ska vara förlagt på detta campus. 
 
Alltså de grundutbildningar som är förlagda på Lindholmen idag ska flyttas till 
Johanneberg inom en överskådlig framtid. Självklart kan det hända att Chalmers 
ändrar sin målbild men det är detta som är målbilden nu och det är det vi får utgå 
från. 
 
Med en flytt av grundutbildningen kommer också högst sannolikt en flytt av 
sektionerna kopplade till dem. H-sektionen och Sjö-sektionen. Det jag skulle vilja 
belysa med denna interpellation är just flytten av H-sektionen och hur vi ska hantera 
det som studentkår. Även om det är långt bort nu skadar det inte att vara proaktiv 
och ha en välförankrad åsikt när väl frågan dyker upp på vårt bord. 
 
Det finns ett antal vägar som är möjliga att ta enligt mig. En väg är att när 
utbildningen flyttar till Johanneberg flyttar även H-sektionen med och de får en lokal 
där. En annan är att i stället H-sektionen upplöses och de studenterna som skulle vara 
med i H-sektionen fördelas ut under existerande sektioner med koppling till liknande 
utbildning. Sen kommer det naturligtvis bli en hel del följdfrågor oavsett vad för beslut 
som tas, men det får lämnas till diskussion på FuM. 
 
Det finns säkert andra vägar att ta än de som nämns ovan, därför hade det varit 
intressant att höra vad både H-sektionen och kårstyrelsen tänker kring frågan. 
 
Med hänvisning till ovanstående önskas svar på följande frågor 
Till H-sektionen: 

1. Hur ser ni som sektion på framtiden, har det diskuterats internt åt vilket håll ni 
vill gå? 

2. Vad tror ni hade gynnat framtida högskoleingenjörs-studenter mest? 
Till Kårstyrelsen: 

1. Hur ser ni på det ur hela kårens perspektiv, vad tror ni är den bästa vägen? 
2. Vad säger sektionerna om att eventuellt ta sig an nya program och 

medlemmar? 
Ledamotens namnteckning 
 
 
___________________________ 
 
Namnförtydligande 
 
Jesper Stensson 

 

JesperHanssen
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Interpellationssvar 1: H-sektionens fram-

tid 
Kårstyrelsen tackar för interpellationen som lyfter ett viktigt ämne som på lång sikt kommer att påverka 
alla kårens medlemmar. Det är svårt i nuläget att förhålla sig till vad som är bästa alternativen när 
högskolan ännu inte har definierat utbildningens form över de kommande 5–10 åren. Därför behandlas 
de två frågorna utifrån den information som för nuvarande finns tillgänglig. Det finns många aspekter 
att ta hänsyn till och i nedanstående svar summeras de tankar som framkommit ur forum med sektioner 
och diskussioner inom kårstyrelsen. Först presenteras kårstyrelsens tankar och sedan sektionernas 
tankar angående de frågor som ställts. 

1. Hur ser ni på det ur hela kårens perspektiv, vad tror ni är den bästa vägen? 
En väg är att flytta H-sektionen till Johanneberg och bibehålla nuvarande struktur. Detta kan vara en 
bekväm väg för H-sektionen som då potentiellt behåller en hög grad av den befintliga organisationen. 
Det är även ett alternativ för att behålla sektionens struktur och engagemang. Dock är H-sektionen stor 
och behöver få både studie- och utbildningsplatser samt sektionslokaler. Att förse studenter med 
sektionslokaler bör vara både högskolans vilja och ansvar. 

Det andra alternativet är att H-sektionens utbildningar delas upp på respektive kopplat område. Detta 
skulle resultera i en liknande uppdelning av tre- och femåriga utbildningar som existerar i dagsläget 
inom Kemi och Samhällsbyggnadsteknik. Fördelar med detta är att sektionerna blir mer likartade i sin 
struktur, organisation och utbildning och kan på ett smidigt sätt förena de tre- och femåriga 
utbildningarna på ett sätt som fungerar för nuvarande studenter. Ett sätt för detta är att gamla 
studenter fortsätter på H-sektionen, men att nyantagna studenter antas på andra program och 
sektioner. 

Som helhet ser kårstyrelsen det som att båda alternativen har fördelar, men av olika anledningar. På 
kort sikt är alternativet att behålla H-sektionen i nuvarande tillstånd bekvämt. Vi ser dock att målet 
bör vara att framtida studenter till högsta mån ska känna gemenskap med sina studiekamrater. Ifall 
tre- och femåriga programmen samläser till en början så ser vi att det kan vara mer gynnsamt att 
studenter tillhörande det treåriga programmet slås samman med den befintliga sektionen för det 
femåriga programmet. 

Den kanske viktigaste aspekten är att kontinuerligt påverka högskolan för att kårens medlemmar skall 
ha bästa möjliga förutsättningar, både inom utbildning och studiesociala frågor. Detta gör att Kåren 
kommer att fortsätta vara en stor påverkanskraft i vilken riktning högskolan bör gå utifrån kårens 
medlemmars vilja. I dagsläget säger kårens åsiktsprogram att högskolan ska värna om skillnader i 
utbildningarna (Se Åsiktsprogrammet §1.15). 

2. Vad säger sektionerna om att eventuellt ta sig an nya program och medlem-

mar?  
Denna fråga diskuterades på ett kårledningsutskottsmöte (KU) med sektionsstyrelseordförande. Det 
som framkom var att sektioner inte var negativt inställda till att ta emot fler studenter. H-sektionen 
var positivt inställd till att flytta sin utbildning till Johanneberg, dock inte till att splittra sektionen.  

Det lyftes även frågor inom ett antal områden: utbildning, lokaler och engagemang. 
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Utbildning: Om samläsning mellan tre- och femåriga program inte sker kan det bli ett stort glapp 
mellan utbildningarna och därmed inte skapa det givande utbyte som eftersträvas inom en sektion. 

Engagemang: Kårledningsutskottets reflektion var också att det är hög risk att engagemang och driv 
minskar på H-sektionen om en upplösning av den ligger inom en förhållandevis nära framtid.  

Lokaler: Det är redan ont om plats och trångt i lokaler för lektioner, studieplatser och sektioner ansåg 
kårledningsutskottet. Det kan därför bli svårt att få plats med den ökade mängden personer på 
sektionerna i redan befintliga lokaler. 

 

 

 
Kårstyrelsen genom, 

 
______________________________________  
Fred Andersson 
Arbetsmarknadsenhetens Ordförande 
ao@chalmersstudentkar.se 
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Yttrande angående
Interpellation - H-sektionens framtid

Styrelsen 21/22

Yttrande interpellation FuM - H-sektionens framtid

Fråga 1: Hur ser ni som sektion på framtiden, har det diskuterats internt åt vilket håll ni vill gå?

I samband med att högskolan gick ut med sin målbild för Chalmers campus så började
dåvarande H-styret att ta fram ett åsiktsprojekt. Projektet bestod av en enkät samt en workshop
där alla medlemmar fick chansen att tycka till om målbilden och H-sektionens framtid. För att
besvara frågan angående vår sektions framtid så har svaret för enkelhetens skull delats upp i två
delar:

1.1 Utbildningssynpunkt
1.2 Studentlivssynpunkt

1.1 Utbildningssynpunkt:
Sektionen anses vara något splittrad i frågan angående flytten ur utbildningssynpunkt. Många
ser fördelar med att utgå från Johannebergs campus. Bland annat bättre kontakt med andra
studenter på de övriga sektionerna då det öppnar upp för ökad samläsning. De studenter som
har kurser på både Johanneberg och Lindholmen slipper pendla. Många ser även flytten som en
möjlighet till ett mer enat campus och en ökad gemenskap.

Däremot ser många studenter även en del nackdelar. Främst gäller det lokaler. För att en flytt
överhuvudtaget ska vara möjlig så måste våra 1100 studenter få samma möjlighet till bra och
fräscha undervisningslokaler som vi har idag ute på Lindholmen. Många skulle även sakna den
närhet till näringslivet som Lindholmen idag erbjuder. Som sektion så anser vi att denna närhet
är väldigt viktig för våra studenter då utbildningen bara är 3-årig och att det bidrar till våra
studenters kontaktnät.

1.2 Studentlivssynpunkt
Sektionen anses även vara splittrad ur denna synpunkt. Många tror att en splittring av
sektionen skulle bidra till en ökad samhörighet på respektive 5-åriga program då många
uttrycker att det i dagsläget finns en bild av H-studenter som ”låtsasingenjörer”. Om våra
studenter fördelades ut på respektive program så kanske denna syn skulle försvinna då alla
studenter oavsett högskole- eller civilingenjör tillhör samma sektion.

I dagsläget har vi ca. 100 personer som på ett eller annat sätt engagerar sig i H-sektionen. Om
sektionen skulle splittras så skulle detta antagligen öka söktrycket hos de andra sektionerna,
om det är positivt eller negativt är upp till varje sektion att avgöra.
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Om man däremot väljer att behålla H-sektionen så ger man fortfarande möjligheten för fler
studenter att engagera sig. I dagsläget arbetar vi aktivt för att öka engagemanget på sektionen,
vi har bland ett par kommittéer som ligger i startgropen för deras verksamhet samt en helt ny
förening. Sen deras uppstart ser vi en ökning av deltagande och engagemang och därför tycker
vi att det vore väldigt tråkigt ifall dess skulle falla bort vid en splittring. Om en flytt sker utan
att splittra sektionen så ska vi fortfarande ha möjligheten till samma utbud av lokaler som vi
har idag dvs. föreningstorg, sittnings- och sektionslokal samt pub.

Fråga 2: Vad tror ni hade gynnat framtida högskoleingenjörsstudenter mest?

En svår fråga att besvara då det finns en del negativa aspekter men samtidigt vissa positiva. Vi
vill passa på att framföra att H-sektionen är en ganska unik sektion. En sektion där studenter
får möjlighet att knyta värdefulla kontakter utanför sina program, vilket ger en fördel för
framtiden och arbetslivet. Enkäten gav ett snitt runt 3.3 av 5 i fördel för en flytt med
grundkravet att sektionen inte splittras och att vi får tillgång till samma standard och mängd
lokaler som vi har tillgång till idag. Våra medlemmar har även uttryckt en oro för att en
splittring kan leda ”naturlig segregation” på programsektionerna, vilket är något som vi ser
mycket allvarligt på. Därför tror vi att framtida högskoleingenjörsstudenter inte gynnas av att
tillhöra respektive programsektion.

För framtiden vill vi även påpeka att det är mycket viktigt att H-sektionen och kåren fortsätter
samarbeta i frågan. Vi och framtida H-styren bör fortsätta samla in medlemmarnas åsikter år
för år då detta kan förändras med tiden.
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Proposition 7 – Uppdatera reglementet 

för att ta bort Tekniskt Basårs Kårför-

ening 

Bakgrund 
På fullmäktigesammanträde 3, tisdagen 17 november 2020 beslutade fullmäktige 20/21 att bevilja 
Tekniskt Basårs Kårförening kårkommittéstatus. I och med det bör Tekniskt Basårs Kårförening ej 
längre finnas kvar som kårförening i reglementet.  

Yrkande 
Med ovan som bakgrund yrkar kårstyrelsen 

att ta bort Tekniskt Basårs Kårförening (802496-2063) under §17:1 i Chalmers Studentkårs 
reglemente enligt nedan: 

 

Kårföreningar 17:1 

 

 

 

 

 

 

 

 

 

Kårens kårföreningar är: 

Avancez MC (802417-5294) 
Chalmers Skytteförening (857205-5773) 
Chalmers Sångkör (857203-0826) 
E-sektionens Teletekniska Avdelning (802413-7963)  
Chalmers Ballong Corps (802417-6243) 
Chalmers Dykarklubb (802416-3019) 
Chalmers Barockensemble (857204-5196) 
Chalmersbaletten (802415-4117)  
Chalmers Kristna Grupp (802414-5966) 
Bamse (802414-1213) 
Chalmers Shito-Ryu Karateklubb (802414-1197)  
Chalmers Orienterings Löpare (802414-4928)  
Chalmers Blue MacRangers (802415-6419)  
Chalmers Islamska förening (802436-2504)  
Chalmers Rymdgrupp (802414-1205) 
Chalmers Rock Club (CROC) (802413-5207)  
Chalmers Danssällskap (802414-2559) 
Chalmers Börssällskap (857207-5698)  
Chalmers Alternative Sports (802414-7038)  
Robotföreningen (802420-1942) 
Chalmers Students for Sustainability (802419-4378) 
Chalmers Handbollsklubb (802431-8456) 
Chalmers Studentkårs Flippersällskap (802442-8818)  
Iranian Students Association at Chalmers (802444-7446)  
Chalmers Segelsällskap (ChSS) (802457-3811) 
SBE Student Chapter Chalmers  (802467-7000) 
BEST at Chalmers Student Union  (802488-1412) 
Chalmers Studentkårs Idrottssällskap (802493-6125) 
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RANG  (802512-0356) 
REACT (802492-8569) 
MOTUS (802502-6611) 
Chalmers Entreprenörskapsförening (802505-9588) 
Lindholmen Makerspace (802508-4644) 
Chalmers Kinagrupp (802518-5807) 
Ölbruket (802511-5844) 
Chalmers Student Union Blockchain Society (802514-9140) 
Ingenjörer utan gränser Chalmers Studentkår (802524-4743) 
Chalmers Capital Management (802530-0537) 
Effektiv Altruism Chalmers (802525-4833) 
Chalmers Women Association (802529-3260) 
Chalmers Entrepreneurship Society (802525-4866) 
VästkustFolk (802533-8495) 
Chalmers Blockchain Association (802536-3766) 

 

 
Frågor ställs med fördel till, 
Amanda Dehlén 
Vice ordförande sociala enheten 21/22 
070-772 39 68 
vso@chalmersstudentkar.se  
 

 

 

Kårstyrelsen genom, 

Julia Cramstedt 
Vice kårordförande 21/22 
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]



By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]



For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.



7. References

[PDF]

Document management — Portable document format — Part 1: PDF 1.7

ISO 32000-1:2008, International Organization for Standardization, 2008

[TSP]

Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP)

RFC 3161, Internet Engineering Task Force, 2001

[CMS]

Cryptographic Message Syntax

RFC 2630, Internet Engineering Task Force, 1999

[ASN]

Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation

ITU-T X.680, International Telecommunication Union, 2002

[DER]

Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ITU-T X.690, International Telecommunication Union, 2002

[BASE]

The Base16, Base32, and Base64 Data Encodings

RFC 4648, Internet Engineering Task Force, 2006

[SHA]

Secure Hash Standard (SHS)

FIPS 180-4, National Institute of Standards and Technology, 2012

[RIPE]

Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-3:2004, International Organization for Standardization, 2004

[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002


Evidence Log
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.




  
    		Time
    		CES
    		IP address and User-Agent
    		Event
  


  
  
    		2021-12-08 17:50:40.201064 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      84.17.209.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4638.69 Safari/537.36
      
    
    		
      
        The initiator Julia Cramstedt (JC) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-12-10 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.
      

    
  


  
  
    		2021-12-08 17:50:40.201064 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (ruben.seyer@chs.se) to Ruben Seyer (RS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2021-12-08 17:50:40.201064 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (maria.carlbaum@chs.se) to Maria Carlbaum (MC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2021-12-08 17:50:40.201064 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (david.welander@chs.se) to David Welander (DW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2021-12-08 17:50:40.201064 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (elin.sandahl@chs.se) to Elin Sandahl (ES). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2021-12-08 17:50:40.201064 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (jesper.hermenius@chs.se) to Jesper Hermenius (JH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2021-12-08 17:50:42.386259 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ruben Seyer (RS) was delivered.
      

    
  


  
  
    		2021-12-08 17:50:47.941871 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Maria Carlbaum (MC) was delivered.
      

    
  


  
  
    		2021-12-08 17:50:47.960813 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to David Welander (DW) was delivered.
      

    
  


  
  
    		2021-12-08 17:50:47.979452 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elin Sandahl (ES) was delivered.
      

    
  


  
  
    		2021-12-08 17:50:47.998648 UTC ±6 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jesper Hermenius (JH) was delivered.
      

    
  


  
  
    		2021-12-08 17:52:06.062582 UTC ±7 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to maria.carlbaum@chs.se was opened.
      

    
  


  
  
    		2021-12-08 18:05:16.385868 UTC ±9 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      46.239.95.51
      
        Mozilla/5.0 (Linux; Android 11; SM-A715F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36
      
    
    		
      
        The party Ruben Seyer (RS) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2021-12-08 18:05:19.710916 UTC ±9 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to ruben.seyer@chs.se was opened.
      

    
  


  
  
    		2021-12-08 18:06:04.336687 UTC ±9 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      46.239.95.51
      
        Mozilla/5.0 (Linux; Android 11; SM-A715F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36
      
    
    		
      
        The signatory Ruben Seyer (RS) signed in the signature box “Signatur 1”.
[image: signature]


The box’s placement in the Main Document:		Page		X		Y

		2		0.287		0.907



 
      

    
  


  
  
    		2021-12-08 18:06:22.457072 UTC ±9 ms
    		2021-12-08 17:09:47.727304 UTC
    		
      46.239.95.51
      
        Mozilla/5.0 (Linux; Android 11; SM-A715F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36
      
    
    		
      
        The document was signed by Ruben Seyer (RS) using 
  Swedish BankID
 through 
  CGI
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll-FuM3" med transaktionsnummer 9222115557459139805.






Data returned from 
  CGI
:
  
Name: RUBEN SEYER
  
ID number: 
  200002105898

  
IP: 46.239.95.51















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  








      

    
  


  
  
    		2021-12-08 19:03:37.101823 UTC ±9 ms
    		2021-12-08 18:09:49.121614 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to elin.sandahl@chs.se was opened.
      

    
  


  
  
    		2021-12-08 19:03:39.532216 UTC ±9 ms
    		2021-12-08 18:09:49.121614 UTC
    		
      90.143.215.166
      
        Mozilla/5.0 (Linux; Android 10; BE2013) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36
      
    
    		
      
        The party Elin Sandahl (ES) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2021-12-08 19:05:12.713447 UTC ±9 ms
    		2021-12-08 18:09:49.121614 UTC
    		
      90.143.215.166
      
        Mozilla/5.0 (Linux; Android 10; BE2013) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36
      
    
    		
      
        The signatory Elin Sandahl (ES) changed the text in the text field “ID number” from 
  blank
 to 
  “9209034041”
.  
      

    
  


  
  
    		2021-12-08 19:05:12.713447 UTC ±9 ms
    		2021-12-08 18:09:49.121614 UTC
    		
      90.143.215.166
      
        Mozilla/5.0 (Linux; Android 10; BE2013) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36
      
    
    		
      
        The signatory Elin Sandahl (ES) signed in the signature box “Signatur 5”.
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The box’s placement in the Main Document:		Page		X		Y

		2		0.707		0.908



 
      

    
  


  
  
    		2021-12-08 19:05:24.137785 UTC ±9 ms
    		2021-12-08 18:09:49.121614 UTC
    		
      90.143.215.166
      
        Mozilla/5.0 (Linux; Android 10; BE2013) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.45 Mobile Safari/537.36
      
    
    		
      
        The document was signed by Elin Sandahl (ES) using 
  Swedish BankID
 through 
  CGI
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll-FuM3" med transaktionsnummer 9222115557459139805.






Data returned from 
  CGI
:
  
Name: ELIN SANDAHL
  
ID number: 
  199209034041

  
IP: 90.143.215.166















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  








      

    
  


  
  
    		2021-12-08 19:08:12.08172 UTC ±10 ms
    		2021-12-08 18:09:49.121614 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to jesper.hermenius@chs.se was opened.
      

    
  


  
  
    		2021-12-08 19:15:50.968189 UTC ±2 ms
    		2021-12-08 19:09:50.961203 UTC
    		
      129.16.31.229
      
        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6003) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.92 Mobile Safari/537.36
      
    
    		
      
        The party Jesper Hermenius (JH) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2021-12-08 19:15:54.778724 UTC ±2 ms
    		2021-12-08 19:09:50.961203 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to jesper.hermenius@chs.se was opened.
      

    
  


  
  
    		2021-12-08 19:17:45.809709 UTC ±2 ms
    		2021-12-08 19:09:50.961203 UTC
    		
      129.16.31.229
      
        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6003) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.92 Mobile Safari/537.36
      
    
    		
      
        The signatory Jesper Hermenius (JH) signed in the signature box “Signatur 2”.
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The box’s placement in the Main Document:		Page		X		Y

		2		0.157		0.907



 
      

    
  


  
  
    		2021-12-08 19:17:56.954895 UTC ±2 ms
    		2021-12-08 19:09:50.961203 UTC
    		
      129.16.31.229
      
        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6003) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.92 Mobile Safari/537.36
      
    
    		
      
        The document was signed by Jesper Hermenius (JH) using 
  Swedish BankID
 through 
  CGI
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll-FuM3" med transaktionsnummer 9222115557459139805.






Data returned from 
  CGI
:
  
Name: JESPER HERMENIUS
  
ID number: 
  200006277750

  
IP: 129.16.31.229















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  








      

    
  


  
  
    		2021-12-08 20:40:39.288171 UTC ±10 ms
    		2021-12-08 20:09:53.958926 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to ruben.seyer@chs.se was opened.
      

    
  


  
  
    		2021-12-09 08:31:03.913692 UTC ±14 ms
    		2021-12-09 08:10:18.941397 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to maria.carlbaum@chs.se was opened.
      

    
  


  
  
    		2021-12-09 09:00:16.13197 UTC ±30 ms
    		2021-12-09 08:10:18.941397 UTC
    		
      94.234.48.22
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.93 Safari/537.36
      
    
    		
      
        The party David Welander (DW) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2021-12-09 09:00:24.857055 UTC ±30 ms
    		2021-12-09 08:10:18.941397 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to david.welander@chs.se was opened.
      

    
  


  
  
    		2021-12-09 09:00:55.52791 UTC ±30 ms
    		2021-12-09 08:10:18.941397 UTC
    		
      94.234.48.22
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.93 Safari/537.36
      
    
    		
      
        The signatory David Welander (DW) signed in the signature box “Signatur 4”.
[image: signature]


The box’s placement in the Main Document:		Page		X		Y

		2		0.572		0.908



 
      

    
  


  
  
    		2021-12-09 09:01:01.868949 UTC ±30 ms
    		2021-12-09 08:10:18.941397 UTC
    		
      94.234.48.22
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.93 Safari/537.36
      
    
    		
      
        The document was signed by David Welander (DW) using 
  Swedish BankID
 through 
  CGI
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll-FuM3" med transaktionsnummer 9222115557459139805.






Data returned from 
  CGI
:
  
Name: David Augustinus Welander
  
ID number: 
  199703025578

  
IP: 94.234.48.22















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  








      

    
  


  
  
    		2021-12-09 11:12:09.317383 UTC ±1 ms
    		2021-12-09 11:10:25.203066 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to maria.carlbaum@chs.se was opened.
      

    
  


  
  
    		2021-12-09 11:12:10.271977 UTC ±1 ms
    		2021-12-09 11:10:25.203066 UTC
    		
      94.191.136.193
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Maria Carlbaum (MC) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2021-12-09 11:12:36.851198 UTC ±1 ms
    		2021-12-09 11:10:25.203066 UTC
    		
      94.191.136.193
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Maria Carlbaum (MC) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2021-12-09 11:12:53.39048 UTC ±1 ms
    		2021-12-09 11:10:25.203066 UTC
    		
      94.191.136.193
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1
      
    
    		
      
        The signatory Maria Carlbaum (MC) signed in the signature box “Signatur 3”.
[image: signature]


The box’s placement in the Main Document:		Page		X		Y

		2		0.429		0.907



 
      

    
  


  
  
    		2021-12-09 11:13:04.608629 UTC ±1 ms
    		2021-12-09 11:10:25.203066 UTC
    		
      94.191.136.193
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 14_8_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Maria Carlbaum (MC) using 
  Swedish BankID
 through 
  CGI
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll-FuM3" med transaktionsnummer 9222115557459139805.






Data returned from 
  CGI
:
  
Name: Maria Elisabet Carlbaum
  
ID number: 
  199608079068

  
IP: 94.191.136.193















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  








      

    
  


  
  
    		2021-12-09 11:13:04.608629 UTC ±1 ms
    		2021-12-09 11:10:25.203066 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.





Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.62 ms

		standard deviation: 1.52 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.137%

		|e| < 5 ms: ≈99.789%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-10-28 19:34:59.098584 UTC and 2021-12-09 11:10:25.203066 UTC:





  		Time collected
  		Clock offset




  
    		2021-10-28 19:34:59.098584
    		0.7 ms
  



  
    		2021-10-28 20:35:01.305686
    		0.6 ms
  



  
    		2021-10-28 21:35:03.64765
    		-0.4 ms
  



  
    		2021-10-28 22:35:05.334281
    		2.3 ms
  



  
    		2021-10-28 23:35:08.409054
    		2.8 ms
  



  
    		2021-10-29 00:35:10.200008
    		1.3 ms
  



  
    		2021-10-29 01:35:12.675297
    		-0.6 ms
  



  
    		2021-10-29 02:35:16.264656
    		1.6 ms
  



  
    		2021-10-29 03:35:18.241152
    		0.9 ms
  



  
    		2021-10-29 04:35:21.768586
    		2.3 ms
  



  
    		2021-10-29 05:35:23.48978
    		1.1 ms
  



  
    		2021-10-29 06:35:25.489558
    		2.0 ms
  



  
    		2021-10-29 07:35:27.175009
    		0.2 ms
  



  
    		2021-10-29 08:35:28.744261
    		-0.3 ms
  



  
    		2021-10-29 09:35:32.224018
    		0.9 ms
  



  
    		2021-10-29 10:35:34.373659
    		-0.1 ms
  



  
    		2021-10-29 11:35:35.960579
    		0.2 ms
  



  
    		2021-10-29 12:35:39.050325
    		-2.0 ms
  



  
    		2021-10-29 13:35:41.86716
    		0.4 ms
  



  
    		2021-10-29 14:35:50.001078
    		-1.8 ms
  



  
    		2021-10-29 15:35:53.695875
    		-0.1 ms
  



  
    		2021-10-29 16:35:55.75728
    		2.4 ms
  



  
    		2021-10-29 17:35:58.619406
    		3.3 ms
  



  
    		2021-10-29 18:36:00.605291
    		0.6 ms
  



  
    		2021-10-29 19:36:02.25736
    		0.4 ms
  



  
    		2021-10-29 20:36:05.011732
    		1.6 ms
  



  
    		2021-10-29 21:36:06.766864
    		1.7 ms
  



  
    		2021-10-29 22:36:09.126428
    		-1.2 ms
  



  
    		2021-10-29 23:36:11.083516
    		-1.5 ms
  



  
    		2021-10-30 00:36:12.935663
    		-2.5 ms
  



  
    		2021-10-30 01:36:15.042843
    		-4.8 ms
  



  
    		2021-10-30 02:36:16.834055
    		-3.3 ms
  



  
    		2021-10-30 03:36:18.606362
    		-3.0 ms
  



  
    		2021-10-30 04:36:20.232735
    		3.4 ms
  



  
    		2021-10-30 05:36:22.574346
    		2.4 ms
  



  
    		2021-10-30 06:36:24.266729
    		-0.9 ms
  



  
    		2021-10-30 07:36:25.915465
    		3.2 ms
  



  
    		2021-10-30 08:36:27.36579
    		2.9 ms
  



  
    		2021-10-30 09:36:29.029631
    		2.9 ms
  



  
    		2021-10-30 10:36:31.903632
    		2.7 ms
  



  
    		2021-10-30 11:36:33.40139
    		2.0 ms
  



  
    		2021-10-30 12:36:35.603122
    		-0.1 ms
  



  
    		2021-10-30 13:36:37.678066
    		1.2 ms
  



  
    		2021-10-30 14:36:39.634188
    		1.4 ms
  



  
    		2021-10-30 15:36:42.338092
    		0.8 ms
  



  
    		2021-10-30 16:36:44.199586
    		-1.6 ms
  



  
    		2021-10-30 17:36:46.869313
    		0.4 ms
  



  
    		2021-10-30 18:36:48.846619
    		-0.8 ms
  



  
    		2021-10-30 19:36:50.627098
    		-1.2 ms
  



  
    		2021-10-30 20:36:52.631225
    		1.8 ms
  



  
    		2021-10-30 21:36:54.675454
    		1.0 ms
  



  
    		2021-10-30 22:36:56.679281
    		1.5 ms
  



  
    		2021-10-30 23:36:58.450714
    		1.5 ms
  



  
    		2021-10-31 00:37:01.816577
    		2.5 ms
  



  
    		2021-10-31 01:37:03.62958
    		-0.3 ms
  



  
    		2021-10-31 02:37:05.576655
    		0.5 ms
  



  
    		2021-10-31 03:37:07.375367
    		0.4 ms
  



  
    		2021-10-31 04:37:10.566605
    		-0.8 ms
  



  
    		2021-10-31 05:37:12.398746
    		-0.2 ms
  



  
    		2021-10-31 06:37:15.105753
    		-1.2 ms
  



  
    		2021-10-31 07:37:17.03971
    		-0.3 ms
  



  
    		2021-10-31 08:37:18.748113
    		-0.4 ms
  



  
    		2021-10-31 09:37:21.824704
    		1.2 ms
  



  
    		2021-10-31 10:37:24.340256
    		-0.2 ms
  



  
    		2021-10-31 11:37:26.867184
    		0.0 ms
  



  
    		2021-10-31 12:37:28.524142
    		1.8 ms
  



  
    		2021-10-31 13:37:30.381795
    		1.3 ms
  



  
    		2021-10-31 14:37:32.012786
    		0.5 ms
  



  
    		2021-10-31 15:37:33.775017
    		1.2 ms
  



  
    		2021-10-31 16:37:35.440147
    		1.9 ms
  



  
    		2021-10-31 17:37:37.103143
    		0.1 ms
  



  
    		2021-10-31 18:37:38.800704
    		-0.9 ms
  



  
    		2021-10-31 19:37:42.235209
    		2.0 ms
  



  
    		2021-10-31 20:37:44.723893
    		0.2 ms
  



  
    		2021-10-31 21:37:46.6071
    		2.4 ms
  



  
    		2021-10-31 22:37:48.553136
    		0.8 ms
  



  
    		2021-10-31 23:37:50.618853
    		0.9 ms
  



  
    		2021-11-01 00:37:53.041427
    		-0.8 ms
  



  
    		2021-11-01 01:37:54.677505
    		1.6 ms
  



  
    		2021-11-01 02:37:58.240483
    		-1.1 ms
  



  
    		2021-11-01 03:38:00.086221
    		3.8 ms
  



  
    		2021-11-01 04:38:01.847303
    		-0.9 ms
  



  
    		2021-11-01 05:38:03.658985
    		0.2 ms
  



  
    		2021-11-01 06:38:05.260457
    		2.6 ms
  



  
    		2021-11-01 07:38:07.440241
    		1.3 ms
  



  
    		2021-11-01 08:38:09.730015
    		2.9 ms
  



  
    		2021-11-01 09:38:11.809862
    		-2.3 ms
  



  
    		2021-11-01 10:38:14.458909
    		0.4 ms
  



  
    		2021-11-01 11:38:16.301652
    		-0.1 ms
  



  
    		2021-11-01 12:38:18.244011
    		-1.3 ms
  



  
    		2021-11-01 13:38:20.793996
    		0.2 ms
  



  
    		2021-11-01 14:38:22.567579
    		1.9 ms
  



  
    		2021-11-01 15:38:24.297632
    		1.4 ms
  



  
    		2021-11-01 16:38:26.231637
    		4.0 ms
  



  
    		2021-11-01 17:38:28.467766
    		5.0 ms
  



  
    		2021-11-01 18:38:30.083722
    		0.9 ms
  



  
    		2021-11-01 19:38:32.462065
    		-1.2 ms
  



  
    		2021-11-01 20:38:34.303825
    		-2.0 ms
  



  
    		2021-11-01 21:38:36.677345
    		-1.8 ms
  



  
    		2021-11-01 22:38:38.276162
    		-0.5 ms
  



  
    		2021-11-01 23:38:40.138967
    		-2.4 ms
  



  
    		2021-11-02 00:38:42.05905
    		0.4 ms
  



  
    		2021-11-02 01:38:44.842476
    		-0.7 ms
  



  
    		2021-11-02 02:38:46.801513
    		-1.0 ms
  



  
    		2021-11-02 03:38:49.26438
    		-0.2 ms
  



  
    		2021-11-02 04:38:50.957624
    		-1.8 ms
  



  
    		2021-11-02 05:38:53.384985
    		-2.6 ms
  



  
    		2021-11-02 06:38:56.239732
    		1.7 ms
  



  
    		2021-11-02 07:38:57.976855
    		3.2 ms
  



  
    		2021-11-02 08:39:00.318735
    		1.2 ms
  



  
    		2021-11-02 09:39:02.342077
    		1.0 ms
  



  
    		2021-11-02 10:39:04.521764
    		2.7 ms
  



  
    		2021-11-02 11:39:06.206212
    		-0.4 ms
  



  
    		2021-11-02 12:39:08.185665
    		1.0 ms
  



  
    		2021-11-02 13:39:10.79315
    		2.7 ms
  



  
    		2021-11-02 14:39:13.610729
    		-0.3 ms
  



  
    		2021-11-02 15:39:15.388419
    		1.0 ms
  



  
    		2021-11-02 16:39:17.47593
    		0.0 ms
  



  
    		2021-11-02 17:39:19.323433
    		0.4 ms
  



  
    		2021-11-02 18:39:21.635754
    		-1.2 ms
  



  
    		2021-11-02 19:39:23.271254
    		-0.6 ms
  



  
    		2021-11-02 20:39:24.85888
    		-1.1 ms
  



  
    		2021-11-02 21:39:27.583888
    		-0.1 ms
  



  
    		2021-11-02 22:39:29.102461
    		0.1 ms
  



  
    		2021-11-02 23:39:31.274643
    		2.1 ms
  



  
    		2021-11-03 00:39:32.978805
    		2.1 ms
  



  
    		2021-11-03 01:39:35.980619
    		1.2 ms
  



  
    		2021-11-03 02:39:39.484559
    		-1.2 ms
  



  
    		2021-11-03 03:39:41.418745
    		0.7 ms
  



  
    		2021-11-03 04:39:43.316198
    		-1.4 ms
  



  
    		2021-11-03 05:39:45.141983
    		-0.8 ms
  



  
    		2021-11-03 06:39:47.998071
    		-0.4 ms
  



  
    		2021-11-03 07:39:49.716082
    		1.0 ms
  



  
    		2021-11-03 08:39:51.509834
    		-2.1 ms
  



  
    		2021-11-03 09:39:53.457043
    		0.4 ms
  



  
    		2021-11-03 10:39:55.399396
    		1.1 ms
  



  
    		2021-11-03 11:39:57.834993
    		1.6 ms
  



  
    		2021-11-03 12:40:02.692482
    		1.8 ms
  



  
    		2021-11-03 13:40:05.038253
    		0.7 ms
  



  
    		2021-11-03 14:40:07.318232
    		-2.4 ms
  



  
    		2021-11-03 15:40:09.210436
    		2.0 ms
  



  
    		2021-11-03 16:40:11.304602
    		-0.9 ms
  



  
    		2021-11-03 17:40:13.821157
    		2.0 ms
  



  
    		2021-11-03 18:40:15.500561
    		0.4 ms
  



  
    		2021-11-03 19:40:18.564854
    		-0.8 ms
  



  
    		2021-11-03 20:40:20.189862
    		-1.1 ms
  



  
    		2021-11-03 21:40:23.337034
    		1.5 ms
  



  
    		2021-11-03 22:40:26.233359
    		1.8 ms
  



  
    		2021-11-03 23:40:27.801581
    		0.2 ms
  



  
    		2021-11-04 00:40:30.669004
    		0.1 ms
  



  
    		2021-11-04 01:40:33.852285
    		2.3 ms
  



  
    		2021-11-04 02:40:35.423655
    		1.1 ms
  



  
    		2021-11-04 03:40:38.038569
    		0.4 ms
  



  
    		2021-11-04 04:40:39.675677
    		2.7 ms
  



  
    		2021-11-04 05:40:41.734577
    		0.8 ms
  



  
    		2021-11-04 06:40:44.068244
    		1.6 ms
  



  
    		2021-11-04 07:40:45.85819
    		3.0 ms
  



  
    		2021-11-04 08:40:49.076774
    		3.2 ms
  



  
    		2021-11-04 09:40:51.414443
    		2.8 ms
  



  
    		2021-11-04 10:40:53.913288
    		0.2 ms
  



  
    		2021-11-04 11:40:55.763554
    		1.3 ms
  



  
    		2021-11-04 12:40:57.341054
    		0.8 ms
  



  
    		2021-11-04 13:40:59.096914
    		1.3 ms
  



  
    		2021-11-04 14:41:01.533924
    		1.1 ms
  



  
    		2021-11-04 15:41:04.026912
    		0.7 ms
  



  
    		2021-11-04 16:41:05.723052
    		1.4 ms
  



  
    		2021-11-04 17:41:07.350702
    		0.3 ms
  



  
    		2021-11-04 18:41:09.570723
    		0.1 ms
  



  
    		2021-11-04 19:41:12.793651
    		-0.7 ms
  



  
    		2021-11-04 20:41:15.045077
    		1.8 ms
  



  
    		2021-11-04 21:41:17.236923
    		2.4 ms
  



  
    		2021-11-04 22:41:19.939703
    		-0.7 ms
  



  
    		2021-11-04 23:41:21.838763
    		-1.0 ms
  



  
    		2021-11-05 00:41:24.765954
    		-1.6 ms
  



  
    		2021-11-05 01:41:26.511387
    		2.0 ms
  



  
    		2021-11-05 02:41:28.721664
    		-0.7 ms
  



  
    		2021-11-05 03:41:30.302849
    		2.3 ms
  



  
    		2021-11-05 04:41:32.196212
    		1.0 ms
  



  
    		2021-11-05 05:41:33.938519
    		3.1 ms
  



  
    		2021-11-05 06:41:35.787793
    		2.6 ms
  



  
    		2021-11-05 07:41:37.624217
    		-1.5 ms
  



  
    		2021-11-05 08:41:39.372817
    		-0.5 ms
  



  
    		2021-11-05 09:41:40.983546
    		-0.2 ms
  



  
    		2021-11-05 10:41:42.895698
    		3.5 ms
  



  
    		2021-11-05 11:41:44.808806
    		3.9 ms
  



  
    		2021-11-05 12:41:47.203606
    		4.0 ms
  



  
    		2021-11-05 13:41:49.315143
    		0.7 ms
  



  
    		2021-11-05 14:41:51.399944
    		-0.7 ms
  



  
    		2021-11-05 15:41:54.202523
    		2.5 ms
  



  
    		2021-11-05 16:41:56.494284
    		2.4 ms
  



  
    		2021-11-05 17:41:58.355086
    		2.1 ms
  



  
    		2021-11-05 18:42:00.795493
    		-0.2 ms
  



  
    		2021-11-05 19:42:03.168297
    		1.3 ms
  



  
    		2021-11-05 20:42:05.39773
    		-0.8 ms
  



  
    		2021-11-05 21:42:07.008607
    		0.9 ms
  



  
    		2021-11-05 22:42:08.602653
    		-0.5 ms
  



  
    		2021-11-05 23:42:10.40414
    		-1.5 ms
  



  
    		2021-11-06 00:42:12.055505
    		-0.3 ms
  



  
    		2021-11-06 01:42:14.751197
    		-1.0 ms
  



  
    		2021-11-06 02:42:16.589346
    		2.0 ms
  



  
    		2021-11-06 03:42:19.174174
    		1.4 ms
  



  
    		2021-11-06 04:42:20.98099
    		0.9 ms
  



  
    		2021-11-06 05:42:23.887538
    		-0.4 ms
  



  
    		2021-11-06 06:42:25.733409
    		0.0 ms
  



  
    		2021-11-06 07:42:29.480803
    		1.3 ms
  



  
    		2021-11-06 08:42:31.648125
    		2.1 ms
  



  
    		2021-11-06 09:42:33.269433
    		3.4 ms
  



  
    		2021-11-06 10:42:35.279851
    		0.6 ms
  



  
    		2021-11-06 11:42:37.441858
    		3.6 ms
  



  
    		2021-11-06 12:42:39.269579
    		3.3 ms
  



  
    		2021-11-06 13:42:40.926056
    		0.4 ms
  



  
    		2021-11-06 14:42:42.972909
    		1.4 ms
  



  
    		2021-11-06 15:42:44.691874
    		0.5 ms
  



  
    		2021-11-06 16:42:46.33261
    		1.4 ms
  



  
    		2021-11-06 17:42:49.510335
    		0.2 ms
  



  
    		2021-11-06 18:42:51.193479
    		1.5 ms
  



  
    		2021-11-06 19:42:53.419933
    		-0.7 ms
  



  
    		2021-11-06 20:42:55.104413
    		-0.2 ms
  



  
    		2021-11-06 21:42:57.6884
    		1.6 ms
  



  
    		2021-11-06 22:43:00.935014
    		-0.3 ms
  



  
    		2021-11-06 23:43:04.321035
    		-0.1 ms
  



  
    		2021-11-07 00:43:07.288418
    		-1.8 ms
  



  
    		2021-11-07 01:43:08.938045
    		-0.6 ms
  



  
    		2021-11-07 02:43:11.207451
    		-0.8 ms
  



  
    		2021-11-07 03:43:14.659918
    		0.0 ms
  



  
    		2021-11-07 04:43:16.401882
    		1.0 ms
  



  
    		2021-11-07 05:43:18.440965
    		0.7 ms
  



  
    		2021-11-07 06:43:20.397798
    		0.3 ms
  



  
    		2021-11-07 07:43:23.301525
    		0.4 ms
  



  
    		2021-11-07 08:43:25.529821
    		0.2 ms
  



  
    		2021-11-07 09:43:27.562625
    		1.5 ms
  



  
    		2021-11-07 10:43:29.153842
    		-1.0 ms
  



  
    		2021-11-07 11:43:31.426921
    		1.3 ms
  



  
    		2021-11-07 12:43:34.299257
    		-0.9 ms
  



  
    		2021-11-07 13:43:36.305554
    		1.8 ms
  



  
    		2021-11-07 14:43:38.453045
    		-2.4 ms
  



  
    		2021-11-07 15:43:40.85911
    		-1.6 ms
  



  
    		2021-11-07 16:43:42.438478
    		-1.8 ms
  



  
    		2021-11-07 17:43:44.545175
    		1.8 ms
  



  
    		2021-11-07 18:43:46.159874
    		0.0 ms
  



  
    		2021-11-07 19:43:47.747068
    		1.2 ms
  



  
    		2021-11-07 20:43:50.233258
    		3.8 ms
  



  
    		2021-11-07 21:43:52.7149
    		0.0 ms
  



  
    		2021-11-07 22:43:54.791648
    		3.8 ms
  



  
    		2021-11-07 23:43:56.365302
    		2.7 ms
  



  
    		2021-11-08 00:43:58.395582
    		1.8 ms
  



  
    		2021-11-08 01:44:00.229014
    		2.0 ms
  



  
    		2021-11-08 02:44:01.768206
    		-1.0 ms
  



  
    		2021-11-08 03:44:03.520573
    		-1.9 ms
  



  
    		2021-11-08 04:44:07.049934
    		-1.0 ms
  



  
    		2021-11-08 05:44:10.419615
    		-0.3 ms
  



  
    		2021-11-08 06:44:12.042262
    		2.5 ms
  



  
    		2021-11-08 07:44:14.584187
    		2.0 ms
  



  
    		2021-11-08 08:44:16.445852
    		1.4 ms
  



  
    		2021-11-08 09:44:18.28032
    		0.2 ms
  



  
    		2021-11-08 10:44:20.080053
    		2.5 ms
  



  
    		2021-11-08 11:44:22.426807
    		1.9 ms
  



  
    		2021-11-08 12:44:24.001104
    		0.5 ms
  



  
    		2021-11-08 13:44:26.510881
    		0.7 ms
  



  
    		2021-11-08 14:44:29.47654
    		2.7 ms
  



  
    		2021-11-08 15:44:31.137371
    		-0.2 ms
  



  
    		2021-11-08 16:44:34.422522
    		0.5 ms
  



  
    		2021-11-08 17:44:36.218216
    		0.7 ms
  



  
    		2021-11-08 18:44:37.86924
    		-1.0 ms
  



  
    		2021-11-08 19:44:39.306791
    		1.8 ms
  



  
    		2021-11-08 20:44:41.200775
    		3.2 ms
  



  
    		2021-11-08 21:44:43.198443
    		0.6 ms
  



  
    		2021-11-08 22:44:45.137983
    		-0.7 ms
  



  
    		2021-11-08 23:44:47.736497
    		-0.2 ms
  



  
    		2021-11-09 00:44:49.271125
    		1.4 ms
  



  
    		2021-11-09 01:44:50.839866
    		-0.5 ms
  



  
    		2021-11-09 02:44:53.473803
    		1.4 ms
  



  
    		2021-11-09 03:44:55.286836
    		2.6 ms
  



  
    		2021-11-09 04:44:57.088049
    		3.0 ms
  



  
    		2021-11-09 05:44:58.936106
    		-0.5 ms
  



  
    		2021-11-09 06:45:00.739884
    		-1.3 ms
  



  
    		2021-11-09 07:45:03.07115
    		-1.9 ms
  



  
    		2021-11-09 08:45:05.430173
    		1.6 ms
  



  
    		2021-11-09 09:45:08.388501
    		-0.2 ms
  



  
    		2021-11-09 10:45:10.813007
    		2.0 ms
  



  
    		2021-11-09 11:45:12.855004
    		-3.5 ms
  



  
    		2021-11-09 12:45:15.435113
    		-0.2 ms
  



  
    		2021-11-09 13:45:18.032843
    		0.0 ms
  



  
    		2021-11-09 14:45:19.775992
    		-3.1 ms
  



  
    		2021-11-09 15:45:23.177697
    		1.1 ms
  



  
    		2021-11-09 16:45:25.144171
    		0.3 ms
  



  
    		2021-11-09 17:45:26.764699
    		-1.0 ms
  



  
    		2021-11-09 18:45:28.784631
    		2.3 ms
  



  
    		2021-11-09 19:45:30.501898
    		2.7 ms
  



  
    		2021-11-09 20:45:32.175802
    		1.4 ms
  



  
    		2021-11-09 21:45:34.749911
    		-1.9 ms
  



  
    		2021-11-09 22:45:36.339348
    		0.8 ms
  



  
    		2021-11-09 23:45:38.374783
    		2.5 ms
  



  
    		2021-11-10 00:45:40.62004
    		1.8 ms
  



  
    		2021-11-10 01:45:42.406726
    		1.6 ms
  



  
    		2021-11-10 02:45:45.735971
    		1.7 ms
  



  
    		2021-11-10 03:45:49.158699
    		-0.3 ms
  



  
    		2021-11-10 04:45:50.767246
    		1.0 ms
  



  
    		2021-11-10 05:45:52.338224
    		2.6 ms
  



  
    		2021-11-10 06:45:54.191154
    		3.4 ms
  



  
    		2021-11-10 07:45:56.519368
    		1.8 ms
  



  
    		2021-11-10 08:45:58.620553
    		2.8 ms
  



  
    		2021-11-10 09:46:00.280764
    		1.7 ms
  



  
    		2021-11-10 10:46:02.996433
    		-1.0 ms
  



  
    		2021-11-10 11:46:05.065572
    		0.4 ms
  



  
    		2021-11-10 12:46:07.876941
    		1.8 ms
  



  
    		2021-11-10 13:46:09.876594
    		0.1 ms
  



  
    		2021-11-10 14:46:11.938138
    		-0.7 ms
  



  
    		2021-11-10 15:46:13.763536
    		-0.5 ms
  



  
    		2021-11-10 16:46:16.293117
    		-2.0 ms
  



  
    		2021-11-10 17:46:17.83549
    		0.5 ms
  



  
    		2021-11-10 18:46:19.770801
    		-1.7 ms
  



  
    		2021-11-10 19:46:21.332431
    		-1.8 ms
  



  
    		2021-11-10 20:46:23.812961
    		-1.2 ms
  



  
    		2021-11-10 21:46:25.722925
    		2.0 ms
  



  
    		2021-11-10 22:46:28.108973
    		1.4 ms
  



  
    		2021-11-10 23:46:29.82713
    		-0.6 ms
  



  
    		2021-11-11 00:46:32.491963
    		-3.4 ms
  



  
    		2021-11-11 01:46:34.541982
    		-2.8 ms
  



  
    		2021-11-11 02:46:36.040707
    		-2.8 ms
  



  
    		2021-11-11 03:46:38.803857
    		-4.5 ms
  



  
    		2021-11-11 04:46:41.769669
    		-1.0 ms
  



  
    		2021-11-11 05:46:43.674473
    		-0.9 ms
  



  
    		2021-11-11 06:46:45.576671
    		3.5 ms
  



  
    		2021-11-11 07:46:49.101341
    		0.9 ms
  



  
    		2021-11-11 08:46:51.549411
    		3.2 ms
  



  
    		2021-11-11 09:46:53.587579
    		2.2 ms
  



  
    		2021-11-11 10:46:55.526803
    		3.3 ms
  



  
    		2021-11-11 11:46:58.488009
    		2.1 ms
  



  
    		2021-11-11 12:47:00.269608
    		1.9 ms
  



  
    		2021-11-11 13:47:03.220016
    		1.5 ms
  



  
    		2021-11-11 14:47:05.817262
    		-2.2 ms
  



  
    		2021-11-11 15:47:07.348413
    		0.8 ms
  



  
    		2021-11-11 16:47:10.540162
    		-1.4 ms
  



  
    		2021-11-11 17:47:12.067079
    		1.4 ms
  



  
    		2021-11-11 18:47:13.523123
    		-0.2 ms
  



  
    		2021-11-11 19:47:15.037053
    		2.5 ms
  



  
    		2021-11-11 20:47:16.983833
    		-1.4 ms
  



  
    		2021-11-11 21:47:19.890156
    		-0.6 ms
  



  
    		2021-11-11 22:47:21.756453
    		-0.3 ms
  



  
    		2021-11-11 23:47:23.455462
    		0.1 ms
  



  
    		2021-11-12 00:47:25.408934
    		2.8 ms
  



  
    		2021-11-12 01:47:27.073308
    		1.8 ms
  



  
    		2021-11-12 02:47:29.883214
    		2.8 ms
  



  
    		2021-11-12 03:47:32.126934
    		0.4 ms
  



  
    		2021-11-12 04:47:33.710263
    		1.4 ms
  



  
    		2021-11-12 05:47:36.619624
    		-0.8 ms
  



  
    		2021-11-12 06:47:38.524252
    		0.8 ms
  



  
    		2021-11-12 07:47:40.576471
    		0.4 ms
  



  
    		2021-11-12 08:47:42.340388
    		1.3 ms
  



  
    		2021-11-12 09:47:45.105922
    		-1.3 ms
  



  
    		2021-11-12 10:47:47.376016
    		1.6 ms
  



  
    		2021-11-12 11:47:49.883991
    		2.0 ms
  



  
    		2021-11-12 12:47:52.558616
    		2.2 ms
  



  
    		2021-11-12 13:47:55.09251
    		-0.1 ms
  



  
    		2021-11-12 14:47:56.973616
    		3.3 ms
  



  
    		2021-11-12 15:47:58.366642
    		1.6 ms
  



  
    		2021-11-12 16:48:00.861262
    		2.5 ms
  



  
    		2021-11-12 17:48:02.399647
    		-0.4 ms
  



  
    		2021-11-12 18:48:04.419186
    		1.2 ms
  



  
    		2021-11-12 19:48:07.14774
    		0.7 ms
  



  
    		2021-11-12 20:48:08.700752
    		0.0 ms
  



  
    		2021-11-12 21:48:10.531132
    		-0.5 ms
  



  
    		2021-11-12 22:48:14.16334
    		-1.0 ms
  



  
    		2021-11-12 23:48:16.595463
    		0.8 ms
  



  
    		2021-11-13 00:48:19.404539
    		1.8 ms
  



  
    		2021-11-13 01:48:20.777609
    		0.1 ms
  



  
    		2021-11-13 02:48:23.355096
    		-4.3 ms
  



  
    		2021-11-13 03:48:25.332409
    		-4.1 ms
  



  
    		2021-11-13 04:48:27.199078
    		-1.1 ms
  



  
    		2021-11-13 05:48:30.009325
    		0.8 ms
  



  
    		2021-11-13 06:48:32.798431
    		0.3 ms
  



  
    		2021-11-13 07:48:34.886157
    		2.2 ms
  



  
    		2021-11-13 08:48:36.69371
    		1.6 ms
  



  
    		2021-11-13 09:48:38.453644
    		3.0 ms
  



  
    		2021-11-13 10:48:40.207123
    		1.1 ms
  



  
    		2021-11-13 11:48:42.164479
    		0.6 ms
  



  
    		2021-11-13 12:48:44.465696
    		0.9 ms
  



  
    		2021-11-13 13:48:46.603693
    		-0.1 ms
  



  
    		2021-11-13 14:48:48.814517
    		-0.5 ms
  



  
    		2021-11-13 15:48:50.851962
    		2.9 ms
  



  
    		2021-11-13 16:48:52.424359
    		2.0 ms
  



  
    		2021-11-13 17:48:54.223007
    		-0.6 ms
  



  
    		2021-11-13 18:48:55.838225
    		0.0 ms
  



  
    		2021-11-13 19:48:58.615781
    		0.5 ms
  



  
    		2021-11-13 20:49:00.717671
    		-0.3 ms
  



  
    		2021-11-13 21:49:03.209527
    		1.9 ms
  



  
    		2021-11-13 22:49:05.56641
    		-0.5 ms
  



  
    		2021-11-13 23:49:07.575719
    		-0.3 ms
  



  
    		2021-11-14 00:49:10.464943
    		0.1 ms
  



  
    		2021-11-14 01:49:12.253732
    		1.8 ms
  



  
    		2021-11-14 02:49:14.297071
    		1.2 ms
  



  
    		2021-11-14 03:49:16.132915
    		0.7 ms
  



  
    		2021-11-14 04:49:18.596988
    		0.3 ms
  



  
    		2021-11-14 05:49:20.840769
    		2.1 ms
  



  
    		2021-11-14 06:49:22.443051
    		2.6 ms
  



  
    		2021-11-14 07:49:24.049592
    		0.1 ms
  



  
    		2021-11-14 08:49:25.777705
    		-1.7 ms
  



  
    		2021-11-14 09:49:27.994225
    		1.7 ms
  



  
    		2021-11-14 10:49:30.177593
    		0.4 ms
  



  
    		2021-11-14 11:49:32.141757
    		2.7 ms
  



  
    		2021-11-14 12:49:35.453148
    		2.0 ms
  



  
    		2021-11-14 13:49:38.147179
    		0.6 ms
  



  
    		2021-11-14 14:49:39.808633
    		2.5 ms
  



  
    		2021-11-14 15:49:41.422578
    		0.9 ms
  



  
    		2021-11-14 16:49:42.984827
    		0.0 ms
  



  
    		2021-11-14 17:49:45.11426
    		0.1 ms
  



  
    		2021-11-14 18:49:47.367431
    		0.4 ms
  



  
    		2021-11-14 19:49:49.10795
    		-0.6 ms
  



  
    		2021-11-14 20:49:50.517344
    		1.2 ms
  



  
    		2021-11-14 21:49:52.508578
    		-0.1 ms
  



  
    		2021-11-14 22:49:56.26136
    		0.7 ms
  



  
    		2021-11-14 23:49:58.82913
    		0.2 ms
  



  
    		2021-11-15 00:50:00.883933
    		-0.1 ms
  



  
    		2021-11-15 01:50:02.976238
    		1.3 ms
  



  
    		2021-11-15 02:50:05.169832
    		1.3 ms
  



  
    		2021-11-15 03:50:07.577878
    		-0.1 ms
  



  
    		2021-11-15 04:50:09.69721
    		2.7 ms
  



  
    		2021-11-15 05:50:12.770868
    		1.7 ms
  



  
    		2021-11-15 06:50:14.773565
    		-0.2 ms
  



  
    		2021-11-15 07:50:16.383282
    		-0.5 ms
  



  
    		2021-11-15 08:50:19.947632
    		1.6 ms
  



  
    		2021-11-15 09:50:21.779242
    		-0.7 ms
  



  
    		2021-11-15 10:50:24.281274
    		0.8 ms
  



  
    		2021-11-15 11:50:27.173
    		-0.9 ms
  



  
    		2021-11-15 12:50:28.636056
    		-0.7 ms
  



  
    		2021-11-15 13:50:31.202497
    		0.2 ms
  



  
    		2021-11-15 14:50:33.348176
    		1.2 ms
  



  
    		2021-11-15 15:50:35.415535
    		-1.3 ms
  



  
    		2021-11-15 16:50:37.324732
    		0.7 ms
  



  
    		2021-11-15 17:50:38.92611
    		-2.1 ms
  



  
    		2021-11-15 18:50:40.349353
    		-1.5 ms
  



  
    		2021-11-15 19:50:42.713637
    		-1.6 ms
  



  
    		2021-11-15 20:50:45.314546
    		2.0 ms
  



  
    		2021-11-15 21:50:47.406735
    		1.2 ms
  



  
    		2021-11-15 22:50:48.828344
    		1.9 ms
  



  
    		2021-11-15 23:50:50.775759
    		2.5 ms
  



  
    		2021-11-16 00:50:52.526886
    		1.0 ms
  



  
    		2021-11-16 01:50:54.363819
    		3.2 ms
  



  
    		2021-11-16 02:50:56.93264
    		-0.6 ms
  



  
    		2021-11-16 03:50:58.467249
    		2.7 ms
  



  
    		2021-11-16 04:50:59.982199
    		-0.5 ms
  



  
    		2021-11-16 05:51:02.301929
    		-0.3 ms
  



  
    		2021-11-16 06:51:04.004323
    		2.7 ms
  



  
    		2021-11-16 07:51:06.440698
    		2.3 ms
  



  
    		2021-11-16 08:51:08.718112
    		-0.8 ms
  



  
    		2021-11-16 09:51:11.526855
    		-1.8 ms
  



  
    		2021-11-16 10:51:13.550904
    		-1.0 ms
  



  
    		2021-11-16 11:51:15.530575
    		-2.0 ms
  



  
    		2021-11-16 12:51:17.776705
    		1.5 ms
  



  
    		2021-11-16 13:51:19.496902
    		1.4 ms
  



  
    		2021-11-16 14:51:21.671396
    		2.3 ms
  



  
    		2021-11-16 15:51:23.761056
    		0.1 ms
  



  
    		2021-11-16 16:51:25.369976
    		-0.6 ms
  



  
    		2021-11-16 17:51:27.708573
    		0.7 ms
  



  
    		2021-11-16 18:51:29.178645
    		-1.6 ms
  



  
    		2021-11-16 19:51:31.013484
    		1.7 ms
  



  
    		2021-11-16 20:51:32.823112
    		1.7 ms
  



  
    		2021-11-16 21:51:34.978401
    		-0.8 ms
  



  
    		2021-11-16 22:51:36.593683
    		1.8 ms
  



  
    		2021-11-16 23:51:38.448484
    		-0.2 ms
  



  
    		2021-11-17 00:51:40.011733
    		-0.1 ms
  



  
    		2021-11-17 01:51:41.983985
    		1.1 ms
  



  
    		2021-11-17 02:51:43.624842
    		2.7 ms
  



  
    		2021-11-17 03:51:45.580067
    		0.7 ms
  



  
    		2021-11-17 04:51:48.294427
    		1.5 ms
  



  
    		2021-11-17 05:51:49.689614
    		-0.5 ms
  



  
    		2021-11-17 06:51:51.553683
    		0.5 ms
  



  
    		2021-11-17 07:51:53.130548
    		0.3 ms
  



  
    		2021-11-17 08:51:55.464597
    		0.3 ms
  



  
    		2021-11-17 09:51:57.613725
    		1.8 ms
  



  
    		2021-11-17 10:52:00.415513
    		3.0 ms
  



  
    		2021-11-17 11:52:02.838578
    		-0.8 ms
  



  
    		2021-11-17 12:52:05.673272
    		1.7 ms
  



  
    		2021-11-17 13:52:07.808276
    		1.3 ms
  



  
    		2021-11-17 14:52:09.701433
    		-2.6 ms
  



  
    		2021-11-17 15:52:11.764626
    		-1.3 ms
  



  
    		2021-11-17 16:52:13.361433
    		1.4 ms
  



  
    		2021-11-17 17:52:15.363926
    		0.0 ms
  



  
    		2021-11-17 18:52:17.558255
    		3.8 ms
  



  
    		2021-11-17 19:52:19.261273
    		-0.5 ms
  



  
    		2021-11-17 20:52:21.556915
    		0.2 ms
  



  
    		2021-11-17 21:52:23.900908
    		-0.2 ms
  



  
    		2021-11-17 22:52:25.416249
    		3.1 ms
  



  
    		2021-11-17 23:52:26.942095
    		0.9 ms
  



  
    		2021-11-18 00:52:30.007399
    		1.4 ms
  



  
    		2021-11-18 01:52:32.130653
    		2.5 ms
  



  
    		2021-11-18 02:52:34.576414
    		2.1 ms
  



  
    		2021-11-18 03:52:38.371531
    		3.7 ms
  



  
    		2021-11-18 04:52:40.791389
    		-0.7 ms
  



  
    		2021-11-18 05:52:43.197411
    		0.4 ms
  



  
    		2021-11-18 06:52:45.688297
    		-0.7 ms
  



  
    		2021-11-18 07:52:48.317351
    		1.2 ms
  



  
    		2021-11-18 08:52:49.954747
    		5.5 ms
  



  
    		2021-11-18 09:52:51.701591
    		2.8 ms
  



  
    		2021-11-18 10:52:55.585138
    		3.6 ms
  



  
    		2021-11-18 11:52:57.728805
    		-0.8 ms
  



  
    		2021-11-18 12:52:59.509554
    		0.7 ms
  



  
    		2021-11-18 13:53:01.535261
    		-0.8 ms
  



  
    		2021-11-18 14:53:03.19458
    		-7.9 ms
  



  
    		2021-11-18 15:53:04.827378
    		-2.9 ms
  



  
    		2021-11-18 16:53:07.789555
    		-1.9 ms
  



  
    		2021-11-18 17:53:09.603137
    		0.8 ms
  



  
    		2021-11-18 18:53:11.56133
    		-0.2 ms
  



  
    		2021-11-18 19:53:13.356812
    		3.4 ms
  



  
    		2021-11-18 20:53:14.771771
    		2.6 ms
  



  
    		2021-11-18 21:53:16.719766
    		0.0 ms
  



  
    		2021-11-18 22:53:18.657008
    		0.0 ms
  



  
    		2021-11-18 23:53:21.212933
    		-1.0 ms
  



  
    		2021-11-19 00:53:23.887913
    		1.9 ms
  



  
    		2021-11-19 01:53:26.336505
    		-1.1 ms
  



  
    		2021-11-19 02:53:27.894789
    		0.1 ms
  



  
    		2021-11-19 03:53:29.955439
    		0.0 ms
  



  
    		2021-11-19 04:53:31.968369
    		1.8 ms
  



  
    		2021-11-19 05:53:33.983652
    		-0.9 ms
  



  
    		2021-11-19 06:53:36.220367
    		-0.5 ms
  



  
    		2021-11-19 07:53:37.821246
    		-0.2 ms
  



  
    		2021-11-19 08:53:39.783934
    		3.3 ms
  



  
    		2021-11-19 09:53:41.812133
    		2.1 ms
  



  
    		2021-11-19 10:53:44.873617
    		2.8 ms
  



  
    		2021-11-19 11:53:46.931608
    		0.5 ms
  



  
    		2021-11-19 12:53:49.137318
    		-0.6 ms
  



  
    		2021-11-19 13:53:51.904985
    		1.3 ms
  



  
    		2021-11-19 14:53:53.572038
    		-0.9 ms
  



  
    		2021-11-19 15:53:55.318041
    		2.2 ms
  



  
    		2021-11-19 16:53:56.957828
    		1.3 ms
  



  
    		2021-11-19 17:53:58.71528
    		-0.2 ms
  



  
    		2021-11-19 18:54:00.708898
    		2.4 ms
  



  
    		2021-11-19 19:54:02.159447
    		-0.4 ms
  



  
    		2021-11-19 20:54:03.942084
    		0.1 ms
  



  
    		2021-11-19 21:54:06.451451
    		-0.2 ms
  



  
    		2021-11-19 22:54:08.31643
    		2.8 ms
  



  
    		2021-11-19 23:54:10.410932
    		3.1 ms
  



  
    		2021-11-20 00:54:13.990581
    		-0.4 ms
  



  
    		2021-11-20 01:54:15.977816
    		1.1 ms
  



  
    		2021-11-20 02:54:18.367656
    		2.4 ms
  



  
    		2021-11-20 03:54:20.070009
    		2.0 ms
  



  
    		2021-11-20 04:54:22.146739
    		1.8 ms
  



  
    		2021-11-20 05:54:25.150838
    		1.2 ms
  



  
    		2021-11-20 06:54:27.088553
    		0.4 ms
  



  
    		2021-11-20 07:54:29.651131
    		-1.3 ms
  



  
    		2021-11-20 08:54:31.630962
    		0.0 ms
  



  
    		2021-11-20 09:54:34.303361
    		3.8 ms
  



  
    		2021-11-20 10:54:37.359856
    		0.2 ms
  



  
    		2021-11-20 11:54:39.597489
    		-0.2 ms
  



  
    		2021-11-20 12:54:41.151713
    		2.7 ms
  



  
    		2021-11-20 13:54:43.695911
    		0.8 ms
  



  
    		2021-11-20 14:54:45.733936
    		2.5 ms
  



  
    		2021-11-20 15:54:47.371754
    		0.0 ms
  



  
    		2021-11-20 16:54:49.219758
    		0.4 ms
  



  
    		2021-11-20 17:54:50.74036
    		1.7 ms
  



  
    		2021-11-20 18:54:52.370825
    		0.0 ms
  



  
    		2021-11-20 19:54:54.107375
    		0.3 ms
  



  
    		2021-11-20 20:54:56.456573
    		-0.5 ms
  



  
    		2021-11-20 21:54:57.970383
    		1.4 ms
  



  
    		2021-11-20 22:54:59.590604
    		-1.0 ms
  



  
    		2021-11-20 23:55:01.719987
    		-0.8 ms
  



  
    		2021-11-21 00:55:03.332176
    		-1.1 ms
  



  
    		2021-11-21 01:55:05.532151
    		1.1 ms
  



  
    		2021-11-21 02:55:07.676532
    		0.8 ms
  



  
    		2021-11-21 03:55:09.436746
    		0.9 ms
  



  
    		2021-11-21 04:55:11.158602
    		0.9 ms
  



  
    		2021-11-21 05:55:13.250036
    		-0.8 ms
  



  
    		2021-11-21 06:55:16.339568
    		-0.9 ms
  



  
    		2021-11-21 07:55:19.652009
    		2.0 ms
  



  
    		2021-11-21 08:55:21.928709
    		0.0 ms
  



  
    		2021-11-21 09:55:23.752272
    		0.1 ms
  



  
    		2021-11-21 10:55:26.01851
    		1.1 ms
  



  
    		2021-11-21 11:55:28.055359
    		1.9 ms
  



  
    		2021-11-21 12:55:30.452318
    		2.2 ms
  



  
    		2021-11-21 13:55:32.467216
    		1.5 ms
  



  
    		2021-11-21 14:55:34.549216
    		3.0 ms
  



  
    		2021-11-21 15:55:36.269678
    		0.7 ms
  



  
    		2021-11-21 16:55:38.771962
    		1.6 ms
  



  
    		2021-11-21 17:55:40.343186
    		1.9 ms
  



  
    		2021-11-21 18:55:42.103247
    		0.3 ms
  



  
    		2021-11-21 19:55:43.894762
    		-0.7 ms
  



  
    		2021-11-21 20:55:45.711349
    		-1.1 ms
  



  
    		2021-11-21 21:55:47.296354
    		-0.2 ms
  



  
    		2021-11-21 22:55:49.657564
    		0.7 ms
  



  
    		2021-11-21 23:55:52.804308
    		1.3 ms
  



  
    		2021-11-22 00:55:54.513111
    		0.1 ms
  



  
    		2021-11-22 01:55:56.583136
    		0.2 ms
  



  
    		2021-11-22 02:55:58.434967
    		2.0 ms
  



  
    		2021-11-22 03:56:01.596639
    		0.2 ms
  



  
    		2021-11-22 04:56:03.216909
    		2.1 ms
  



  
    		2021-11-22 05:56:04.698051
    		2.0 ms
  



  
    		2021-11-22 06:56:07.347535
    		-0.6 ms
  



  
    		2021-11-22 07:56:09.392816
    		-0.7 ms
  



  
    		2021-11-22 08:56:11.836076
    		-0.4 ms
  



  
    		2021-11-22 09:56:14.365871
    		0.9 ms
  



  
    		2021-11-22 10:56:17.112528
    		1.3 ms
  



  
    		2021-11-22 11:56:20.719399
    		-0.3 ms
  



  
    		2021-11-22 12:56:23.122968
    		3.3 ms
  



  
    		2021-11-22 13:56:25.876175
    		0.6 ms
  



  
    		2021-11-22 14:56:27.547873
    		3.1 ms
  



  
    		2021-11-22 15:56:29.089343
    		1.4 ms
  



  
    		2021-11-22 16:56:31.404066
    		1.2 ms
  



  
    		2021-11-22 17:56:33.095642
    		0.7 ms
  



  
    		2021-11-22 18:56:34.949421
    		2.7 ms
  



  
    		2021-11-22 19:56:36.324706
    		1.5 ms
  



  
    		2021-11-22 20:56:38.130929
    		2.3 ms
  



  
    		2021-11-22 21:56:39.748559
    		1.1 ms
  



  
    		2021-11-22 22:56:41.76009
    		1.4 ms
  



  
    		2021-11-22 23:56:44.459115
    		0.1 ms
  



  
    		2021-11-23 00:56:46.878167
    		0.2 ms
  



  
    		2021-11-23 01:56:49.160947
    		-0.2 ms
  



  
    		2021-11-23 02:56:51.253462
    		-0.2 ms
  



  
    		2021-11-23 03:56:53.004804
    		-0.7 ms
  



  
    		2021-11-23 04:56:54.808515
    		-0.3 ms
  



  
    		2021-11-23 05:56:56.435466
    		2.4 ms
  



  
    		2021-11-23 06:56:58.323389
    		-2.3 ms
  



  
    		2021-11-23 07:57:01.94303
    		1.0 ms
  



  
    		2021-11-23 08:57:03.703151
    		-0.1 ms
  



  
    		2021-11-23 09:57:05.490675
    		-1.8 ms
  



  
    		2021-11-23 10:57:07.788582
    		0.3 ms
  



  
    		2021-11-23 11:57:09.632662
    		-1.2 ms
  



  
    		2021-11-23 12:57:11.529051
    		0.0 ms
  



  
    		2021-11-23 13:57:13.585861
    		-0.3 ms
  



  
    		2021-11-23 14:57:15.195407
    		-0.6 ms
  



  
    		2021-11-23 15:57:16.845611
    		-2.3 ms
  



  
    		2021-11-23 16:57:18.699152
    		1.7 ms
  



  
    		2021-11-23 17:57:20.411262
    		2.1 ms
  



  
    		2021-11-23 18:57:22.393804
    		1.8 ms
  



  
    		2021-11-23 19:57:23.962257
    		2.4 ms
  



  
    		2021-11-23 20:57:26.138045
    		0.4 ms
  



  
    		2021-11-23 21:57:28.493804
    		-0.9 ms
  



  
    		2021-11-23 22:57:30.234678
    		-0.2 ms
  



  
    		2021-11-23 23:57:33.201391
    		-1.7 ms
  



  
    		2021-11-24 00:57:35.630424
    		-0.8 ms
  



  
    		2021-11-24 01:57:37.6763
    		1.4 ms
  



  
    		2021-11-24 02:57:39.83702
    		1.0 ms
  



  
    		2021-11-24 03:57:42.36604
    		0.0 ms
  



  
    		2021-11-24 04:57:44.371202
    		3.2 ms
  



  
    		2021-11-24 05:57:46.032499
    		1.1 ms
  



  
    		2021-11-24 06:57:48.121741
    		0.7 ms
  



  
    		2021-11-24 07:57:50.871676
    		0.2 ms
  



  
    		2021-11-24 08:57:52.548851
    		0.7 ms
  



  
    		2021-11-24 09:57:54.285363
    		0.3 ms
  



  
    		2021-11-24 10:57:56.563439
    		1.3 ms
  



  
    		2021-11-24 11:57:58.470602
    		-0.6 ms
  



  
    		2021-11-24 12:58:01.563763
    		0.1 ms
  



  
    		2021-11-24 13:58:04.807712
    		-0.5 ms
  



  
    		2021-11-24 14:58:06.900079
    		0.1 ms
  



  
    		2021-11-24 15:58:10.916769
    		0.6 ms
  



  
    		2021-11-24 16:58:12.814298
    		-0.7 ms
  



  
    		2021-11-24 17:58:14.467142
    		1.1 ms
  



  
    		2021-11-24 18:58:16.597969
    		0.1 ms
  



  
    		2021-11-24 19:58:18.252671
    		-1.3 ms
  



  
    		2021-11-24 20:58:20.002683
    		-0.7 ms
  



  
    		2021-11-24 21:58:21.496065
    		-1.0 ms
  



  
    		2021-11-24 22:58:23.356612
    		-0.9 ms
  



  
    		2021-11-24 23:58:26.263936
    		1.7 ms
  



  
    		2021-11-25 00:58:28.061835
    		1.1 ms
  



  
    		2021-11-25 01:58:30.541858
    		0.9 ms
  



  
    		2021-11-25 02:58:31.915022
    		-0.1 ms
  



  
    		2021-11-25 03:58:33.981046
    		1.6 ms
  



  
    		2021-11-25 04:58:35.994742
    		1.4 ms
  



  
    		2021-11-25 05:58:38.168448
    		1.9 ms
  



  
    		2021-11-25 06:58:39.841093
    		-1.1 ms
  



  
    		2021-11-25 07:58:41.779731
    		-0.4 ms
  



  
    		2021-11-25 08:58:43.661346
    		1.6 ms
  



  
    		2021-11-25 09:58:45.200331
    		1.7 ms
  



  
    		2021-11-25 10:58:47.205907
    		3.1 ms
  



  
    		2021-11-25 11:58:48.942932
    		0.6 ms
  



  
    		2021-11-25 12:58:52.105054
    		1.4 ms
  



  
    		2021-11-25 13:58:54.769574
    		0.2 ms
  



  
    		2021-11-25 14:58:56.377759
    		-0.6 ms
  



  
    		2021-11-25 15:58:58.109198
    		3.1 ms
  



  
    		2021-11-25 16:59:01.014714
    		0.3 ms
  



  
    		2021-11-25 17:59:02.796403
    		-0.4 ms
  



  
    		2021-11-25 18:59:04.605139
    		0.6 ms
  



  
    		2021-11-25 19:59:06.414957
    		0.5 ms
  



  
    		2021-11-25 20:59:08.146182
    		0.6 ms
  



  
    		2021-11-25 21:59:09.746166
    		1.2 ms
  



  
    		2021-11-25 22:59:11.770019
    		2.6 ms
  



  
    		2021-11-25 23:59:13.940452
    		3.0 ms
  



  
    		2021-11-26 00:59:15.381859
    		1.6 ms
  



  
    		2021-11-26 01:59:17.167757
    		-0.2 ms
  



  
    		2021-11-26 02:59:19.231272
    		0.2 ms
  



  
    		2021-11-26 03:59:21.616532
    		2.2 ms
  



  
    		2021-11-26 04:59:23.609868
    		2.7 ms
  



  
    		2021-11-26 05:59:26.31692
    		0.8 ms
  



  
    		2021-11-26 06:59:29.33382
    		3.2 ms
  



  
    		2021-11-26 07:59:31.06198
    		-0.3 ms
  



  
    		2021-11-26 08:59:33.808552
    		2.2 ms
  



  
    		2021-11-26 09:59:35.593159
    		0.7 ms
  



  
    		2021-11-26 10:59:37.146252
    		-1.7 ms
  



  
    		2021-11-26 11:59:40.424738
    		-0.5 ms
  



  
    		2021-11-26 12:59:43.051591
    		3.2 ms
  



  
    		2021-11-26 13:59:45.010238
    		-1.3 ms
  



  
    		2021-11-26 14:59:48.402983
    		1.1 ms
  



  
    		2021-11-26 15:59:50.263734
    		-1.2 ms
  



  
    		2021-11-26 16:59:52.338421
    		0.6 ms
  



  
    		2021-11-26 17:59:54.35934
    		-1.4 ms
  



  
    		2021-11-26 18:59:56.80059
    		0.1 ms
  



  
    		2021-11-26 19:59:58.298984
    		1.6 ms
  



  
    		2021-11-26 21:00:01.379983
    		-1.2 ms
  



  
    		2021-11-26 22:00:03.890936
    		-0.5 ms
  



  
    		2021-11-26 23:00:05.445468
    		1.4 ms
  



  
    		2021-11-27 00:00:06.833304
    		0.5 ms
  



  
    		2021-11-27 01:00:08.842319
    		2.4 ms
  



  
    		2021-11-27 02:00:11.065312
    		1.5 ms
  



  
    		2021-11-27 03:00:13.20283
    		3.0 ms
  



  
    		2021-11-27 04:00:15.501945
    		-0.3 ms
  



  
    		2021-11-27 05:00:17.505458
    		1.1 ms
  



  
    		2021-11-27 06:00:19.914742
    		-1.3 ms
  



  
    		2021-11-27 07:00:21.503176
    		-0.4 ms
  



  
    		2021-11-27 08:00:23.474848
    		-1.8 ms
  



  
    		2021-11-27 09:00:26.394868
    		0.4 ms
  



  
    		2021-11-27 10:00:28.586792
    		0.2 ms
  



  
    		2021-11-27 11:00:30.533341
    		-0.5 ms
  



  
    		2021-11-27 12:00:32.822029
    		-0.8 ms
  



  
    		2021-11-27 13:00:35.721493
    		-0.8 ms
  



  
    		2021-11-27 14:00:37.664753
    		1.9 ms
  



  
    		2021-11-27 15:00:39.637021
    		-0.3 ms
  



  
    		2021-11-27 16:00:41.77269
    		1.0 ms
  



  
    		2021-11-27 17:00:43.336871
    		-1.5 ms
  



  
    		2021-11-27 18:00:45.320974
    		1.9 ms
  



  
    		2021-11-27 19:00:46.806663
    		0.2 ms
  



  
    		2021-11-27 20:00:48.575185
    		-0.3 ms
  



  
    		2021-11-27 21:00:50.226109
    		1.9 ms
  



  
    		2021-11-27 22:00:52.017889
    		1.4 ms
  



  
    		2021-11-27 23:00:54.755502
    		0.4 ms
  



  
    		2021-11-28 00:00:57.194052
    		1.3 ms
  



  
    		2021-11-28 01:00:58.970329
    		1.6 ms
  



  
    		2021-11-28 02:01:00.584007
    		2.3 ms
  



  
    		2021-11-28 03:01:02.103462
    		-0.1 ms
  



  
    		2021-11-28 04:01:04.627998
    		0.5 ms
  



  
    		2021-11-28 05:01:07.354422
    		2.9 ms
  



  
    		2021-11-28 06:01:09.436387
    		0.1 ms
  



  
    		2021-11-28 07:01:11.04174
    		1.7 ms
  



  
    		2021-11-28 08:01:13.575033
    		0.9 ms
  



  
    		2021-11-28 09:01:16.785062
    		0.8 ms
  



  
    		2021-11-28 10:01:19.277856
    		-1.0 ms
  



  
    		2021-11-28 11:01:21.119849
    		-1.6 ms
  



  
    		2021-11-28 12:01:22.926868
    		-0.2 ms
  



  
    		2021-11-28 13:01:24.535839
    		1.0 ms
  



  
    		2021-11-28 14:01:26.974445
    		1.1 ms
  



  
    		2021-11-28 15:01:29.136936
    		1.5 ms
  



  
    		2021-11-28 16:01:30.869552
    		0.3 ms
  



  
    		2021-11-28 17:01:32.687586
    		0.2 ms
  



  
    		2021-11-28 18:01:34.875132
    		0.3 ms
  



  
    		2021-11-28 19:01:36.613376
    		-0.5 ms
  



  
    		2021-11-28 20:01:39.191563
    		0.3 ms
  



  
    		2021-11-28 21:01:42.774825
    		1.6 ms
  



  
    		2021-11-28 22:01:44.379295
    		-0.7 ms
  



  
    		2021-11-28 23:01:46.04261
    		-1.1 ms
  



  
    		2021-11-29 00:01:49.345593
    		1.1 ms
  



  
    		2021-11-29 01:01:51.561007
    		0.0 ms
  



  
    		2021-11-29 02:01:53.711759
    		-0.7 ms
  



  
    		2021-11-29 03:01:56.659374
    		-0.6 ms
  



  
    		2021-11-29 04:01:58.510689
    		-0.5 ms
  



  
    		2021-11-29 05:02:00.516326
    		0.0 ms
  



  
    		2021-11-29 06:02:02.354605
    		0.4 ms
  



  
    		2021-11-29 07:02:04.003011
    		0.7 ms
  



  
    		2021-11-29 08:02:06.379801
    		2.4 ms
  



  
    		2021-11-29 09:02:09.606222
    		-0.4 ms
  



  
    		2021-11-29 10:02:12.261722
    		0.1 ms
  



  
    		2021-11-29 11:02:14.980123
    		1.7 ms
  



  
    		2021-11-29 12:02:17.014098
    		-1.8 ms
  



  
    		2021-11-29 13:02:18.898561
    		0.3 ms
  



  
    		2021-11-29 14:02:21.69901
    		0.7 ms
  



  
    		2021-11-29 15:02:23.870884
    		-2.1 ms
  



  
    		2021-11-29 16:02:26.579824
    		-1.6 ms
  



  
    		2021-11-29 17:02:29.690544
    		0.9 ms
  



  
    		2021-11-29 18:02:32.379029
    		1.7 ms
  



  
    		2021-11-29 19:02:34.066486
    		2.1 ms
  



  
    		2021-11-29 20:02:36.12864
    		-0.2 ms
  



  
    		2021-11-29 21:02:38.067651
    		1.9 ms
  



  
    		2021-11-29 22:02:39.681901
    		2.1 ms
  



  
    		2021-11-29 23:02:41.177755
    		-1.1 ms
  



  
    		2021-11-30 00:02:43.300759
    		-0.3 ms
  



  
    		2021-11-30 01:02:45.159625
    		1.0 ms
  



  
    		2021-11-30 02:02:46.835988
    		1.8 ms
  



  
    		2021-11-30 03:02:49.608878
    		-1.0 ms
  



  
    		2021-11-30 04:02:52.566468
    		-0.7 ms
  



  
    		2021-11-30 05:02:54.142296
    		-1.4 ms
  



  
    		2021-11-30 06:02:56.6443
    		-1.0 ms
  



  
    		2021-11-30 07:02:58.801951
    		2.0 ms
  



  
    		2021-11-30 08:03:01.868617
    		-1.2 ms
  



  
    		2021-11-30 09:03:03.567932
    		0.9 ms
  



  
    		2021-11-30 10:03:05.207325
    		-0.1 ms
  



  
    		2021-11-30 11:03:06.855705
    		-1.1 ms
  



  
    		2021-11-30 12:03:08.774889
    		-3.4 ms
  



  
    		2021-11-30 13:03:11.635475
    		-1.4 ms
  



  
    		2021-11-30 14:03:15.002028
    		-0.2 ms
  



  
    		2021-11-30 15:03:16.945365
    		0.4 ms
  



  
    		2021-11-30 16:03:19.231037
    		-1.4 ms
  



  
    		2021-11-30 17:03:21.340717
    		-0.4 ms
  



  
    		2021-11-30 18:03:23.492398
    		1.4 ms
  



  
    		2021-11-30 19:03:25.791746
    		1.9 ms
  



  
    		2021-11-30 20:03:27.43933
    		-1.2 ms
  



  
    		2021-11-30 21:03:29.014377
    		0.2 ms
  



  
    		2021-11-30 22:03:30.757064
    		-0.3 ms
  



  
    		2021-11-30 23:03:32.527797
    		0.3 ms
  



  
    		2021-12-01 00:03:34.309848
    		1.2 ms
  



  
    		2021-12-01 01:03:36.218916
    		-1.4 ms
  



  
    		2021-12-01 02:03:38.341325
    		0.2 ms
  



  
    		2021-12-01 03:03:39.922009
    		-0.5 ms
  



  
    		2021-12-01 04:03:41.524184
    		0.0 ms
  



  
    		2021-12-01 05:03:43.024002
    		0.4 ms
  



  
    		2021-12-01 06:03:45.418586
    		2.5 ms
  



  
    		2021-12-01 07:03:47.64274
    		2.2 ms
  



  
    		2021-12-01 08:03:49.27766
    		3.3 ms
  



  
    		2021-12-01 09:03:51.819631
    		1.5 ms
  



  
    		2021-12-01 10:03:53.552439
    		-0.2 ms
  



  
    		2021-12-01 11:03:55.093562
    		0.4 ms
  



  
    		2021-12-01 12:03:57.325708
    		0.0 ms
  



  
    		2021-12-01 13:03:59.886447
    		0.9 ms
  



  
    		2021-12-01 14:04:01.668214
    		-0.3 ms
  



  
    		2021-12-01 15:04:03.878139
    		-0.9 ms
  



  
    		2021-12-01 16:04:06.30749
    		-1.1 ms
  



  
    		2021-12-01 17:04:08.022664
    		-0.6 ms
  



  
    		2021-12-01 18:04:09.64899
    		1.5 ms
  



  
    		2021-12-01 19:04:11.221011
    		-1.6 ms
  



  
    		2021-12-01 20:04:13.428494
    		-1.3 ms
  



  
    		2021-12-01 21:04:16.562119
    		-1.8 ms
  



  
    		2021-12-01 22:04:19.088976
    		2.0 ms
  



  
    		2021-12-01 23:04:21.012313
    		1.3 ms
  



  
    		2021-12-02 00:04:23.651904
    		1.4 ms
  



  
    		2021-12-02 01:04:25.869566
    		-0.7 ms
  



  
    		2021-12-02 02:04:28.541174
    		1.7 ms
  



  
    		2021-12-02 03:04:30.255853
    		1.8 ms
  



  
    		2021-12-02 04:04:32.835714
    		-0.4 ms
  



  
    		2021-12-02 05:04:35.474863
    		0.1 ms
  



  
    		2021-12-02 06:04:37.460826
    		-0.9 ms
  



  
    		2021-12-02 07:04:39.969787
    		2.0 ms
  



  
    		2021-12-02 08:04:41.938682
    		1.8 ms
  



  
    		2021-12-02 09:04:44.312538
    		2.8 ms
  



  
    		2021-12-02 10:04:46.445735
    		-0.9 ms
  



  
    		2021-12-02 11:04:48.290754
    		-0.3 ms
  



  
    		2021-12-02 12:04:50.068499
    		-1.2 ms
  



  
    		2021-12-02 13:04:52.089867
    		-1.1 ms
  



  
    		2021-12-02 14:04:53.730955
    		0.7 ms
  



  
    		2021-12-02 15:04:55.258398
    		1.7 ms
  



  
    		2021-12-02 16:04:57.230465
    		1.5 ms
  



  
    		2021-12-02 17:04:59.514946
    		1.3 ms
  



  
    		2021-12-02 18:05:02.002785
    		1.1 ms
  



  
    		2021-12-02 19:05:04.311284
    		0.9 ms
  



  
    		2021-12-02 20:05:05.952632
    		1.6 ms
  



  
    		2021-12-02 21:05:08.249027
    		0.5 ms
  



  
    		2021-12-02 22:05:10.669008
    		0.5 ms
  



  
    		2021-12-02 23:05:13.05167
    		3.5 ms
  



  
    		2021-12-03 00:05:14.674902
    		-0.1 ms
  



  
    		2021-12-03 01:05:17.531198
    		-0.1 ms
  



  
    		2021-12-03 02:05:19.631364
    		1.8 ms
  



  
    		2021-12-03 03:05:21.754772
    		0.4 ms
  



  
    		2021-12-03 04:05:23.360436
    		1.8 ms
  



  
    		2021-12-03 05:05:25.241757
    		1.7 ms
  



  
    		2021-12-03 06:05:27.227467
    		1.8 ms
  



  
    		2021-12-03 07:05:29.678128
    		-1.0 ms
  



  
    		2021-12-03 08:05:31.387059
    		-1.9 ms
  



  
    		2021-12-03 09:05:33.119785
    		-1.8 ms
  



  
    		2021-12-03 10:05:34.776166
    		-0.1 ms
  



  
    		2021-12-03 11:05:36.281139
    		-0.1 ms
  



  
    		2021-12-03 12:05:38.12174
    		0.6 ms
  



  
    		2021-12-03 13:05:40.162377
    		1.3 ms
  



  
    		2021-12-03 14:05:41.759001
    		0.9 ms
  



  
    		2021-12-03 15:05:43.873331
    		1.9 ms
  



  
    		2021-12-03 16:05:46.688384
    		2.1 ms
  



  
    		2021-12-03 17:05:48.667342
    		1.3 ms
  



  
    		2021-12-03 18:05:50.336802
    		1.2 ms
  



  
    		2021-12-03 19:05:51.951785
    		3.5 ms
  



  
    		2021-12-03 20:05:53.600393
    		-0.7 ms
  



  
    		2021-12-03 21:05:56.106506
    		-0.5 ms
  



  
    		2021-12-03 22:05:57.536137
    		1.2 ms
  



  
    		2021-12-03 23:05:59.869745
    		-0.7 ms
  



  
    		2021-12-04 00:06:01.971172
    		2.5 ms
  



  
    		2021-12-04 01:06:03.665589
    		-1.4 ms
  



  
    		2021-12-04 02:06:05.322577
    		0.3 ms
  



  
    		2021-12-04 03:06:07.033498
    		1.2 ms
  



  
    		2021-12-04 04:06:08.57616
    		-1.2 ms
  



  
    		2021-12-04 05:06:10.653383
    		-0.6 ms
  



  
    		2021-12-04 06:06:12.838212
    		1.0 ms
  



  
    		2021-12-04 07:06:14.763365
    		2.4 ms
  



  
    		2021-12-04 08:06:17.02549
    		0.9 ms
  



  
    		2021-12-04 09:06:18.661843
    		0.9 ms
  



  
    		2021-12-04 10:06:20.244445
    		1.2 ms
  



  
    		2021-12-04 11:06:22.674477
    		2.3 ms
  



  
    		2021-12-04 12:06:24.674079
    		2.8 ms
  



  
    		2021-12-04 13:06:27.193296
    		0.8 ms
  



  
    		2021-12-04 14:06:29.044183
    		1.0 ms
  



  
    		2021-12-04 15:06:30.86114
    		2.1 ms
  



  
    		2021-12-04 16:06:32.446845
    		-1.0 ms
  



  
    		2021-12-04 17:06:34.056407
    		1.6 ms
  



  
    		2021-12-04 18:06:36.11304
    		1.9 ms
  



  
    		2021-12-04 19:06:37.603972
    		0.1 ms
  



  
    		2021-12-04 20:06:40.306467
    		1.8 ms
  



  
    		2021-12-04 21:06:42.121981
    		3.3 ms
  



  
    		2021-12-04 22:06:43.863698
    		1.9 ms
  



  
    		2021-12-04 23:06:45.612832
    		-0.5 ms
  



  
    		2021-12-05 00:06:47.244887
    		0.1 ms
  



  
    		2021-12-05 01:06:49.321738
    		2.6 ms
  



  
    		2021-12-05 02:06:51.317185
    		1.8 ms
  



  
    		2021-12-05 03:06:53.50602
    		1.1 ms
  



  
    		2021-12-05 04:06:56.349399
    		1.5 ms
  



  
    		2021-12-05 05:06:58.768847
    		-1.6 ms
  



  
    		2021-12-05 06:07:00.243997
    		2.6 ms
  



  
    		2021-12-05 07:07:01.78376
    		1.1 ms
  



  
    		2021-12-05 08:07:04.64344
    		0.8 ms
  



  
    		2021-12-05 09:07:07.357445
    		2.0 ms
  



  
    		2021-12-05 10:07:08.947094
    		1.8 ms
  



  
    		2021-12-05 11:07:11.09928
    		1.9 ms
  



  
    		2021-12-05 12:07:13.106537
    		0.9 ms
  



  
    		2021-12-05 13:07:14.91515
    		0.0 ms
  



  
    		2021-12-05 14:07:16.422812
    		-2.0 ms
  



  
    		2021-12-05 15:07:18.189498
    		-1.7 ms
  



  
    		2021-12-05 16:07:20.674975
    		0.9 ms
  



  
    		2021-12-05 17:07:22.635227
    		-1.8 ms
  



  
    		2021-12-05 18:07:24.517279
    		-0.1 ms
  



  
    		2021-12-05 19:07:26.705088
    		1.4 ms
  



  
    		2021-12-05 20:07:28.499012
    		-0.5 ms
  



  
    		2021-12-05 21:07:30.68082
    		0.4 ms
  



  
    		2021-12-05 22:07:32.504365
    		-2.3 ms
  



  
    		2021-12-05 23:07:35.368332
    		-0.1 ms
  



  
    		2021-12-06 00:07:36.908872
    		-0.7 ms
  



  
    		2021-12-06 01:07:38.580844
    		-0.7 ms
  



  
    		2021-12-06 02:07:40.63089
    		2.7 ms
  



  
    		2021-12-06 03:07:42.220961
    		1.9 ms
  



  
    		2021-12-06 04:07:43.919768
    		3.1 ms
  



  
    		2021-12-06 05:07:45.462501
    		2.7 ms
  



  
    		2021-12-06 06:07:47.886769
    		0.8 ms
  



  
    		2021-12-06 07:07:49.876625
    		1.8 ms
  



  
    		2021-12-06 08:07:51.729187
    		2.6 ms
  



  
    		2021-12-06 09:07:53.306801
    		2.4 ms
  



  
    		2021-12-06 10:07:55.490207
    		-0.4 ms
  



  
    		2021-12-06 11:07:57.835004
    		-3.6 ms
  



  
    		2021-12-06 12:08:00.107024
    		-1.1 ms
  



  
    		2021-12-06 13:08:03.091972
    		2.4 ms
  



  
    		2021-12-06 14:08:05.506981
    		-0.7 ms
  



  
    		2021-12-06 15:08:07.532504
    		1.3 ms
  



  
    		2021-12-06 16:08:09.736235
    		0.5 ms
  



  
    		2021-12-06 17:08:11.81464
    		0.1 ms
  



  
    		2021-12-06 18:08:13.399833
    		0.7 ms
  



  
    		2021-12-06 19:08:15.75969
    		2.3 ms
  



  
    		2021-12-06 20:08:18.282893
    		-0.2 ms
  



  
    		2021-12-06 21:08:20.553622
    		1.3 ms
  



  
    		2021-12-06 22:08:22.207249
    		1.1 ms
  



  
    		2021-12-06 23:08:23.769626
    		-1.1 ms
  



  
    		2021-12-07 00:08:25.837345
    		2.2 ms
  



  
    		2021-12-07 01:08:28.358101
    		1.7 ms
  



  
    		2021-12-07 02:08:29.995531
    		3.1 ms
  



  
    		2021-12-07 03:08:31.734611
    		-0.3 ms
  



  
    		2021-12-07 04:08:34.170744
    		1.1 ms
  



  
    		2021-12-07 05:08:36.70308
    		2.3 ms
  



  
    		2021-12-07 06:08:38.863596
    		2.7 ms
  



  
    		2021-12-07 07:08:40.398733
    		-0.3 ms
  



  
    		2021-12-07 08:08:41.872702
    		2.4 ms
  



  
    		2021-12-07 09:08:43.394601
    		1.9 ms
  



  
    		2021-12-07 10:08:45.78263
    		2.2 ms
  



  
    		2021-12-07 11:08:47.503461
    		-2.5 ms
  



  
    		2021-12-07 12:08:49.19168
    		-1.0 ms
  



  
    		2021-12-07 13:08:52.313152
    		-1.0 ms
  



  
    		2021-12-07 14:08:55.168796
    		0.6 ms
  



  
    		2021-12-07 15:08:56.878062
    		-1.0 ms
  



  
    		2021-12-07 16:08:58.558536
    		2.2 ms
  



  
    		2021-12-07 17:09:00.211301
    		2.2 ms
  



  
    		2021-12-07 18:09:01.822832
    		2.9 ms
  



  
    		2021-12-07 19:09:04.017969
    		1.2 ms
  



  
    		2021-12-07 20:09:05.877084
    		0.1 ms
  



  
    		2021-12-07 21:09:07.55954
    		1.6 ms
  



  
    		2021-12-07 22:09:09.369835
    		-0.9 ms
  



  
    		2021-12-07 23:09:11.291639
    		1.4 ms
  



  
    		2021-12-08 00:09:13.403065
    		1.8 ms
  



  
    		2021-12-08 01:09:15.150045
    		1.6 ms
  



  
    		2021-12-08 02:09:17.530117
    		0.1 ms
  



  
    		2021-12-08 03:09:19.811215
    		2.2 ms
  



  
    		2021-12-08 04:09:21.557983
    		-0.7 ms
  



  
    		2021-12-08 05:09:23.714996
    		2.6 ms
  



  
    		2021-12-08 06:09:25.504537
    		2.4 ms
  



  
    		2021-12-08 07:09:27.48486
    		-0.4 ms
  



  
    		2021-12-08 08:09:29.095717
    		-0.1 ms
  



  
    		2021-12-08 09:09:30.812129
    		2.0 ms
  



  
    		2021-12-08 10:09:32.738802
    		0.8 ms
  



  
    		2021-12-08 11:09:35.279607
    		2.5 ms
  



  
    		2021-12-08 12:09:37.166341
    		-1.0 ms
  



  
    		2021-12-08 13:09:38.814778
    		3.4 ms
  



  
    		2021-12-08 14:09:41.879512
    		0.1 ms
  



  
    		2021-12-08 15:09:44.073675
    		1.4 ms
  



  
    		2021-12-08 16:09:46.065901
    		3.3 ms
  



  
    		2021-12-08 17:09:47.727304
    		0.0 ms
  



  
    		2021-12-08 18:09:49.121614
    		-0.7 ms
  



  
    		2021-12-08 19:09:50.961203
    		-0.4 ms
  



  
    		2021-12-08 20:09:53.958926
    		1.9 ms
  



  
    		2021-12-08 21:09:56.891856
    		-0.8 ms
  



  
    		2021-12-08 22:09:59.822269
    		0.9 ms
  



  
    		2021-12-08 23:10:01.376044
    		0.7 ms
  



  
    		2021-12-09 00:10:03.502637
    		1.5 ms
  



  
    		2021-12-09 01:10:05.29574
    		1.1 ms
  



  
    		2021-12-09 02:10:06.806097
    		1.8 ms
  



  
    		2021-12-09 03:10:08.493975
    		-0.3 ms
  



  
    		2021-12-09 04:10:11.410121
    		2.0 ms
  



  
    		2021-12-09 05:10:13.309673
    		-0.1 ms
  



  
    		2021-12-09 06:10:14.865093
    		0.5 ms
  



  
    		2021-12-09 07:10:17.275008
    		-0.2 ms
  



  
    		2021-12-09 08:10:18.941397
    		3.0 ms
  



  
    		2021-12-09 09:10:21.00151
    		0.6 ms
  



  
    		2021-12-09 10:10:23.635169
    		0.7 ms
  



  
    		2021-12-09 11:10:25.203066
    		0.6 ms
  







###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.




  
    		Time
    		IP
    		Event
  


    
    		2021-12-08 18:05:22.079 UTC
    		46.239.95.51
    		Ruben Seyer (RS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2021-12-08 18:06:03.09 UTC
    		46.239.95.51
    		Ruben Seyer (RS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-11-10 16:55:45 UTC.
  

  
    		2021-12-08 19:03:48.611 UTC
    		90.143.215.166
    		Elin Sandahl (ES) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2021-12-08 19:05:12.132 UTC
    		90.143.215.166
    		Elin Sandahl (ES) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-11-10 16:55:45 UTC.
  

  
    		2021-12-08 19:15:59.266 UTC
    		129.16.31.229
    		Jesper Hermenius (JH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2021-12-08 19:17:44.604 UTC
    		129.16.31.229
    		Jesper Hermenius (JH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-11-10 16:55:45 UTC.
  

  
    		2021-12-09 09:00:26.557 UTC
    		94.234.48.22
    		David Welander (DW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2021-12-09 09:00:53.786 UTC
    		94.234.48.22
    		David Welander (DW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-11-10 16:55:45 UTC.
  

  
    		2021-12-09 11:12:43.195 UTC
    		94.191.136.193
    		Maria Carlbaum (MC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2021-12-09 11:12:52.338 UTC
    		94.191.136.193
    		Maria Carlbaum (MC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-11-10 16:55:45 UTC.
  








