
Chalmers Student Union Council
Minutes from council meeting

2022-10-12

Time: 18:00
Place: Union Restaurant

Present:

Hugo Simonsson Speaker
Mauritz Kööhler Deputy Speaker
Joseph Löfving Secretary

Isac Stark President
Samuel Nyberg Vice President
Oskar Ekberg Premises Officer

Matilda Svensson Educational Officer
Albert Vesterlund Deputy Educational Officer
Emelie Lemann Student Welfare Officer
Viktor Kjellsson Careers Officer
Erik Ljungdahl Deputy Careers Officer

Mikael Gyllenhammar Managing Director
Dan Paulin Inspector

Malin Blomqvist Proinspector

For a list of council members present at the opening of the meeting and a list of
present division representatives, see attachment 1 and attachment 1a.

Summary: Elections were held for the election committee and the committee of election
complaints, as well as a by-election for the nomination committee. A simple question
regarding electric outlets was answered, two interpellations — one regarding the benefits
and costs of the union’s partnership with Mecenat and one regarding the availability of
event facilities around campus—were brought up for discussion. The rules of order for the
councilmeetingswere changed to allow the council to ask the union companies questions,
and a member bill regarding departure from the consitution was rejected.
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1 Preliminaries

1.a Opening of the meeting

Hugo Simonsson, council speaker, opens the meeting at 18:03 and lights the council fire.

1.b Calling of the electoral roll

For the electoral roll, see attachment 1.

The council decides:

1. That the electoral roll be approved with 22 of 35 present members of the council, 0 Decision §105

of those being serving deputy members.

1.c Election of two adjusters as well as tellers

Lucas Glimfjord and Jesper Hermenius nominate themselves as adjusters as well as tellers.

The council decides:

1. That Lucas Glimfjord and Jesper Hermenius be elected as adjusters as well as tel- Decision §106

lers.

1.d Due announcement of the meeting

The chair annouces that the summons were sent out in due time in accordance with the
constitution.

The council decides:

1. That the meeting be considered duly announced. Decision §107

1.e Approval of the agenda

For the preliminary agenda, see attachment 2.

The council decides:

1. That the agenda as suggested in the summons be approved. Decision §108

1.f Co-option

Nothing to address.
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1.g Minutes of the previous meeting

Joseph Löfving, council secretary, says that the minutes of the previous meeting were
delayed and have missed the deadline, but are currently being signed.

1.h Follow-up of decisions

For the decision log, see attachment 3.

1.h.i Decision §62 22/23 — Mistake in the minutes regarding membership fees

The chair explains that amistake wasmade in theminutes from FuM1, setting the student
division fee for PhD students to 150 SEK, rather than the intended 40 SEK.

The council decides:

1. That decision §62 22/23 be repealed. Decision §109

2. That the student division fee for the spring term 2023 be set to 40 SEK for bachelor, Decision §110

masters and PhD students.

Mötet beslutar:

1. Att riva upp beslut §62 22/23. Beslut §109

2. Att sektionsavgiften för vårterminen 2023 fastställs till 40 kr för teknologer och Beslut §110

doktorander.

1.h.ii Camping shelters in Härryda

Oskar Ekberg, premises officer, talks about the plan to build camping shelters on the uni-
on’s property in Härryda. The decision was made to move forward with the plan last year,
but the municipality informed the union that the project requires a planning permit. Du-
ring the application process several neighbours spoke up against the construction, and the
application was withdrawn. On top of this, the estimated cost was recently recalculated to
a total of 935 000 SEK, whereas the initial price estimate was 600 000 SEK. As such, there
are currently no plans to move forward with the project. Oskar suggests that the council
should take a fresh look at the project and reevaluate it.

1.h.iii Blinds in the exercise hall

For the quotes, see attachment 4.

Oskar continues by presenting a new quote for blinds in the exercise hall. The new quote
is for new curtains on existing curtain rods inside the hall for a total of 30 600 SEK. The
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previous quote the board receivedwas for curtains on the outside for a total of 352 000 SEK.
The project has not been anchored in EKAB’s budget, the union company that owns the
building. The management team recommends the cheaper option.

The council decides:

1. That the decision log be put to the minutes. Decision §111

2 Messages

2.a Speaker’s presidium

Mauritz Kööhler, deputy speaker, says that the presidium is planning to organise two
workshops, one in the coming weeks and one after FuM5. The issue of language at council
meetings will be discussed at the coming workshop. Topic suggestions are welcome for
the workshop after FuM5.

2.b Student union management team

Isac Stark, union president, informs the council that the nomination for president and
CEO of Chalmers is now open. Furthermore, the campus report regarding the move from
Lindholmen to Johanneberg was finished this week. There is nothing to report from that,
only that the planning is in its final phase.

Samuel Nyberg, union vice president, has been evaluating the budget. He will report anyt-
hing urgent at FuM4, but if nothing urgent appears the council will receive a budget report
at FuM5 as per usual. He has also been helping Patrik Boström, deputy student welfare
officer, with the contact with the union’s committees and societies. Some societies have
proven very difficult to get in touch with, and it’s not clear whether they have ceased to
exist or if they are just not responding. Any societies that don’t respond within the near
future may risk losing their society status.

Matilda Svensson, educational officer, says that a reference group has been elected to as-
sist the nomination committee in the recruitment of next year’s management team, and
that the yearly membership survey has been sent out.

Oskar Ekberg, premises officer, talks about EKAB and EmKAB’s response to the increased
energy prices. The company boards have realised that the energy consumption will need
to be reduced to fit within the budget. They will likely close the pool in the union building,
at least during the winter break, and are looking at other solutions.
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2.c Election committee

Axel Johansson, president of the election committee, informs the council that the com-
mittee has organised a seminar for the division election committees together with Chal-
mers HR. They are currently working on recruiting a student representative for Chalmers
Studentbostäder and on recruitment for a few committees.

2.d Constitution and by-laws task force

Julia Cramstedt says that the revision of the consitution and by-laws is going well and
that the task force will soon start booking meetings with relevant people to discuss their
suggested changes.

3 Resignations

Nothing to adress.

4 Designation of shareholder representatives for AB Chalmers
Studentkårs Företagsgrupp

The chair proposes dividing the 6000 shares equally among the council members (171
shares each) with any remaining votes represented by the vice president.

The council decides:

1. That the shares for the shareholder’smeeting for the holding company be divided so Decision §112

that eachmember of the council represents 171 shares, and the union vice president
represents 15 shares.

2. That decision §112 be entered into the minutes immediately. Decision §113

3. That decision §112 be considered unanimous. Decision §114

Mötet beslutar:

1. Att aktierna för bolagsstämman för företagsgruppen fördelas så att varje ledamot Beslut §112

representerar 171 aktier, och kårens vice ordförande representerar 15 aktier.

2. Att direktjustera beslut §112. Beslut §113
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5 Reports

5.a Management team

For the report, see attachment 5.

Themanagement team shrug their shoulders, saying that they have nothing to add. Ques-
tions are asked.

The council decides:

1. That the report be put to the record. Decision §115

6 Elections

6.a By-election, Nomination Comittee

Axel Johansson presents Saga Björk Kotte, who could not attend the meeting. Questions
are asked.

The council decides:

1. That Saga Björk Kotte be elected to the nomination committee. Decision §116

6.b Election Committee

The chair suggests electing themembers of the committee first, letting them choose their
positions internally and then ratifying their decision.

The council decides:

1. That the members of the election committee be elected without specific positions Decision §117

initially, and subsequently choosing the positions according to the recommendation
of the new members.

Lucas Glimfjord and Rahul Aggarwal nominate themselves.

The council decides:

1. That the meeting be recessed for 15 minutes at 18:45. Decision §118

The meeting is resumed at 19:04.

The council decides:

1. That the meeting be recessed for 15 minutes at 19:06. Decision §119
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The meeting is resumed at 19:22.

David Winroth, Arvid Nyberg and Linnea Nilsson nominate themselves. Tobias Flimberg
is aggressively nominated by several members of Förbundet, but declines.

The council decides:

1. That the meeting be recessed for 15 minutes at 19:25. Decision §120

The meeting is resumed at 19:40.

HugoBjörklund, PelleHögstedt andKarlNiklassonnominate themselves.Hugowithdraws
his nomination.

The nominees present themselves and answer questions. They then leave the room and a
discussion is held.

The council decides:

1. That Lucas Glimfjord, Rahul Aggarwal, David Winroth, Arvid Nyberg, Linnea Nils- Decision §121

son, Pelle Högstedt and Karl Niklasson be elected to the election committee.

The council decides:

1. That the meeting be recessed for 10 minutes at 19:57. Decision §122

The meeting is resumed at 20:03.

The council decides:

1. That Lucas Glimfjord be elected chair of the election committee. Decision §123

2. That Arvid Nyberg be elected deputy chair of the election committee. Decision §124

3. That Karl Niklasson be elected secretary of the election committee. Decision §125

6.c Committee of Election Complaints

Lucas Glimfjord nominates Lovisa Eriksson, who accepts. Ruben Seyer nominates Amanda
Dehlén, who accepts. Julia Cramstedt nominates herself.

The nominees present themselves.

The chair suggests skipping the usual discussion and letting the nominees stay in the
room, provided that no one objects. Since no one objects, the discussion is omitted.

The council decides:

1. That Lovisa Eriksson, Amanda Dehlén and Julia Cramstedt be elected to the com- Decision §126

mittee of election complaints.
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Alva Hellberg nominates herself for the position of deputy member. She presents herself.
Again, the chair suggests skipping the discussion, and finds no objections.

The council decides:

1. That Alva Hellberg be elected as deputy member of the committee of election com- Decision §127

plaints.

7 Simple questions

7.a Simple question 1 — Electric outlets

For the simple question and the response from the premises officer, see attachment 6 and attachment
6a.

Julia Cramstedt presents the simple question. Oskar Ekberg presents the response.

8 Interpellations

8.a Interpellation 4 — Benefits and costs of the Mecenat partnership

For the interpellation and the response from the management team, see attachment 7 and attachment
7a.

Jesper Hermenius presents the interpellation. Samuel Nyberg presents the board’s re-
sponse.

Jesper wants to know more about what member info is shared with Mecenat. Samuel says
that it is essentially the name of each member, their student division, personal identi-
fication number and home address. He further points out that Mecenat doesn’t sell this
data to any of its clients, rather letting companies who want to advertise to students do
so through Mecenat.

Arvid Nyberg asks about the costs associated with letting Mecenat handle the student
union council election. Samuel isn’t entirely sure, but doesn’t think that the union pays
anything for that service.

8.b Interpellation 5— Improving availability of event facilities around cam-
pus

For the interpellation and the response from the board and the CEO of CSB, see attachment 8 and
attachment 8a.
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Lucas Glimfjord presents the interpellation. Isac Stark presents the response.

Lucas points out that even if the the council doesn’t have “hard power” in this matter, it
has some “soft power”. He wonders if the board thinks it would be a good idea to try to use
this “soft power” to effect change. Isac says that it would be possible but doesn’t think it
would be worth it; the main purpose of FRitids and Kalle Glader is to be used by the CSB
tenants.

Lucas says that Kalle Glader is often used by committees and the like in reality. He floats
the idea of changing the system to better reflect this. Isac says that that could be done, but
the board would need a formal decision from the council before spending time lobbying
an organisation that the union doesn’t own. He adds that it might not be appreciated by
the tenants — perhaps especially GU students — if their ability to book these facilities
were affected.

The council decides:

1. That the responses to the simple question and the two interpellations be put to the Decision §128

minutes.

9 Ratification of decisions

Nothing to adress.

10 Board bills

10.a Board bill 8 — Extend deadline for the new position’s task description

For the bill, see attachment 9.

Samuel Nyberg summarises the bill and apologises for submitting the bill so late; if the
council were to decline the board’s motion for an extended deadline there still wouldn’t
be a task description to vote on.

Amanda Dehlén moves that the deadline for the task description, name and board bill be
moved to FuM7 22/23 instead of FuM8 22/23. The board withdraws their suggestion in
favour of Amanda’s motion.

Julia Cramstedt would like to enter the following into the minutes:

Förbundet grants the Management team’s wish for forgiveness.

The council decides:

1. That decisions §270 and §272 from operational year 2021/2022 be repealed. Decision §129
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2. That the student union board be required to create a task description and name Decision §130

for a new temporary position in the student union management as described in the
report Rapport — En ny post i kårledningen to FuM7 22/23 at the latest.

3. That the student union board be required to submit a board bill to FuM7 22/23 Decision §131

at the latest, instructing the election committee to prepare the election of the new
position for the financial years 24/25, 25/26 and 26/27.

4. That the student union board be required to report about the current status of the Decision §132

work with the task description to FuM6 22/23 at the latest.

11 Member bills

11.a Member bill 5 — Adding questions to the union’s companies to the
council’s Rules of Order

For the bill and the board’s response, see attachment 10 and attachment 10a.

Hugo Simonsson leaves the speaker’s chair to present the bill. Mauritz Kööhler takes his
seat.

The council decides:

1. That the following be added to the Sammanträdesordning: Decision §133

21. Frågor till kårens bolag

Enligt ägardirektiven till kårens bolag ska de svara på frågor som in-
kommit från fullmäktiges talmannapresidium. Fullmäktige kan ålägga
talmannapresidiet att ställa en fråga. Ett sådant yrkande hanteras som
motion men beslutas med 1/3 av antalet avlagda röster.

2. That the following be added to the translation of the Sammanträdesordning (Rules Decision §134

of Order):

21. Questions to the union’s companies

According to the owner’s directives to the companies the union’s com-
panies are required to answer questions asked by the council’s speaker’s
presidium. The council can require the speaker’s presidium to ask a ques-
tion. Such a motion is handled as a member bill, but is decided by 1/3 of
the votes cast.

3. That the electoral roll be adjusted by adding Moltas Hultin. Decision §135

Hugo retakes the speaker’s chair.
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11.b Member bill 6 — Avsteg från stadgan avseende förtroendevald

For the bill and the board’s response, see attachment 11 and attachment 11a.

Dan Paulin presents the bill and Samuel Nyberg presents the response from the board.

The council decides:

1. That the meeting be recessed for five minutes at 21:05. Decision §136

The meeting is resumed at 21:11. The director of Chalmersspexet answers questions by
phone.

Point of order: Alva Hellberg would like to note the following in the minutes:

That Chalmersspexet formally should investigate the reason behind the trouble of
finding a Directeur that is a member of Chalmers Student Union. Try to find the
core reason behind this problem.

Point of order: Ruben Seyer moves that an indicative vote be held for putting a draft of a
bill into the minutes.

The council decides to put the following to theminutes—with 21 council members voting
for, and 0 against:

That the council has considered the attached proposed bill and will endeavor to
pass measures that allow Chalmersspexet to have a Directeur in place by the de-
adline.

The proposed bill is provided in attachment 12.

The member bill at hand is rejected.

12 Closing of the meeting

The chair declares the meeting over at 21:37 and extinguishes the council fire.
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Signatures

Secretary,
Joseph Löfving

Chair,
Hugo Simonsson

Deputy chair,
Mauritz Kööhler

Adjuster,
Lucas Glimfjord

Adjuster,
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List of decisions
That the electoral roll be approved with 22 of 35 present members of the council, 0

of those being serving deputy members. . . . . . . . . . . . . . . . . . . . . . . . 4
That Lucas Glimfjord and Jesper Hermenius be elected as adjusters as well as tellers. 4
That the meeting be considered duly announced. . . . . . . . . . . . . . . . . . . . 4
That the agenda as suggested in the summons be approved. . . . . . . . . . . . . . 4
That decision §62 22/23 be repealed. . . . . . . . . . . . . . . . . . . . . . . . . . . 5
That the student division fee for the spring term 2023 be set to 40 SEK for bachelor,

masters and PhD students. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
That the decision log be put to the minutes. . . . . . . . . . . . . . . . . . . . . . . 6
That the shares for the shareholder’s meeting for the holding company be divided

so that each member of the council represents 171 shares, and the union vice
president represents 15 shares. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

That decision §112 be entered into the minutes immediately. . . . . . . . . . . . . . 7
That decision §112 be considered unanimous. . . . . . . . . . . . . . . . . . . . . . 7
That the report be put to the record. . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
That Saga Björk Kotte be elected to the nomination committee. . . . . . . . . . . . 8
That the members of the election committee be elected without specific positions

initially, and subsequently choosing the positions according to the recommen-
dation of the new members. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

That the meeting be recessed for 15 minutes at 18:45. . . . . . . . . . . . . . . . . . 8
That the meeting be recessed for 15 minutes at 19:06. . . . . . . . . . . . . . . . . . 8
That the meeting be recessed for 15 minutes at 19:25. . . . . . . . . . . . . . . . . . 9
That Lucas Glimfjord, Rahul Aggarwal, David Winroth, Arvid Nyberg, Linnea Nils-

son, Pelle Högstedt and Karl Niklasson be elected to the election committee. . . 9
That the meeting be recessed for 10 minutes at 19:57. . . . . . . . . . . . . . . . . . 9
That Lucas Glimfjord be elected chair of the election committee. . . . . . . . . . . . 9
That Arvid Nyberg be elected deputy chair of the election committee. . . . . . . . . 9
That Karl Niklasson be elected secretary of the election committee. . . . . . . . . . 9
That Lovisa Eriksson, Amanda Dehlén and Julia Cramstedt be elected to the com-

mittee of election complaints. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
That Alva Hellberg be elected as deputy member of the committee of election com-

plaints. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
That the responses to the simple question and the two interpellations be put to the

minutes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
That decisions §270 and §272 from operational year 2021/2022 be repealed. . . . . 11
That the student union board be required to create a task description and name for

a new temporary position in the student union management as described in the
report Rapport — En ny post i kårledningen to FuM7 22/23 at the latest. . . . . . . 12
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Page 16 of 57
2022-11-16

Meeting number 3 – 2022/2023

That the student union board be required to submit a board bill to FuM7 22/23 at
the latest, instructing the election committee to prepare the election of the new
position for the financial years 24/25, 25/26 and 26/27. . . . . . . . . . . . . . . . 12

That the student union board be required to report about the current status of the
work with the task description to FuM6 22/23 at the latest. . . . . . . . . . . . . 12

That the following be added to the Sammanträdesordning: . . . . . . . . . . . . . . 12
That the following be added to the translation of the Sammanträdesordning (Rules

of Order): . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
That the electoral roll be adjusted by adding Moltas Hultin. . . . . . . . . . . . . . . 12
That the meeting be recessed for five minutes at 21:05. . . . . . . . . . . . . . . . . 13

Hugo
Simonsson

Mauritz
Kööhler

Joseph
Löfving

Lucas
Glimfjord

Jesper
Hermenius
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Page 17 of 57
2022-11-16

Meeting number 3 – 2022/2023

Lista över beslut
Att riva upp beslut §62 22/23. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
Att sektionsavgiften för vårterminen 2023 fastställs till 40 kr för teknologer och dok-

torander. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
Att aktierna för bolagsstämman för företagsgruppen fördelas så att varje ledamot

representerar 171 aktier, och kårens vice ordförande representerar 15 aktier. . . 7
Att direktjustera beslut §112. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

Hugo
Simonsson

Mauritz
Kööhler

Joseph
Löfving

Lucas
Glimfjord

Jesper
Hermenius
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Attachments

1. Electoral roll

a. Student Division Representatives

2. Summons

3. Decision log

4. Quotes for blinds in the exercise hall

5. Report 6 — Rapport till FuM3 från Kårledningen

6. Simple question 1 — Electric outlets

a. Response from the Premises officer

7. Interpellation 4 — Benefits and costs of the Mecenat partnership

a. Response from the Management team

8. Interpellation 5 — Improving availability of event facilities around campus

a. Response from the Board

9. Board bill 8 — Extend deadline for the new position’s task description

10. Member bill 5 — Adding questions to the union’s companies to the council’s Rules
of Order

a. Response from the Board

11. Member bill 6 — Avsteg från stadgan avseende förtroendevald

a. Response from the Board

12. Draft of member bill — A constitutional rescue of Chalmersspexet

18
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Röstlängd Chalmers studentkårs fullmäktige 2022/2023
Fullmäktigemöte 16-11-2022 Tidpunkt: 18:03

Förbundet JA NEJ

Ordinarie Julia Cramstedt X

Ordinarie Amanda Dehlén X

Ordinarie Ruben Seyer X

Ordinarie Lovisa Eriksson X

Ordinarie Lucas Glimfjord X

Ordinarie Moltas Hultin X

Ordinarie Jesper Hermenius X

Ordinarie Arvid Nyberg X 7 /9 närvarande

Ordinarie Filip Lindset X varav 0 tjänstgörande suppl.

Capspartiet JA NEJ

Ordinarie Alexandru Golic X

Ordinarie Nils Nerpin X

Ordinarie Didrik Palmqvist X

Ordinarie Jacob Burman X

Ordinarie Lowe Fareld Krågen X

Suppleant Axel Johansson X 5 /5 närvarande

Suppleant Nicolas Renaudo X varav 0 tjänstgörande suppl.

Chalmers Cortége Parti JA NEJ

Ordinarie Emma Louise Sahlberg X

Ordinarie Astrid Martinson X 2 /3 närvarande

Ordinarie Axel Hjelmqvist X varav 0 tjänstgörande suppl.

Kalle Anka Partiet JA NEJ

Ordinarie Maria Nowosielska X

Ordinarie Alva Hellberg X

Ordinarie Felix Bratt X

Ordinarie Sara Rutfjäll X

Ordinarie Rasmus Hellrand X

Ordinarie Selma Waginder X

Ordinarie Ulrika Einarsson X 1 /7 närvarande

Suppleant Fanny Hessel X varav 0 tjänstgörande suppl.

Kamratpartiet I:arna JA NEJ

Ordinarie Axel Blom X 1 /2 närvarande

Ordinarie Gunnar Löfquist X varav 0 tjänstgörande suppl.

Droopys enade förbund JA NEJ

Ordinarie Alexandra Lundh X

Ordinarie Stina Olsson X 1 /3 närvarande

Ordinarie Jacob Warger X varav 0 tjänstgörande suppl.

Plana Terra JA NEJ

Ordinarie Simon Berggren X

Ordinarie Tobias Filmberg X

Ordinarie David Winroth X 3 /4 närvarande

Ordinarie Nathalie Pettersson X varav 0 tjänstgörande suppl.

Sakupplysning JA NEJ

Ordinarie Erik Broback X 1 /1 närvarande

Suppleant Axel Flordal X varav 0 tjänstgörande suppl.

Independent JA NEJ

Ordinarie Rahul Aggarwal X 1 /1 närvarande

varav 0 tjänstgörande suppl.

Totalt: 22 /35 närvarande

varav 0 tjänstgörande suppl.
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Teknologsektioner JA NEJ

Arkitekturstuderandesektionen Cecilia Lindersson X

Datateknologsektionen Jesper Hermenius X

Doktorandsektionen Rahul Aggarwal X

Elektroteknologsektionen Emil Adertorn X

Fysikteknologsektionen Erik Broback X

Ingenjörsteknologsektionen Jacob larsson X

Kemiteknologsektionen Linnea Nilsson X

Maskinteknologsektionen Hugo Björklund X

Sjösektion X

Teknologsektionen Affärsutveckling och Entreprenörskap Jakob Bengtsson X

Teknologsektionen för Automation och mekatronik Johan Floregren Källgren X

Teknologsektionen Globala System Tobias Filmberg X

Teknologsektionen Industriell Ekonomi X

Teknologsektionen Informationsteknik Jacob Bengtsson X

Teknologsektionen Kemiteknik med fysik och Bioteknik Simon Berggren X

Teknologsektionen Teknisk Design X

V-teknologsektionen samhällsbyggnad X 10 /17 närvarande
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Summons FuM3 22/23
Wednesday 9th November 2022

Speaker’s Presidium

Summons
Chalmers Student Union Council, Meeting 3 22/23
You are hereby summoned to a meeting of the Chalmers Student Union council.

Location: Kårrestaurangen, Johanneberg
Time: Wednesday 16th November 2022, 18:00
Language: English (primarily)

Agenda (Foredragningslista)

1. Preliminaries (Preliminärer)

a. Opening of the meeting (Sammanträdets öppnande)

b. Calling of the electoral roll (Justering av röstlängd)

c. Election of two adjusters as well as tellers (Val av två justerare tillika rösträknare)

d. Due announcement of the meeting (Sammanträdets behöriga utlysande)

e. Election of secretary (Val av sekreterare)

f. Approval of the agenda (Godkännande av föredragningslista)

g. Co-option (Adjungeringar)

h. Minutes of the previous meeting (Föregående mötesprotokoll)

i. Follow-up of decisions (Uppföljning av beslut)

i. Decision §62 22/23 — Mistake in the minutes regarding membership fees

2. Messages (Meddelanden)

a. Speaker’s presidium (Talmanspresidiet)

b. Student Union Management team (Kårledningen)

c. Others (Övriga)

3. Resignations (Avsägelser)

4. Designation of shareholder representatives for AB Chalmers Studentkårs Företags-
grupp (Val av aktierepresentanter till AB Chalmers Studentkårs Företagsgrupp)

5. Reports (Rapporter)

6. Elections (Val)

a. By-election, Nomination Committee (Fyllnadsval, Valberedningen)

b. Election Committee (Valnämnden)

c. Committee of Election Complaints (Besvärsnämnden)

7. Simple questions (Enkla frågor)

a. Simple question 1 — Electric outlets

1 (29)
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Summons FuM3 22/23
Wednesday 9th November 2022

Speaker’s Presidium

8. Interpellations (Interpellationer)

a. Interpellation 4 — Benets and costs of the Mecenat partnership

b. Interpellation 5 — Improving availability of event facilities around campus

9. Ratication of decisions (Fastställande av beslut)

10. Board bills (Propositioner)

a. Board bill 8 — Extend deadline for the new position’s task description

11. Member bills (Motioner)

a. Member bill 5—Adding questions to the union’s companies to the council’s Rules
of Order

b. Member bill 6 — Avsteg från stadgan avseende förtroendevald

12. Closing of the meeting (Sammanträdets avslutande)

Göteborg, Wednesday 9th November 2022

Hugo Simonsson Mauritz Kööhler
Speaker (Talman) Deputy Speaker (Vice Talman)

2 (29)
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År När § Beslut Kommentar Ägare Ansvarig Deadline Status Följ upp Avklarat

19/20 Fum8 §245

att ålägga kårstyrelsen att se till att entrédörrar och handikapptoaletter i kårhuset är
tillgänglighetsanpassade och följer Myndigheten för delaktighets Riktlinjer för
tillgänglighet [1][2] så gott det går. Hur arbetet har gått ska rapporteras till FuM 3 20/21.

att tillsätta en arbetsgrupp med 3–5 personer som ska undersöka hur Gasquen och CS-
bastun på bästa sätt kan tillgänglighetsanpassas och rapportera detta till FuM 3 20/21.att bifalla första att-satsen med 
tillägget att kostnaderna tas ur Byggnadsfonden.

att andra att-satsen bifalles med tillägget om att arbetsgruppen även ska ge förslag på var

eventuella kostnader skall läggas.

I arbetsgruppen sitter:
Jacob Lidman
Rebecca Svensson
Johan Wennerbeck
Frej Karlsson
Emilia Sandolf

Fum KS/Fum

Fum3 20/21 
FuM7 22/23

Pågår Sköts på FuM8 21/22

20/21 FuM3 §93 att Kårstyrelsen får mandat att förvärva aktier i Göteborgs Studenters Företagsgrupp AB förutsatt att godtagbara villkor kan 
uppnås och att kårstyrelsen bedömmer att ägandeskapet av bolagen lär bidra till mer medlemsnytta. KS KS

Löpande

20/21 FuM6 §181

att kårfullmäktige tillsätter en arbetsgrupp om 3-6 personer med uppdrag att:

- I samarbete med kårledningen föreslå åsikter till åsiktsprogrammet om Chalmers
campusutveckling
- Utvärdera kårens kontinuerliga bevakning av campusfrågor och eventuellt föreslå
nya bevakningsfunktioner.
- Agera referensgrupp till kårledningen för att förankra arbetet med campusarbetet i
styrelser, styrgrupper och dylikt på högskolan.

I arbetsgruppen sitter:
Sebastian Boström
Jonathan Sjölander
Amelie Nordh
Elin Sandahl
Isac Stark
Oscar Börjesson

FuM FuM

Löpande

20/21 FuM8 §246

att ge kårordförande mandat att som representant i GFS styrelse rösta för en nyemission i
Göteborgs Studenters Företagsgrupp AB (556702-1133).
att ge kårstyrelsen mandat att förvärva aktier i Göteborgs Studenters Företagsgrupp AB
(556702-1133) till ett högsta belopp om 6 000 000 kr.
att ett eventuellt förvärv ska göras genom Chalmers Studentkårs Företagsgrupp AB
att kårstyrelsen får mandat att förvärva övriga kårers aktier om detta skulle erbjudas, dock
till ett maximalt pris om 200 kr per aktie. KS KS

Löpande

21/22 FuM4 §116

att Chalmers studentkår ger Emilias kårhus AB medel för att utföra byggnationen av vindskydden på Andra udden till en 
summa upp till 600tkr. Medlen tas från Byggnadsfonden.
att Chalmers studentkårs fullmäktige ålägger kårstyrelsen att ge Emilias kårhus AB uppdraget att utföra byggandet av 
stugorna på Andra udden enligt Chalmers studentkårs Arkitekturtävling resultat med hjälp av teknologer i största möjliga 
mån.
att ålägga Kårstyrelsen att utreda hur skulden mellan ChSRAB och EmKAB kan justeras utan medel från
byggnadsfonden. KS KS/EmKAB

Löpande

21/22 FuM4 §119 att kårstyrelsen möjliggör tillgängligheten av könsuppdelade toaletter, särskilt under festliga
tillställningar såsom FestUkalas och gasque. KS KS

Löpande

21/22 FuM6 §144.2
att ålägga kårstyrelsen att undersöka vilka möjligheter som finns till att mörklägga fönstren i
motionshallen samt återkomma med ett förslag på lösning för mörkläggning samt kostnad till fullmäktige
senast FUM 8 2021/2022. KS KS

FuM8 21/22 
FuM2 22/23

Pågår Sköts på FuM8 21/22

21/22 FuM6 §146.2 att ålägga kårstyrelsen att se över möjligheterna för att bygga ett tak över innergården
att ifall det inte är möjligt att bygga ett tak, se över möjligheterna att på andra sätt öka nyttjandegraden av innergården under 
en större del av året.
att ålägga kårstyrelsen att rapportera tillbaka till FuM senast vid FuM4 2022/2023. KS KS

FuM4 22/23 Pågår

21/22 FuM7 §237 att bordlägga motionen till senast FuM1 22/23.
att ålägga talman att ta fram ett förslag på uppdaterad arbetsordning för talmanspresidiet senast FuM1 22/23. Talman Talman

FuM1 22/23 Försenad

21/22 FuM7 §238 att återremittera motionen till motionärerna för att återkomma med ett nytt förslag senast FuM1 22/23 FuM FuM FuM1 22/23 Försenad

21/22 FuM8 §254

att fullmäktige ger uppdrag till KS att fullfölja ett överlåtande av järnvägsvagnen till EKAB samt tillskjuta 700 000 kr för 
upprustning och underhåll förutsatt att samtliga förutsättningar för att genomföra överlåtandet finns på
plats.
att i samband med överlåtande lägga maximalt 250 000 kr ur Byggnadsfonden för att rusta upp Järnvägsvagnen. KS KS

Löpande

21/22 FuM8 §263 att ändra i stadgan kap. 2 och 16 samt i reglementet kap 2 enligt [...] Bifallet på FuM1 22/23, §48 FuM FuM FuM1 22/23 Pågår

21/22 FuM8 §270
att ålägga kårstyrelsen att ta fram en arbetsbeskrivning och namn till en ny temporär post i kårledningen enligt beskrivningen 
av posten i rapporten Rapport – En ny post i kårledningen till FuM3 22/23

KS KS

FuM3 22/23 Pågår

21/22 FuM8 §272 att ålägga kårstyrelsen att senast till FuM3 22/23 lägga fram en proposition som ger valberedningen i uppdrag att bereda val 
av den nya posten för verksamhetsåren 23/24, 24/25 och 25/26 KS KS

FuM3 22/23 Pågår

22/23 FuM1 §49 att tillsätta en arbetsgrupp om 3-6 personer för att revidera kårens stadga och reglemente i sin helhet
att arbetsgruppen presenterar ett färdit förslag till senast FuM6

I arbetsgruppen sitter: Hugo Simonsson, Julia 
Cramstedt, Ruben Seyer, Lucas Glimfjord FuM FuM

FuM6 22/23 Pågår

22/23 FuM1 §54 att lägga till T-RaX (80-2538-9001) under §17:1 i Chalmers Studentkårs reglemente enligt bilaga KS KS Pågår

22/23 FuM1 §69 that the by-election for the Nomination Committee be tabled until FuM2 FuM FuM FuM2 22/23 Pågår

22/23 FuM1 §72
att kårstyrelsen åläggs ta vidare frågan på de sätt de finner lämpligast och rapportera senast FuM8 22/23

Gäller könsneutrala toaletter i kårhuset, se beslut 
§141 21/22 (finns ovan) KS KS

FuM8 22/23 Pågår

22/23 FuM1 §73 att kårstyrelsen uppdaterar mottagningspolicyn till senast FuM5 KS KS FuM5 22/23 Pågår

22/23 FuM1 §74
att en arbetsgrupp tillsätts för att undersöka hur valdeltagandet kan höjas och rapportera tillbaka till FuM4

I arbetsgruppen sitter: Jesper Hermenius, Moltas 
Hultin, Astrid Martinsson, Lucas Glimfjord KS KS

FuM4 22/23 Pågår
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MESSAGE TO FUM 
2022-11-15 

Kårstyrelsen 
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Message regarding decision §144.2 

”att ålägga kårstyrelsen att undersöka vilka möjligheter som finns till att mörklägga 
fönstren i motionshallen samt återkomma med ett förslag på lösning för mörkläggning samt 
kostnad till fullmäktige senast FUM 8 2021/2022.” 

We recieved an offer that the premises officer presented on FuM2 to add curtains on the outside of 
the windows in the exercise hall. The Management team asked FuM to postpone the decision 
regarding this matter because another solution had been explored, but the quotation from that 
company had not yet been received. 

This other solution is to use the existing curtain rail and to put up a regular curtain on the inside of 
the windows. That quotation has now been received and we would like to present it today so that FuM 
can decide if it wants to go move forward with this. 

It should be noted that this has not been anchored with EKAB’s board and is not in EKAB’s budget for 
this year. 

 

Appendix: 

1. Offer 1 (eligible until 2022-10-27) 
2. Offer 2 (eligible until 2022-11-26) 

 

 

Questions are best directed to: 

Oskar Ekberg 
Premises officer 2022/2023 
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PRELIMINÄR OFFERT 5641
Offert giltig t.o.m. 2022-10-27

Sida 1/1

Chalmers Studentkår
Sven Hultins gata 4
412 58 Göteborg

Leveransadress Övriga uppgifter
Chalmers Studentkår
Sven Hultins gata 4
412 58 Göteborg

0708-400875
anders.isberg@chalmersstudentbostader.se

Ert ordernummer Vår referens Er referens
- Magnus Söderström -

Produkt Antal Pris/st Summa

Renson Fixscreen 150 3 35 150 kr 105 450 kr

Väv Valfri väv ur std. kollektion 

Bredd 4100 mm

Höjd 3300 mm

Profilfärg Valfri ur std. kollektion 

Motor Renson Detecto 

Reglagesida Vänster 

Renson Fixscreen 150 3 34 150 kr 102 450 kr

Väv Valfri väv ur std. kollektion 

Bredd 4100 mm

Höjd 3000 mm

Profilfärg Valfri ur std. kollektion 

Motor Renson Detecto 

Reglagesida Vänster 

SWS52 (kit) Sol-vind-styrenhet med sensor Alpinvit Becker (SWC62+SC81)

kabel

(Inkl. driftsättning. Exkl. elinstallation)

1 4 000 kr 4 000 kr

Specialanpassningar (- OBS! Uppskattad kostnad ca. frånpris) 1 20 000 kr 20 000 kr

Montering/Arbetskostnad, utvändiga produkter

(- Uppskattad kostnad inkl. lift. Ev. kostnader för tillstånd och avspärrningar

tillkommer. Ev. Elinstallation tillkommer.)

1 50 000 kr 50 000 kr

Totalt exkl. moms: 281 900 kr

Moms: 70 475 kr

Totalt inkl. moms: 352 375 kr

Bryma Solskydd
Södra Hildedalsgatan 4
417 05 Göteborg

Tel. 031-238070
Mobil. 070-3405254
magnus@bryma.se

Org. nr. 556200-7111
Innehar F-skattebevis

Bankgiro 513-2352
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Radnr Benämning Lev ant Enh à-pris Summa

10 Idrottsal (fasad fönster)
Textil: Scen Molton CS Färg: svart eller grå 
Sömnad: Ridåbandsvåd 
Skena: 1 st 3970 (Lindrags skena) 
Lindragskena med mittöppning. Parkering höger/vänster 
sida.
Tät textil.

2,00 12064,00 24 128,00

20 Montage, resa. 1,00 6545,00 6 545,00
20 Lift eller ställning behövs. Ordnas av kund.

Telefon

Organisationsnummer
010-205 1250

ekonomi@primetex.se
556253-3819

Betalningsinformation
Vår fordran enligt denna faktura har 
överlåtits till-och skall betalas till- 
Skandinaviska Enskilda Banken 
(publ). Ange alltid fakturanummer vid 
betalning. Bankgiro: 5462-0778

Bankgiro

ESSESESS

IBAN-nummer:
5462-0778

BIC/Swift:
SE80 5000 0000 0520 1100 6171

Primetex AB

60363 Norrköping
Hammargatan 64

Adress Internet

Momsreg.nr
www.primetex.se

Godkänd för F-skatt
SE556253381901

Netto

30 673,00SEKMervärdesskatt tillkommer

Priset gäller enbart vid beställning av dessa kvantiteter

Offert Sida 1 av 1

Offertnr

Chalmers Industriteknik

Sven Hultins gata 9D
412 88 Göteborg

Fakturaadress

Er referens

Ert refnr

Anders Isberg

Leveransvillkor

Leveranssätt

Vår referens Lisa Trönsdal

Betalningsvillkor

Dröjsmålsränta
30 Dagar

39670

Kundnr Offertdatum

Monteras

Monteras

857204-7713 2022-10-26

8%

Giltig tom 2022-11-26

Chalmers
Sven Hultins gata 2
Göteborg

Leveransadress

Leveransdatum
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RAPPORT  

2022-11-01 

Kårledningen 

 1 av 11   
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Rapport till KS04 från kårledningen 

Presidieenheten 

Kårordförande 

Reflektioner 
Jag tror jag talar för de flesta i kårledningen när jag säger att det aldrig känns som att tiden går så fort 
som den gör nu; ”tiden går fort när man har roligt” ekar verkligen sant. Vid förra rapporten kändes 
det som allt var i uppstartsfasen. Men nu känns det verkligen som allt är i full rulle. En reflektion 
kring arbetet i sin helhet är hur snabbt man kommer in i det, sedan förra rapporten har kårledningens 
arbete ”blivit vardag” och jag tror (och hoppas) att man mognar i sin roll väldigt fort.  

Sedan sist har högskolan verkligen inte legat på latsidan och det är många stora frågor i rullning. Men 
detta leder också ibland till att min mejlkorg hamnar sekundärt till att närvaro på möten vilket är 
varför jag anser att min arbetsbelastning kanske är aningen högre än senast. 

Samtidigt fylls jag med motivation varje dag jag går till jobbet. Chalmers studentkår är verkligen en 
fantastisk organisation och att få möjligheten att (förhoppningsvis) förbättra den gör att min 
motivation inte kan ses som något annat än en solklar 10/10. 

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
Sen senast har rekryteringen av ABChSFGs nya styrelse avslutats och fokus det senaste har legat på 
frågor inom högskolesfären. Som nämnt på senaste fullmäktigesammanträde har rekryteringen av en 
ny rektor på Chalmers inletts där jag sitter med i valberedningen från kårens sida. Inom detta arbete 
har en referensgrupp med gamla kårledningsledamöter tillkallats och valberedningen har internt 
startat upp sitt arbete. 

Den andra som är värt att nämna är att precis som sist fortlöper arbetet med ”Förstudie campus” och 
vi är nu i de riktiga sluttamparna för rapporten. I skrivande stund är det inte så mycket mer att 
rapportera men i slutet av november kommer rapporten komma upp till styrgruppen och jag hoppas 
kunna delge mer information på nästa fullmäktige.   
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Kommande utmaningar 
En kommande utmaning är att finna en bättre balans mellan det operativa arbetet (skicka mejl, skriva 
rapporter, m.m), det långsiktigt strategiska arbetet som kåren har framför sig och att gå på externa 
möten. I dagsläget är situationen inte på något sätt hållbar, men för att få ett mer effektivt arbete tror 
jag att det kan vara värt för egen del reflektera över hur jag lägger upp mitt dagliga arbete. 

English summary 
Time certainly flies when you’re having fun and since my last report things are certainly in full swing 
compared to last time when everything was in the start up phase. Another difference since last time is 
that the university is back in business as usual which means that more time is spent on university 
related meetings. I announced during the last council meeting that the recruitment of a new 
President of Chalmers University of Technology has begun, which is also something that I’ve been 
working with more and more since last time. 

The work related to “Förstudie campus” is still on going and I hope to be able to give you more 
information during upcoming council meetings. 

Vice kårordförande 

Reflektioner 
Sedan den första kårledningsrapporten har jag funderat mycket över min egen arbetssituation och hur 
jag som person tar mig an rollen. VO har en mängd spridda arbetsuppgifter, allt mellan stora och 
abstrakta saker som arbetsledning till okomplicerade men tidskrävande saker som administration. Det 
är en stor utmaning att ständigt prioritera om och få tiden att räcka till, och mycket av ens arbete är 
upplagt för att hjälpa andra vidare med sitt, inte som ett slutmål. Att jobbet skulle vara en stor 
utmaning var dock inte en överraskning, och jag upplever inte att min motivation har sjunkit, även 
när min energi har det. Ett stort tack går ut till mina fantastiska kollegor som ger mig så mycket både i 
och utanför jobbet. 

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
Att beskriva det pågående arbetet är svårt eftersom det består av så många små delar, men ett par 
större projekt har stuckit ut det senaste. Först och främst arbetet med den nya posten och tillhörande 
postbeskrivning tillsammans med SO och vUO, som med FuMs goda vilja kommer fortsätta ett tag till. 
Bredvid det har det varit arbete med revisionen, både den centrala för kåren och dess bolag, men jag 
har också tagit över allt administrativt arbete kring föreningarna från vSO för att hjälpa revisorerna 
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att få tag i och få ordning på alla föreningars kontaktuppgifter och så dem att lämna in sina 
medlemslistor med mera. 

Kommande utmaningar 
Den kommande perioden kommer jag att göra en översikt på kårens budget och utfall för att se om vi 
tror att budgeten behöver justeras inför våren, eller om den kommer hålla hyfsat. Jag kommer även 
vara behjälplig för att starta upp den nya Of Course-kommittén, och stötta de kommittéer som har 
aspning med alla frågor de kan tänkas ha. Slutligen kommer jag arbeta tätt med KO för att arbetsleda 
och stötta övriga i kårledningen där det behövs. 

Jag kommer även behöva se över både min egen arbetssituation och mitt arbetssätt. Jag tror att jag 
kan lära mig enormt mycket under året, och behöver sätta en kurs för den utvecklings om måste ske 
om jag ska kunna vara nöjd med min insats som VO i slutet av året. Framför allt bör jag bli bättre på 
att prioritera i mitt arbete, inte minst att prioritera min egen återhämtning. 

English summary 
Since last report, I have reflected a lot over my work situation and my way of approaching it. The VO 
position is very heavy and handles everything from complex tasks like project management to simple 
but time-consuming administration. This was no surprise to me, but I still have a lot of growth 
potential to be able to feel fully in control of my situation. Despite my energy being low at times, my 
motivation doesn’t waver, mostly because of my wonderful colleagues.  

Among all the small tasks, two big things I have been working on are the new position and associated 
work description, as well as helping out with audits for the year. On one hand I have been 
representing the union in the audit for the companies, on the other I have supported the layman 
auditors and tried organising our sociaties, finding contact details and helping them get all the 
material they need from them. 

Going forward, I will be spending a lot of time evaluating our current economic situation and whether 
we bneed to change our budget for the year. I will also be working together with the president to 
support the management team, and also take some time to evaluate my own work situation to set a 
route for improvement over the year. 

Husansvarig 

Reflektioner 
Tiden går så fort att jag knappt kommer ihåg vad jag har gjort. Det blir en massa spring eftersom folk 
har dålig framförhållning vilket gör att min inkorg är helt överbelamrad. Jag vet dock att jag har så 
himla roligt här och blir lite ledsen när jag vet att halva min tid snart är förbi. 

Motivation 

1 2 3 4 5 6 7 8 9 10 

Transaktion 09222115557482948624 Signerat HS, MK, JL, LG, JH



RAPPORT  

2022-11-01 

Kårledningen 

 4 av 11   

 

S
k

a
p

a
t:

 2
0

2
2

-0
8

-2
9

 

P
:\

K
a

rs
ty

re
ls

e
n

\2
. 

R
e

g
is

te
r\

R
a

p
p

o
rt

e
r\

K
å

rl
e

d
n

in
g

sr
a

p
p

o
rt

e
r\

2
2

2
3

\K
S

4
 R

a
p

p
o

rt
 f

rå
n

 k
å

rl
e

d
n

in
g

e
n

.d
o

cx
 

 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
Just nu är det mycket med bokningar kring festU och CHARM. Jag håller på med att sätta schema för 
stående bokningar i motionshallen och Scaniasalen samtidigt som jag försöker tacklas med 
mailkorgen. Vi har precis gjort om rutinerna kring avsyningsrapporter för Härryda och 
Järnvägsvagnen som kommer göra HAs arbete mycket enklare i framtiden. 

Kommande utmaningar 
Kommande utmaningar är att försöka hinna med och prioritera allt eftersläpande arbete. Något som 
behöver göras till framtiden är att se över anmärkningar på avsyningsrapporter från hyresgäster. Det 
är ett väldigt tids- och energikrävande moment i mitt arbete som jag gärna hade sluppit. 

English summary 
Time passes so quickly that I can hardly remember what I've done. There's a lot of running around 
because people have bad anticipation, which means my inbox is completely overloaded. However, I 
know I'm having so much fun here and get a little sad when I know that half my time is almost up. 

At the moment there is a lot of work regarding bookings of festU and CHARM. I'm setting the 
schedule for standing bookings in the gym and Scania hall while trying to tackle my mailbox. We have 
just redesigned the procedures for the Härryda and the Train Car inspection reports which will make 
HA's work much easier in the future. 

Upcoming challenges are trying to keep up with and prioritise all the backlogged work. Something 
that needs to be done for the future is to review the remarks on inspection reports from tenants. This 
is a very time and energy consuming part of my job that I would have liked to avoid. 

Gemensamt arbete 
Precis som sist har Presidieenheten väldigt skilda praktiska arbetsuppgifter, istället bli vårt 
gemensamma arbete att bolla frågor med varandra och ge input på saker.  

Utbildningsenheten 

Utbildningsenhetens ordförande 

Reflektioner 
Tiden går fort när man har roligt. Hösten har hittills haft ett högt tempo och jag känner att jag har 
kommit in i arbetet bra. Mycket av min arbetstid går åt till möten, både internt med kårledningen 
men främst externt mot högskolan. Jag upplever att jag har blivit bättre på att prioritera vad jag ska 
lägga min tid på och vilka möten som är mest relevanta att gå på när flera av dem krockar, och var jag 
kan göra mest nytta.   
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Vi har nyligen haft en veckas teambuilding med kårledningen under tentaveckan, då vi var i Skåne 
och umgicks, vilket var väldigt härligt att få umgås allihopa tillsammans. Det är ofta många är iväg, 
antingen på resor eller möten, och man blir glad varje gång vi är alla nio samlade.  

Det har även varit en del samarbeten och resor den senaste tiden. Bland annat med samarbetsorganet 
Reftec där jag och Albert, vUO, träffade folk från de andra tekniska högskolornas kårer och pratade 
utbildningsfrågor och hade ett bra erfarenhetsutbyte. Nu senast har jag varit i Kalmar på SFS 
medlemsmöte och pratat politik och knutit kontakter inför SFSFUM som hålls i maj. Det har varit 
intressant att få träffa så många människor och diskutera både problem och möjligheter. Nu framöver 
ser det lugnare ut med resor vilket gör att jag kan fokusera på hemmaplan. 

Motivationen är fortsatt hög och jag ser fram emot de kommande veckorna innan jul.    

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
Högskolan har antagit en ny 20års-vision som i korta drag innebär att Chalmers ska bli ett 
världsledande universitet. Detta genomsyrar stora delar av de högskolemöten jag går på, och har satt 
Chalmers i en ny riktning. Kopplat till detta arbetar vi i GruLg (Grundutbildningens ledningsgrupp) 
för att ta fram en strategi för grundutbildningen framöver, där kvalité är ett viktigt ledord. Jag har 
också tillsammans med andra i kårledningen arbetat med eventkalendern och VP-arbetet, bland 
annat med att skicka ut årets medlemsmätning till alla studenter samt att ha uppstartsmöte med 
valberedningen inför den kommande KL-rekryteringen.     

Kommande utmaningar 
En utmaning som kvarstår är att prioritera uppgifter. Det är fullspäckade veckor som kommer och 
mycket som ska bli klart innan jul. Det är postspecifika uppgifter, VP-arbete och KL gemensamma 
uppgifter, och jag vill framöver arbeta mer med VP-arbetet. Något positivt är att jag har blivit bättre 
på att prioritera, speciellt med vilka möten jag ska gå på.     

English summary 
Time flies when you have fun. I spend a lot of time in meetings, both with the university and with the 
management team. I feel that I have learnt to prioritize and know which meetings that are most 
important and where I can make the biggest impact. There has also been some collaborations and 
travels where I have met interesting people and shared knowledge regarding educational questions. 
At the moment the university is working with their 20-year vision where they want to become a world 
leading university, and that influences a lot of the university forums I’m a part of. In one of the 
forums, we are creating a strategy for what this means for he education, and focus a lot on quality. 
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The upcoming weeks will be very intense, but I feel very motivated and look forward to what’s to 
come.  

Utbildningsenhetens vice ordförande 

Reflektioner 
De senaste månaderna har flugit förbi snabbt och arbetet är i full rulle. Det finns alltid möten att gå 
på, uppgifter att lösa och mejl som ska besvaras. Trots detta känner jag fortfarande att jag är väldigt 
motiverad och har det väldigt roligt med mitt arbete och sakerna som kommer runtomkring.  

Den senaste perioden har det varit mycket arbete som behövts göras samtidigt som det också varit 
många resor som tar tid och energi. Att åka på resorna har varit mycket givande och roligt men tyvärr 
gjort att jag hamnar lite efter i arbetsuppgifterna och behöver konstant jobba i kapp, något som 
bidragit till en högre arbetsbelastning än önskat. Framöver ser det dock bättre ut och 
förutsättningarna för att göra mer av rutinarbetet och förbereda sig för kommande arbetsuppgifter 
vilket är skönt.  

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

 

Pågående arbete 
Jag har ett antal olika projekt som är i full gång där det som är störst i nuläget är Student Voice vilket 
tagit lite tid att förbereda och hjälpa sektionerna med. Utöver det har vi arbetet med 
arbetsbeskrivningen för den nya posten och diverse event i vår eventkalender som jag springer runt 
och fixar med.  

Det är också rekrytering av olika studentrepresentanter inom kåren till årsskiftet vilket jag börjat kika 
på hur man bäst når ut med den informationen.  

Kommande utmaningar 
Jag fortsätter att jobba med utmaningen av att bolla alla de ansvarsområden som faller på en inom KL, 
både inom det postspecifika och generellt för KL:s arbetsuppgifter. Det finns mycket som kan göras, 
där allting har sitt eget syfte, men som kan vara av olika vikt för min post, KL eller vad jag tycker är 
kul och som ger mig energi.  
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English summary 
The latest months have gone by quickly and there is much work that still needs to be done. Recent 
traveling has put the regular work on hold a little bit which has increased the overall workload but 
have still been fun and given useful experiences.  

Currently my main work is with autumns edition of Student Voice and making sure everything there 
goes according to plan. There is also some work being done with the work description for the new 
position in the management team, recruiting students and some general events the management 
team are responsible for.  

The main challenge ahead is to make sure no part of my work tasks falls behind too much. It is easy to 
prioritize one aspect of it but every part of it needs some attention. 

Gemensamt arbete 
Det gemensamma arbetet fungerar väl, vi har kommit in i våra roller och vet vilka frågor som tillhör 
vem. Något som är en styrka är att vi går på olika möten och kan informera varandra om vad som sägs, 
så att vi båda alltid är uppdaterade på vad som händer på högskolan, ibland mer än vad de själva är. Vi 
håller även UU gemensamt där vi träffar studienämnderna och får höra hur läget är på sektionerna.  

Sociala enheten 

Sociala enhetens ordförande 

Reflektioner 
Sedan föregående rapport har tiden gått väldigt fort och det har varit en del att göra. Det mesta av 
mitt arbete har dock börjat flyta på väldigt bra och jag har växt in i min roll på ett tryggt och bekvämt 
sätt. Jag har fortfarande en hög motivation och arbetsbelastningen har minskat sedan sist, vilket 
känns skönt.  

Arbetet har mestadels bestått av incidenthantering. Veckan innan och under tentaveckan har det 
arbetet dock minskat och jag har haft möjlighet att fortsätta arbeta lite mer på projekt och även 
påbörja några. Sedan sist har jag även arbetat mycket med att ordna utbildningar. Bland annat 
suicidpreventionsutbildning, MHFA-utbildning, men också mindre utbildningar för SAMOs under 
utskottsmötena.  

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 
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Pågående arbete 
Nu när tentorna är över och aspningen har börjat runt om på campus har arbetet återgått till mer 
incidenthantering och att vara ett stöd för sektionerna både med utbildningar och incidenthantering. 
Det är dock inte på samma nivå som under mottagningen, vilket innebär att jag kommer kunna lägga 
mer tid på verksamhetsplanspunkter samt arbetet med den nya posten.  Det börjar också bli dags att 
planera upp arbetat för vårterminen snart, vilket känns väldigt konstigt med tanke på att sommaren 
var igår.  

Kommande utmaningar 
De kommande utmaningarna kommer som tidigare vara att balansera incidenthantering med mina 
andra arbetsuppgifter. Även fast jag kommit in i rollen väldigt bra och känner mig trygg i 
arbetsuppgifterna är det fortfarande utmanande att ibland behöva ställa om arbetet när det kommer 
in mer akuta ärenden.  

English summary 
There's been a lot to do in the last few weeks, and it feels like time has just flown by. I also feel like 
I've grown into my role confidently and I still have a high level of motivation for my work. The work-
load has also decreased since our last report, which feels good.  
The work has mostly consisted of dealing with incidents. But I have also been able to continue other 
projects and organise various seminars for students, mainly SAMOs.  
 

Sociala enhetens vice ordförande 

Reflektioner 
Den senaste tiden har jag blivit mer bekväm i min roll. Trots detta är det mycket löpande arbete som 
kräver tid. Framför allt är det arbetet inom Mat & Kalas (ChSRAB) som skapar en hög 
arbetsbelastning men samtidigt genererar värde eftersom det skapar förutsättningar för arrangemang.  
Tyvärr har inte tiden räckt till och flera mindre akuta ärenden har prioriterats ner, detta skapar långa 
svarstider och jag kan inte vara lika närvarande för studenter som jag önskar. Att jag under lång tid 
haft för mycket att göra minskar min motivation. 

 

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 
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Pågående arbete 
Pågående arbete är att stötta kårenskommittéer i deras verksamhet, genom att svara på frågor och 
hjälpa till med tillståndsansökningar. Jag har också arbete med det löpande arbete i Mat och Kalas där 
större evenemang kräver fokus. Parallellt hanteras också incidenter som skett. 

Kommande utmaningar 
Framöver kommer det arbetas med festkultur för att studenter skall erbjudas ett tryggt nöjesliv. Detta 
kommer kräva mycket eftertänksamhet för att eventuella förändringar skall bemötas på ett bra sätt. 
Det är också en utmaning att hinna ifatt arbetet som nedprioriterats. Utöver detta sker löpande arbete 
och arbete med verksamhetsplanen. 

English summary 
Lately, I have become more comfortable in my role. Nevertheless, there is a lot of ongoing work that 
requires time. In particular, it is the work within ChSRAB that creates a high workload but at the same 
time generates value as it creates the opportunities for events to take place.  Unfortunately, there has 
not been enough time and several less urgent matters have been prioritised down, this creates long 
response times and I am not able to be as present for students as I would like. Being too busy for a 
long time reduces my motivation. It is also a challenge to catch up with work that has been de-
prioritised. In addition, there is ongoing work and work on the operational plan. 

Gemensamt arbete 

Arbetsmarknadsenheten 

Arbetsmarknadsenhetens ordförande 

Reflektioner 
Tiden har bokstavligt talat flugit förbi. Sedan vår senaste rapport från Kårledningen har det i 
kalendern gått en ganska lång tid men det känns som om det vara häromdagen. Den känslan grundar 
sig både i att det har varit mycket att göra men inte minst att det har varit otroligt kul. Vid tiden för 
den förra rapporten vara det fortfarande mycket som var under uppstart. Nu däremot är det mycket 
som sker och många bollar som är rörelse.  

Arbetet präglas av många möten med en bred variation av deltagare, såsom sektioner, 
arbetsmarknadsgrupper, företagsrepresentanter, högskolan, teknologbolagen, kommunpolitiker, etc. 
Många olika roller i arbetet har en tendens att göra arbetet under en arbetsvecka svåröverskådligt och 
man tiden räcker inte alltid till åt allt man vill göra. Ibland när det känns som det enda man gör är att 
springa mellan olika möten och däremellan försöka ge sig tid åt kontorsarbetet som också måste 
hinnas med, tvingas man påminna sig själv som helheten man arbetar mot och att mötena och 
upprätthållandet och smörjandet av relationer, samt överhörning på möten också är en del av arbetet.  

Under de senaste veckorna har arbetet på kontoret varvats med arbete på annan ort, vilket har 
inneburit en del resande. Det har varit ARG-konferens i Luleå och Linköping där 
Arbetsmarknadsenheten har träffat kollegor från de andra tekniska lärosätenas kårer inom Reftec-
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samarbetet. Däremellan har jag tillsammans med UO och SO varit på konferens i Delft där höstens 
IDEALiStiC-konferens gick av stapeln. Jag har tagit med mig mycket från dessa konferenser till mitt 
eget arbete men att vara iväg från kontoret kommer såklart med sina utmaningar.  

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
I dagsläget är arbetet delat mellan många olika arbetsuppgifter. En hel del av min tid den senaste 
tiden har gått till KL-gemensamma arbetsuppgifter som jag har fått ansvar över. Det är exempelvis, 
arbete med verksamhetsplanen (VPa och VPc) och andra gemensamma arbetsuppgifter, såsom Kårens 
julbord, Medlemsmätningen, teknologsektionsstyrelseworkshop, för att nämna några.  

Under de senaste veckorna har det varit mycket arbete med teknologbolagen, där det har varit 
styrelsemöten, strategidagar och projekt som vi driver tillsammans. Därutöver har det arbetats en del 
med att se över stödmedlemskapet och hur processen kring det kan förenklas och förbättras.  

Kommande utmaningar 
En återkommande svårighet är som för så många andra att prioritera i arbetet. Det är många uppgifter 
som behöver göras och ibland kan allt kännas lika viktigt på en och samma gång. Det är en utmaning 
att ge alla uppgifter lagom mycket tid så att alla rör sig framåt och att man får mer nytta tillbaka än 
den tiden som har investerats.  

English summary 
Since the last report we wrote to FuM1, time has flown by and there are a lot of things going on, 
which has increased the workload, but it is still on a reasonable level. In the present, my work 
involves a lot of meetings with a variety of people representing a variety of groups. The broad variety 
of different roles that I represent, sometimes makes it hard to get a good overview over the entirety of 
my work. During the past week, there has been quite a few business trips, which has been rewarding 
has on the other hand forced me to work harder at the office in between the trips to complete the 
thing that needs to be done at the office.  

At the moment, my work revolves to a large extent around common management team tasks, such as 
operational plan and events. The remaining time is spent on my ordinary business relations work, 
such as cooperating with our student driven companies. I’ve also worked with improving our 
supporting membership.  
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Arbetsmarknadsenhetens vice ordförande 

Reflektioner 
Arbetet har fungerat bra hittills. Det är dock mycket att göra och man har tyvärr inte alltid tiden för 
att göra något så bra som möjligt, exempelvis den här rapporten. Jag har kunnat delegera en del 
arbete och det har känts skönt. Jag trivs väl både i kårledningen och CHARMkommittén. Motivationen 
har sjunkt lite sedan senast tyvärr. 

Motivation 

1 2 3 4 5 6 7 8 9 10 

Arbetsbelastning 

1 2 3 4 5 6 7 8 9 10 

Pågående arbete 
• Mycket med CHARM. Företagsanmälan har förlängts och börjar lida mot sitt slut.  
• En hel del med kårappen som dyker upp rätt så sporadiskt. 

Kommande utmaningar 
Hitta tiden till att göra allt arbete och att kunna säga nej. 

English summary 
The work has worked well so far. However, there is a lot to do and unfortunately there is not always 
time to produce something as good as possible, such as this report. I have been able to delegate some 
of the work and that has felt good. I am enjoying myself both in the management and in the CHARM 
committee. Motivation has dropped a bit since the last time, unfortunately. 

Gemensamt arbete 
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 SIMPLE QUESTION

2022-11-01

Simple question 1 – electric outlets
I min mening så är kårhuset på flera ställen, framför allt på plan 1, inte särskilt studievänligt i en
modern tid. Därmed har jag en enkel fråga:

In my opinion, the SU building is not very studying-friendly, primarily on floor 1. Therefore, I have a
simple question:

1. Finns det några planer att förse kårhuset med fler eluttag, framför allt på plan 1? / Are there
any plans on adding more electric outlets in the SU building, primarily on floor 1?

______________________________________

Julia Cramstedt
Förbundet

1 av 1
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ANSWER TO SIMPLE QUESTION

2022-11-09
HA

Answer to Simple question 1 - Electric
outlets
There is no current plan to increase the number of electrical outlets to the union building.

1 av 1
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 INTERPELLATION
2022-11-01

Interpellation X - Benefits and Costs of
the Mecenat Partnership
Background
The Student Union has a partnership with Mecenat to provide some of its critical services.

However, the act of selling/sharing our members’ information with Mecenat in exchange for their
services is something that certain members of the Student Union find problematic. In the current day
where selling personal data has become somewhat of a normality some people try very hard to avoid
selling their personal data and feel an inability to avoid it due to the mandatory membership.
Furthermore, Mecenat may send advertisements to our members and use the information further in
unexpected ways.

Examples of services that require Mecenat and problems we have experienced:

● Key cards. The union key cards that are used for payment within the Student Union and
access to the university’s facilities are currently provided by Mecenat. However, once they are
distributed they are no longer dependent on Mecenat to function.

● Identification/proof of membership. This is used when attending events on campus such as
Gasquen as well as pubs. This used to be possible without any digital device or agreement
with Mecenat, but now either one must have the Mecenat app or bring proof of membership
due payment (which might not even be accepted by all arrangers).

● Voting in the FuM elections. During the latest election it was brought up to the Committee
of Election Appeals (Besvärsnämnden) that Mecenat membership could affect election
turnout. Last election there were no physical polling stations and thus no vote could be cast
without logging in to the Mecenat site.

In the future some services could potentially be provided directly by the Union, e.g. through the
Student Union app. The main focus of the interpellation is not to discuss replacements of the Mecenat
services, but rather the current situation and the realities today.

Questions
We ask the Union management team:

1. What are the terms of the agreement with Mecenat? More specifically,
a. What information do we currently sell/share with Mecenat?
b. Which services do we get from Mecenat and what are they worth for our members?
c. What costs are associated with using Mecenat, both monetary and non-monetary?

Förbundet (the Party), through

______________________________________ ______________________________________

Arvid Nyberg Amanda Dehlén

1 av 2
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 INTERPELLATION
2022-11-01

______________________________________ ______________________________________

Jesper Hermenius Ruben Seyer

______________________________________ _____________________________________

Lovisa Eriksson Lucas Glimfjord

_____________________________________

Moltas Hultin

2 av 2
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Interpellation response: Benefits and 

Costs of the Mecenat Partnership  
The Management team thanks the interpellators for the interest shown in our partnership with 
Mecenat, and understand that questions regarding personal data may be important for our members. 
We hope that our answers will give you a better view on the current agreement with Mecenat. 

a. What information do we currently sell/share with Mecenat? 

We supply Mecenat with a list of all our members each year to verify their status as students. This list 
is shared, not sold for any monetary compensation. 

b. Which services do we get from Mecenat and what are they worth for our members? 

From our agreement with Mecenat, every member get a physical Student Union card. Every member 
also gets to activate a digital student ID card, which verifies them as a student in various situations 
across Sweden, and makes them eligible for any benefits Mecenat supplies to the card holders. 

c. What costs are associated with using Mecenat, both monetary and non-monetary? 

The Student Union pays for the production of the first Student Union card every member receives 
(subsequent cards, e.g. when a member loses their cards and orders a new one, is paid by the member) 
which costs approximately 5-10 kronor per card. Outside of that, there are no monetary costs. The 
non-monetary costs are harder to accurately point out. 

 

 

The Student Union Management team through, 

 
______________________________________  
Samuel Nyberg 
Vice President 
vo@chalmersstudentkar.se 
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 INTERPELLATION
2022-11-02

Interpellation 5 - Improving availability
of event facilities around campus
Background
A large majority of students have attended some type of event arranged by the union or divisions. For
many, this is a natural and fun part of their time at Chalmers. We believe that having something fun
to do besides studies is important for mental health, personal development and making friends.
There is no lack of interest in either arranging or attending these events, the bottleneck is rather the
lack of appropriate facilities to arrange in. Facilities, such as event facilities and kitchens, are
imperative to the ability to arrange events. We have seen that groups of students that want to find a
facility can have a hard time knowing what is available and what the rules around bookings are. We
think that there are some facilities that the union could look into, making them more easy to book
and better to arrange events in.

Järnvägsvagnen (JVG), the train car is a facility functioning as a dinner and party hall located close
to the student union building at Johanneberg Campus. It is available for both current and previous
Student Union members and groups at the Student Union. This creates great membership value since
it can be used both privately and to arrange official events for members of the student division, the
central student union or other societies connected to the student union.

The facility is up to standards and the responsibilities of maintenance are clear so problems that
occur are solved. The information on how the facility can be booked is clear and accessible at the
student union website and it is easily done by contacting the Information desk at the Student Union,
either in person or by email. Since the Information desk is easily accessible and it is clear where it is
located, confusion can be easily solved. Getting access to the facility, handling payment and other
problems are handled during working hours Monday through Friday. The ease of it makes the facility a
great example of how one could hope that booking of a facility should work.

Kalle Glader (KG) is an event facility owned by Chalmers Studentbostäder (CSB) located on campus
in the basement of the same building as Wijkanders. Booking of the facilities are done at the Student
union information desk in the same way as JVG but it is only bookable by students living in CSBs
student housing.

The facilities are more or less two big rooms and a long winding corridor. One of the rooms is
technically a kitchen, however the fridges don't have any shelves, so they are difficult to use and the
rest of the kitchen barely has any equipment. The other room can be furnished with available tables
and chairs, and includes a big stage to the side. Worth noting is that overall the facilities are in
desperate need of an extensive renovation, and it’s unclear for us who are responsible for that
maintenance.

Moreover, since the facilities can only be booked by individual students. The facilities are difficult to
use since most people do not have a lot of kitchen equipment for the “kitchen” nor has use for a big
empty room along with a stage. The facilities as they are now could be better utilized by committées,
societies or other groups both in the union and its divisions.

In short the procedure for booking Kalle Glader works well and is easy to use however it could really
use some attention by renovating the facilities but also by opening up the facilities to other groups
that can better utilize it.

1 av 2

Transaktion 09222115557482948624 Signerat HS, MK, JL, LG, JH



 INTERPELLATION
2022-11-02

FRitids is the party room at Emilsborg and available to rent for tenants of Chalmers Studentbostäder
(CSB). Booking is done through CSBs  “My pages”. The party room is currently maintained and
improved by Förtroenderådet (Council of Trustees). The facilities are well maintained and well
thought out. It has a fully equipped kitchen and tables and chairs enough to arrange a party. It also
has a well working sound and lighting system. All in all, a well maintained room with good facilities.
The main problem is the availability. The party room is currently not available to commités and
members of the student union that are not living at CSB. It’s also not possible to use the room during
weekdays.

As it is now JVG is a great facility to use both for individual members but also for committees and
societies at the union. In an ideal world, we would like both KG and FRitids to work in the same way
where booking, receiving the key and checking availability can be done easily and at reasonable times
throughout the week. We would also like to see that all members of the union and its groups can
utilize the facilities for their events. However, putting a bill forward for this is not possible since KG
and FRitids are not directly managed by the union. Instead we’re asking the union management team
what we as a student union could influence and how we can use that influence to improve the
availability and maintenance of these facilities.

Question(s)
We ask the Union management team

1. What possibilities are there to improve the availability of Kalle Glader and Fritids for
members and groups in the Student Union?

2. How much and what influence do we as a student union have on the improvement of Kalle
Glade and Fritids?

3. Who’s responsible for maintenance and improvements of Kalle Glader right now?
4. Is it possible to make Kalle Glader and FRitids be bookable and available in the same way as

JVG

Förbundet (the Party), through

______________________________________ ______________________________________

Moltas Hultin Lucas Glimfjord

______________________________________ ______________________________________

Jesper Hermenius Ruben Seyer

______________________________________ _____________________________________

Lovisa Eriksson Amanda Dehlén

______________________________________

Arvid Nyberg

2 av 2
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Interpellation response: Improving availa-
bility of event facilities around campus 
 

The Union Board’s response: Since we do not own the facilities (KG and FRitids) from the Union 
Board will be of a general nature. Furthermore, since we do not own the facilities, we (As in the 
Student union) can’t “decide” anything regarding the facilities; neither their availability nor the 
condition of the facility is up to us to decide. One possibility is that the student union could assist 
CSB via volunteer work, if such an interest exists amongst the members. Finally, investing in facilities 
we do not own would be unadvisable.  

Another thing worth mentioning is that CSB is not a part of the student union’s company group and 
instead exists as a separate foundation. Down below is the response from CSB’s CEO, Joakim Wallin. 

1. Vilka möjligheter finns att förbättra tillgängligheten av Kalle Glader och Fritids för medlem-
mar och grupper inom Chalmers Studentkår? 

a. Kalle Glader: Finns ett avtal mellan CSB och Studentkåren som reglerar detta. I första 
hand är det boende inom CSB som har rätt att disponera/hyra lokalen, därefter övriga 
medlemmar i kåren. 

b. Fritids: Uthyrningen sker via Mina Sidor (CSB´s hemsida) och då skall man första ha 
fått en introduktion via Förtroenderådet för att kunna boka. När man väl har fått den 
så är det fritt att boka- Detta gäller alla gemensamhetslokaler inom CSB. Fritids är 
endast tillgängligt för boende inom CSB, dock ej övriga medlemmar i kåren. Se även 
https://fortroenderadet.squarespace.com/fritids 

2. Hur mycket kan kårens medlemmar påverka förbättringar av Kalle Glader och Fritids. 
a. Är man boende hos CSB så kan man vända till oss eller Förtroenderådet om man vill 

lämna synpunkter och förbättra lokalerna. Vad gäller Kalle Glader där det finns ett 
avtal mellan CSB och kåren så kan också man vända sig till Kårservice. 

3. Vem är ansvarig för underhåll och förbättringar av Kalle Glader 
a. CSB är hyresgäst till Chalmersfastigheter. Här finns ett hyresavtal so m reglerar an-

svaret vad gäller underhåll och förbättringar. Alla inventarier ansvarar CSB för, likaså 
renovering av ytskikt och liknande. CSB ser till att tillhandahålla städmaterial efter 
anmodan vid avsyning. Chalmersfastigheter ansvarar för fastighetsrelaterat under-
håll, tex installationer, passersystem samt yttre underhåll. 

4. Kan Kalle Glader och FRitids bokas på samma sätt som JVG? 
a. Idag bokar man Kalle Glader på samma sätt som JVG genom att skicka en förfrågan 

till desk@chalmersstudentkar.se. Fritids bokning sker via Mina Sidor (CSB´s hemsida) 
och då skall man första ha fått en introduktion via Förtroenderådet för att kunna 
boka. https://fortroenderadet.squarespace.com/fritids 

 
The Board through, 

 
______________________________________  
Isac Stark 
President 
ko@chalmersstudentkar.se 
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Board bill 8 – Extend deadline for the 

new position’s task description 

Bakgrund 
På Fullmäktigesammanträde 8 2021/2022 beslutade FuM: 

att  ålägga kårstyrelsen att ta fram en arbetsbeskrivning och namn till en ny temporär post 
i kårledningen enligt beskrivningen av posten i rapporten Rapport – En ny post i 
kårledningen till FuM3 22/23 (§270 21/22) 

att ålägga kårstyrelsen att senast till FuM3 22/23 lägga fram en proposition som ger 
valberedningen i uppdrag att bereda val av den nya posten för verksamhetsåren 23/24, 
24/25 och 25/26 (§272 21/22) 

Kårledningen utsedde i augusti en grupp bestående av SO, vUO och VO som har huvudansvar för 
framtagande av arbetsbeskrivningen. Målet var att ha en beskrivning färdig till 
Kårstyrelsesammanträde 4 den 8 november, men under arbetets gång har gruppen kommit till 
slutsatsen att frågan om den nya posten var mer komplex än man initialt räknade med. Framför allt 
förstod man att det var fler aktörer än man räknat med som hade intresse i frågan, och att postens 
arbetsuppgifter – och i vissa fall, dess varande eller icke-varande - väckte starka känslor hos somliga. 
Kårledningen upplevde även att man hade mer att säga i frågan efter att ha taskbat i ett par månader 
och fått erfarenhet av kårledningsarbetet, än vad man hade när arbetet inleddes.  

Med detta som bakgrund diskuterade Kårledningen hur man ville gå vidare, och beslutade att inte 
lägga fram ett förslag på arbetsbeskrivning till FuM, eftersom man inte kände att någon av de 
liggande förslagen var bra nog att använda som grund för en rekrytering till nästa år. I stället väljer 
Kårledningen att be FuM om ytterligare tid för arbetet med den nya arbetsbeskrivningen. En förlängd 
deadline ger den ansvariga gruppen mer tid att iterera sina förslag och ta emot fördjupad feedback, 
samtidigt som man kan dra mer nytta av den ökade erfarenhet man får under året.  

Ett uttalat mål inom Kårledningen är att avsluta det här arbetet och ha en färdig arbetsbeskrivning 
innan nästa års Kårledning tar vid, men för att maximera arbetstiden föreslår Kårledningen en ny 
deadline till FuM8. För att ge FuM lite mer inblick i arbetet, föreslår man även att Kårledningen ger en 
kort rapport under LP3 för att berätta hur arbetet går. 

Nackdelen med att förlänga deadlinen för arbetet är att inget val av den nya posten kan ske till 
verksamhetsåret 23/24, och att det tänkta arbetet för posten förskjuts ytterligare ett år. Kårledningen 
anser dock att dessa konsekvenser uppvägs av att man får möjligheten att lägga en godare grund för 
det framtida arbetet än vad man har möjlighet att ge idag. 

English: 

At Council meeting 8 2021/2022, the council decided (loosely translated): 

• that the Student Union Board be required to create a task description and name for a new 
temporary position in the Student Union Management as described in the report Rapport – En ny 
post i kårledningen to FuM3 22/23 (§270 21/22) 

• to instruct the Board to submit a proposal to FuM3 22/23 at the latest, instructing the Election 
Committee to prepare the election of the new position for the financial years 23/24, 24/25 and 
25/26 (§272 21/22) 
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In August, the management team appointed a group consisting of SO, vUO and VO who have the main 
responsibility for the development of the task description. The aim was to have a description ready for 
Board meeting 4 on November 8:th, but along the way the group found that the issue of the new position 
was more complex than initially anticipated. Most notably, the group found that there were more actors 
than anticipated who had an interest in the issue, and that some people had very strong feelings regarding 
the tasks of the position - and in some cases, its very implementation. The Management team also felt that 
they saw the matter with new eyes after a few months of working and gaining experience, viewing the issue 
differently from when the work with the new position started. 

Against this background, the Management team discussed how to proceed, and ultimately decided against 
submitting any proposal for a task description to FuM, as it did not feel that any of the proposals were good 
enough to be used as a basis for recruitment next year. Instead, the Management team has decided to ask 
FuM for additional time to work on the new task description. An extended deadline will give the team in 
charge more time to iterate on their proposals and receive in-depth feedback, while at the same time 
benefiting more from the increased experience gained during the year. 

A stated goal of the Management team is to finish this work and have a completed task description before 
next year's Management team takes over, but to maximize working time, the Management team proposes a 
new deadline of FuM8. To give FuM a little more insight into the work, it is also proposed that the 
Management team provide a short report during study period 3 to tell them how the work is going. 

The disadvantage of extending the deadline for the work is that no election for the new position can take 
place until operational year 23/24, and the intended work for the position is pushed back another year. 
However, the Management team believes that these consequences are outweighed by the opportunity to lay 
a better foundation for future work than it is able to provide today. 

Yrkande 
Med ovanstående som bakgrund yrkar kårstyrelsen 

att riva upp beslut §270 och §272 från verksamhetsåret 2021/2022 

att ålägga kårstyrelsen att ta fram en arbetsbeskrivning och namn till en ny temporär post 
i kårledningen enligt beskrivningen av posten i rapporten Rapport – En ny post i 
kårledningen till FuM8 22/23 

att ålägga kårstyrelsen att senast till FuM8 22/23 lägga fram en proposition som ger 
valberedningen i uppdrag att bereda val av den nya posten för verksamhetsåren 24/25, 
25/26 och 26/27 

att ålägga kårstyrelsen att senast till FuM6 22/23 rapportera till FuM hur arbetet med 
postbeskrivningen fortskrider 

 

In view of the above, the Student union board moves 

that decisions §270 and §272 from operational year 2021/2022 be repealed 

that the Student Union Board be required to create a task description and name for a new 
temporary position in the Student Union Management as described in the report Rapport – 
En ny post i kårledningen to FuM8 22/23 at the latest. 
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that the Student union board be required to submit a board bill to FuM8 22/23 at the latest, 
instructing the Election Committee to prepare the election of the new position for the 
financial years 24/25, 25/26 and 26/27 

that the Student union board be required to report about the current status of the work with the 
task description to FuM6 22/23 at the latest 

 

 

Kårstyrelsen genom, 

 

 

Samuel Nyberg, 
Vice kårordförande 22/23 
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 MEMBER BILL
2022-11-02

Member bill 5 - Adding questions to the
union's companies to the council's Rules
of Order
Background
During FuM2 22/23 the council approved Proposition 7 – Ägardirektiv till Chalmers Studentkårs
företagsgrupp which proposed new owner’s directives to the union’s companies. In the approved
owner’s directives, the council has the ability to ask questions through the speaker’s presidium that
the companies have to answer. The speaker’s presidium and the union president promised to propose
the required changes in the rules of order in order to make this possible. Because of that promise, this
member bill has been written.

Motions
Med ovan som bakgrund yrkar undertecknade:

att i sammanträdesordningen lägga till:

21. Frågor till kårens bolag

Enligt ägardirektiven till kårens bolag ska de svara på frågor som inkommit från
fullmäktiges talmannapresidium. Fullmäktige kan ålägga talmannapresidiet att ställa
en fråga. Ett sådant yrkande hanteras som motion men beslutas med 1/3  av antalet
avlagda röster.

att i översättningen av sammanträdesordningen (Rules of Order) lägga till:

21. Questions to the union’s companies

According to the owner’s directives to the companies the union’s companies are
required to answer questions asked by the council’s speaker’s presidium. The council
can require the speaker’s presidium to ask a question. Such a motion is handled as a
member bill, but is decided by 1/3 of the votes cast.

Based on the above, the authors move:

that the following be added to the Sammanträdesordning:

21. Frågor till kårens bolag

Enligt ägardirektiven till kårens bolag ska de svara på frågor som inkommit från
fullmäktiges talmannapresidium. Fullmäktige kan ålägga talmannapresidiet att ställa en
fråga. Ett sådant yrkande hanteras som motion men beslutas med 1/3  av antalet avlagda
röster.

that the following be added to the translation of the Sammanträdesordning (Rules of Order):

21. Questions to the union’s companies

According to the owner’s directives to the companies the union’s companies are required to
answer questions asked by the council’s speaker’s presidium. The council can require the
speaker’s presidium to ask a question. Such a motion is handled as a member bill, but is
decided by 1/3 of the votes cast.
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______________________________________ ______________________________________

Hugo Simonsson

Talman 2022/2023

Speaker 2022/2023
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Union board

Reply Member bill – Adding questions to the
union’s companies to the council’s Rules of
order

In accordance with the promise mentioned in the background of the member bill the Union board has
been a part in the writing of this member bill. The union board is content with the formulation
proposed in the member bill and hopes that adding the mentioned changes to the Rules of Order will
be of help not only in the council’s work but also help our companies.

Motion
Med ovan som bakgrund yrkar kårstyrelsen
att bifalla motionen i sin helhet.

In light of the foregoing, the Union board move
that the member bill be approved in its entirety.

Kårstyrelsen genom,

The Union board through,

_____________________________

Isac Stark

President 2022/2023
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Motion 6 – Avsteg från stadgan avseende
förtroendevald
Bakgrund
I Kårens Stadga (§5:2) står att förtroendevald skall vara medlem i kåren, om ej annat stadgas.

I Kårens Reglemente (§15:4s) står att Chalmersspexets ordförande väljs senast 15:e december för en
tid av ett år.

Under sommaren och hösten har det jobbats med att få fram en kandidat till posten som
Directeur/ordförande. En lämplig, intresserad kandidat har identifierats. Denna kandidat är inte
medlem i Chalmers Studentkår. Några lämpliga, och villiga kandidater som är medlemmar i Chalmers
Studentkår har hittills inte stått att finna.

Detta innebär att Chalmersspexet står inför en existentiell krissituation.

Om ingen lämplig, och villig kårmedlem kan nomineras till Directeur senast den 8 december, och
därefter utses av Kårstyrelsen senast den 15 december, kommer Spexet att stå utan ordförande och
därmed inte kunna uppfylla sin uppgift (att offentligt och inför kåren framföra spex).

De lösningar på ovanstående situation som diskuterats av Inspektor, Kårstyrelsen och
Chalmersspexets Inspextant (Cecilia Berlin) är att:

- Pausa Spexets verksamhet tills en kandidat som uppfyller kriterierna funnits.
- Föreslå att Chalmers Kårfullmäktige beslutar att göra avsteg från nuvarande stadga och

bevilja att Valberedningen får avge fullständigt namnförslag på, och Kårstyrelsen får utse, en
icke-kårmedlem som Directeur för Chalmersspexet under verksamhetsåret 2022/2023.

Chalmersspexet has had trouble finding a Directeur/Chairperson for this year. There is one interested and
suitable person who isn’t a member of the student union. According to 5:2 in the union constitution, only
members can be elected. This presents an issue for the Spex, who can’t fulfill their duties unless they have a
Directeur. The inspector, union board and Chalmersspexet’s Inspextant have therefore proposed that the
council approves of a temporary exception to the constitution so that a non-member can be elected as
Directeur.

Yrkande
Med ovan som bakgrund yrkar undertecknade:

att göra avsteg från Stadgan och bevilja att Chalmers Studentkårs Valberedning får avge
fullständigt namnförslag på en icke-kårmedlem som Directeur för Chalmersspexet
under verksamhetsåret 2022/2023

att göra avsteg från Stadgan och bevilja att Kårstyrelsen får utse en icke-kårmedlem som
Directeur för Chalmersspexet under verksamhetsåret 2022/2023.

that an exception to the constitution be made such that the Nomination committee is allowed to
propose a complete nomination for a non-member as Directeur for Chalmersspexet during
the operational year 2022/2023
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that an exception to the constitution be made such that the union board is allowed to elect a
non-member as Directeur for Chalmersspexet during the operational year 2022/2023

______________________________________

Dan Paulin, Inspektor
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Reply Member bill 6 – Avsteg från stadgan av-

seende förtroendevald 
 

As stated in the member bill, Chalmersspexet is facing a crisis, where its activities risk having to be 
suspended. This has therefore, as the mover of the member bill has written, been discussed at length 
between the Inspector, Chalmersspexet’s Inspextant and the Union Board. The member bill puts 
forward two solutions: 

• Propose that the Chalmers Student Union Council decides to deviate from the current consti-
tution and that the Nominating Committee may submit a full nomination of, and the Board 
may appoint, a non-member as Director of Chalmersspexet during 2022/2023. 

• Pause Chalmersspexet's operations until a candidate who meets the criteria is found. 

The Union Board has not come to a conclusion as to which solution is the most appropriate as there 
are advantages and disadvantages to both. This is also an issue that has aroused strong opinions, 
which is why we do not feel that we can decide on the matter on our own; that decision should be 
made by the Student Union Council.  

Something that has been highlighted in our discussion is that this kind of departure from the 
constitution was carried out last year by the previous Union Board without it being brought up to the 
Council. There was also a different situation in the spring, where the Council decided not to make a 
departure from the same point in the constitution. The current situation carries similarities to both 
previous cases yet differ enough to leave the Union Board unsure on how to proceed. Therefore, a 
discussion needs to be raised in the Council so that there is an agreement on what position to take in 
case of this kind of problem. Above all, it is important to find a solution to the current situation, but it 
is also important to set practices for the future. There is a need to agree on how to act if the same 
problem arises again, whether it concerns the same association or someone else. 

With this in mind, we in the Student Union Board believe that the Council, without our influence, 
should come to a decision on the matter, and we therefore choose to remain neutral to this member 
bill. Instead, we encourage the Council to discuss and find a solution not only for this immediate 
issue, but also for any future situation. 

 

Kårstyrelsen genom,  

The Union board through, 

 

_____________________________ 

Emelie Lemann 

Student welfare officer 2022/2023 
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Member Bill X –  A constitutional rescue
of Chalmersspexet
(En stadgeenlig räddning av Chalmersspexet)

Background
At FuM3 22/23, a member bill (no. 6) was tabled proposing a violation of the constitution to allow the
Union Board to appoint a Directeur of Chalmersspexet that is not a member of the Union, with the
reason that unless this exception is made, as no other candidates have come forward Chalmersspexet
will not be able to function in 2023.

We agree that it would be incredibly unfortunate if Chalmersspexet would have to suspend
operations, being the institution of our University that it is. Nevertheless, there are some
constitutional issues that cannot be ignored in the solution that the bill proposes, most notably that it
(in our opinion) cannot be safely passed barring further violations of the constitution in time for the
deadline for appointment of the Directeur according to the bylaws §15:4s. Therefore, we table an
alternative solution through amendment of the bylaws which will allow the appointment in time if
approved FuM4 22/23 at the latest.

Motivation for this proposal
Omitted from the previous proposal is the crucial fact that this is not the first time this very crisis has
occurred. In fact, the year 21/22 posed the exact same difficulty in recruiting a Directeur and the
Union Board resorted to violating the constitution by appointing a non-Union member after weighing
the alternatives and possible consequences. To repeatedly raise this problem in the Council or the
Board when it more than likely will reoccur will take a lot of time and energy; we should find a
solution with an acceptable status quo pending a complete investigation.

Hence, the change in this proposal will be valid until further notice, although we couple it with an
inquiry in the Constitutional Task Force to follow up if possible. We do not wish to cause a third Board
and year of Chalmersspexet the anxiety of possibly having to suspend operations.

The proposal relies on the ability to statute exemptions to the final clause in the constitution §5:2. It
must also be immediately entered into the minutes to take force in time.

Issues with the previous proposal
We have four principal objections to the previous bill as written:

The decision is inherently out of order.

The ability to explicitly sanction a violation of the constitution in advance cannot be in order, as it
would completely sideline the usual procedure to amend the constitution. It is unclear what the
quorum required for such a decision would be, or what questions this procedure could be applied to.
Most appropriate is probably to treat it as a constitutional amendment; but then it cannot be passed
in time for the appointment deadline.

Violations of the constitution do unfortunately occur. Nevertheless, we cannot recall any instance
where such a violation was sanctioned in advance. There is an important distinction between advance
permission and actual violation.

The decision is not appropriate in principle.
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We believe the Council in principle should strive to uphold the constitution. The precedent of this
decision if admissible would not be desirable. Sometimes violations may be forced or occur by error,
but they should never be accompanied by advance sanction.

Decisions of such philosophical significance should not be made under duress of the potential
collapse of Chalmersspexet.

The decision should, in part, not be made at this level.

The question of the composition of our Union Committees is a matter for the Union Board, who
evaluate the nominated candidates and decide on their appointment. The Council should not bypass
the executive freedom of the Board in this area.

The matter of the constitution is solely reserved for the Council. A decision to sanction a violation of
the constitution, if admissible, could only be made at the highest level. The result of the sanction in
question is however not a matter for the Council in this case.

The decision is contrary to precedent.

Last year, the same issue arose; no eligible candidate came forward for the Directeur. In that case the
Union Board took responsibility in the above manner and the issue never came to the Council.

Previous violations of the constitution have occurred at Council level. We have strived to proceed by
unanimous consent, and most importantly satisfy the spirit of the constitution if not the letter.

In this situation, the constitution is clear that we cannot elect non-members to positions in the
Union. An exception should be made in the proper manner and not by ad-hoc decision.

Bylaw amendment (Reglementesändring)
Reglementets §15:4s “Chalmersspexet” ska ha följande lydelse.

Nuvarande lydelse Föreslagen lydelse

Chalmersspexet har till uppgift att:

• Offentligt och inför kåren framföra spex.

Kommittén består av directeur/-er samt de
ledamöter som erfordras.

Kommitténs ledamöter utses för ett år av
kårstyrelsen på förslag av föregående kommitté.

Överskott från kommitténs verksamhet tillfaller
spexfonden och nästa års kommittés egna
kapital.

Kommitténs ordförande väljs senast 15:e
december för en tid av ett år.

Chalmersspexet har till uppgift att:

• Offentligt och inför kåren framföra spex.

Kommittén består av directeur/-er samt de
ledamöter som erfordras.

Kommitténs ledamöter utses för ett år av
kårstyrelsen på förslag av föregående kommitté.

Överskott från kommitténs verksamhet tillfaller
spexfonden och nästa års kommittés egna
kapital.

Kommitténs ordförande väljs senast 15:e
december för en tid av ett år, och behöver ej
vara medlem av kåren.

English translation of the amended paragraph: The president of the committee [Chalmersspexet] is
appointed 15 December at the latest for the duration of one year, and need not be a member of the Union.
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Yrkande (Motion)
Med ovan som bakgrund yrkar undertecknade:

att fullmäktige antar reglementesändring enligt ovan

att stadgegruppen (Constitution Task Force) åläggs särskilt utvärdera reglementesändringen i sitt
uppdrag

att besluten anses direktjusterade

In light of the foregoing, the undersigned move

that the Council approve the bylaw amendment according to the above

that the Constitution Task Force is enjoined to in particular evaluate the bylaw amendment in their
assignment

that the decisions are immediately entered into the minutes

______________________________________ ______________________________________

Ruben Seyer Lucas Glimfjord
Förbundet (the Party) Förbundet (the Party)

______________________________________ ______________________________________

Moltas Hultin Amanda Dehlén
Förbundet (the Party) Förbundet (the Party)

______________________________________ ______________________________________

Jesper Hermenius Arvid Nyberg
Förbundet (the Party) Förbundet (the Party)
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-12-07 08:18:14.185533 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Samuel Nyberg (SN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-12-09 22:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2022-12-07 08:18:14.185533 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hugo.simonsson@chs.se) to Hugo Simonsson (HS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-12-07 08:18:14.185533 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mauritz.koohler@chs.se) to Mauritz Kööhler (MK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-12-07 08:18:14.185533 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (joseph.lofving@chs.se) to Joseph Löfving (JL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-12-07 08:18:14.185533 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lucas.glimfjord@chs.se) to Lucas Glimfjord (LG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-12-07 08:18:14.185533 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jesper.hermenius@chs.se) to Jesper Hermenius (JH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2022-12-07 08:18:22.656516 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Joseph Löfving (JL) was delivered.

      


    

  



  

  

    		2022-12-07 08:18:22.66991 UTC ±24 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jesper Hermenius (JH) was delivered.

      


    

  



  

  

    		2022-12-07 08:18:28.898738 UTC ±25 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hugo Simonsson (HS) was delivered.

      


    

  



  

  

    		2022-12-07 08:18:28.912178 UTC ±25 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mauritz Kööhler (MK) was delivered.

      


    

  



  

  

    		2022-12-07 08:18:40.605949 UTC ±25 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lucas Glimfjord (LG) was delivered.

      


    

  



  

  

    		2022-12-07 08:21:52.45552 UTC ±29 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      129.16.30.219

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Mauritz Kööhler (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 08:21:52.764936 UTC ±29 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mauritz.koohler@chs.se was opened.

      


    

  



  

  

    		2022-12-07 08:22:22.736522 UTC ±30 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to joseph.lofving@chs.se was opened.

      


    

  



  

  

    		2022-12-07 08:22:26.095704 UTC ±30 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      46.239.121.205

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Joseph Löfving (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 08:23:07.030956 UTC ±31 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      129.16.30.219

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Mauritz Kööhler (MK) changed the text in the text field “ID number” from 

  blank

 to 

  “9607090694”

.  

      


    

  



  

  

    		2022-12-07 08:23:07.030956 UTC ±31 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      129.16.30.219

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Mauritz Kööhler (MK) signed in the signature box “Signatur 2”.
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    		2022-12-07 08:23:17.320488 UTC ±31 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      129.16.30.219

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Mauritz Kööhler (MK) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBmdW0zIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0ODI5NDg2MjQu












Data returned from 

  the BankID network

:

  
Name: Per Wilmer Mauritz Kööhler

  
ID number: 

  199607090694



  
IP: 129.16.30.219




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-12-07 08:24:09.206043 UTC ±32 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      46.239.121.205

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The signatory Joseph Löfving (JL) changed the text in the text field “ID number” from 

  blank

 to 

  “9901226515”

.  

      


    

  



  

  

    		2022-12-07 08:24:09.206043 UTC ±32 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      46.239.121.205

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The signatory Joseph Löfving (JL) signed in the signature box “Signatur 4”.
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    		2022-12-07 08:24:09.447663 UTC ±32 ms

    		2022-12-07 07:59:38.481214 UTC

    		

      46.239.121.205

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Joseph Löfving (JL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBmdW0zIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0ODI5NDg2MjQu












Data returned from 

  the BankID network

:

  
Name: Joseph Mikael Löfving

  
ID number: 

  199901226515



  
IP: 46.239.121.205




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-12-07 10:27:23.279117 UTC ±21 ms

    		2022-12-07 09:59:44.139257 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hugo.simonsson@chs.se was opened.

      


    

  



  

  

    		2022-12-07 10:36:56.755617 UTC ±29 ms

    		2022-12-07 09:59:44.139257 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jesper.hermenius@chs.se was opened.

      


    

  



  

  

    		2022-12-07 12:04:36.499638 UTC ±6 ms

    		2022-12-07 11:59:48.241965 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hugo.simonsson@chs.se was opened.

      


    

  



  

  

    		2022-12-07 12:04:43.734139 UTC ±6 ms

    		2022-12-07 11:59:48.241965 UTC

    		

      185.213.154.161

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

      

    

    		

      

        The party Hugo Simonsson (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 12:07:28.338338 UTC ±10 ms

    		2022-12-07 11:59:48.241965 UTC

    		

      185.213.154.161

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

      

    

    		

      

        The party Hugo Simonsson (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 12:07:51.034025 UTC ±10 ms

    		2022-12-07 11:59:48.241965 UTC

    		

      185.213.154.161

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

      

    

    		

      

        The party Hugo Simonsson (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 12:29:47.570406 UTC ±38 ms

    		2022-12-07 11:59:48.241965 UTC

    		

      185.213.154.161

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

      

    

    		

      

        The party Hugo Simonsson (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:04:25.411367 UTC ±3 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      185.213.154.161

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

      

    

    		

      

        The party Hugo Simonsson (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:39:01.383405 UTC ±21 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:39:04.12003 UTC ±21 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lucas.glimfjord@chs.se was opened.

      


    

  



  

  

    		2022-12-07 14:39:28.410996 UTC ±21 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:39:58.496881 UTC ±22 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:40:20.065178 UTC ±22 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:40:33.175477 UTC ±22 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:40:38.42969 UTC ±22 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:40:54.041233 UTC ±22 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:41:14.157923 UTC ±22 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.31.186

      

        Mozilla/5.0 (X11; Linux x86_64; rv:107.0) Gecko/20100101 Firefox/107.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:45:05.314654 UTC ±24 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lucas.glimfjord@chs.se was opened.

      


    

  



  

  

    		2022-12-07 14:45:07.911807 UTC ±24 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      94.191.136.241

      

        Mozilla/5.0 (Android 13; Mobile; rv:106.0) Gecko/106.0 Firefox/106.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:47:08.366475 UTC ±26 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      94.191.136.241

      

        Mozilla/5.0 (Android 13; Mobile; rv:106.0) Gecko/106.0 Firefox/106.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:50:11.701753 UTC ±27 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      185.213.154.161

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36

      

    

    		

      

        The party Hugo Simonsson (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:50:14.729422 UTC ±27 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      94.191.136.241

      

        Mozilla/5.0 (X11; Linux x86_64; rv:106.0) Gecko/20100101 Firefox/106.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:50:52.055124 UTC ±28 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      94.191.136.241

      

        Mozilla/5.0 (Android 13; Mobile; rv:106.0) Gecko/106.0 Firefox/106.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:51:23.690341 UTC ±28 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.39.51

      

        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6003) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Jesper Hermenius (JH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:51:25.387075 UTC ±28 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jesper.hermenius@chs.se was opened.

      


    

  



  

  

    		2022-12-07 14:52:51.641781 UTC ±29 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      94.191.136.241

      

        Mozilla/5.0 (Android 13; Mobile; rv:106.0) Gecko/106.0 Firefox/106.0

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 14:55:59.425371 UTC ±30 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.39.51

      

        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6003) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jesper Hermenius (JH) changed the text in the text field “ID number” from 

  blank

 to 

  “0006277750”

.  

      


    

  



  

  

    		2022-12-07 14:55:59.425371 UTC ±30 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.39.51

      

        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6003) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jesper Hermenius (JH) signed in the signature box “Signatur 3”.
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    		2022-12-07 14:55:59.887692 UTC ±30 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.39.51

      

        Mozilla/5.0 (Linux; Android 11; ONEPLUS A6003) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Jesper Hermenius (JH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBmdW0zIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0ODI5NDg2MjQu












Data returned from 

  the BankID network

:

  
Name: JESPER HERMENIUS

  
ID number: 

  200006277750



  
IP: 129.16.39.51




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-12-07 14:56:49.491725 UTC ±31 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hugo.simonsson@chs.se was opened.

      


    

  



  

  

    		2022-12-07 14:56:51.086956 UTC ±31 ms

    		2022-12-07 13:59:51.263609 UTC

    		

      129.16.30.161

      

        Mozilla/5.0 (Linux; Android 11; GM1903) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Hugo Simonsson (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-07 15:02:53.210606 UTC ±3 ms

    		2022-12-07 14:59:53.854692 UTC

    		

      129.16.30.161

      

        Mozilla/5.0 (Linux; Android 11; GM1903) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Hugo Simonsson (HS) changed the text in the text field “ID number” from 

  blank

 to 

  “9904300754”

.  

      


    

  



  

  

    		2022-12-07 15:02:53.210606 UTC ±3 ms

    		2022-12-07 14:59:53.854692 UTC

    		

      129.16.30.161

      

        Mozilla/5.0 (Linux; Android 11; GM1903) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Hugo Simonsson (HS) signed in the signature box “Signatur 1”.
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    		2022-12-07 15:02:53.470642 UTC ±3 ms

    		2022-12-07 14:59:53.854692 UTC

    		

      129.16.30.161

      

        Mozilla/5.0 (Linux; Android 11; GM1903) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Hugo Simonsson (HS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBmdW0zIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0ODI5NDg2MjQu












Data returned from 

  the BankID network

:

  
Name: HUGO SIMONSSON

  
ID number: 

  199904300754



  
IP: 129.16.30.161




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-12-07 15:05:04.77032 UTC ±5 ms

    		2022-12-07 14:59:53.854692 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hugo.simonsson@chs.se was opened.

      


    

  



  

  

    		2022-12-08 10:02:39.443759 UTC ±3 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Lucas Glimfjord (LG) at the request of the user Samuel Nyberg (SN).

      


    

  



  

  

    		2022-12-08 10:02:50.060337 UTC ±3 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lucas.glimfjord@chs.se was opened.

      


    

  



  

  

    		2022-12-08 10:03:00.078384 UTC ±4 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lucas Glimfjord (LG) was delivered.

      


    

  



  

  

    		2022-12-08 10:03:04.428808 UTC ±4 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The party Lucas Glimfjord (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-12-08 10:04:17.751865 UTC ±5 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Lucas Glimfjord (LG) changed the text in the text field “ID number” from 

  blank

 to 

  “9812302512”

.  

      


    

  



  

  

    		2022-12-08 10:04:17.751865 UTC ±5 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Lucas Glimfjord (LG) signed in the signature box “Signatur 5”.
[image: signature]Lucas ftinfjind







The box’s placement in the Main Document:		Page		X		Y

		14		0.152		0.570



 

      


    

  



  

  

    		2022-12-08 10:04:26.282336 UTC ±5 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      84.17.209.52

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Lucas Glimfjord (LG) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIlByb3Rva29sbCBmdW0zIiBtZWQgdHJhbnNha3Rpb25zbnVtbWVyIDkyMjIxMTU1NTc0ODI5NDg2MjQu












Data returned from 

  the BankID network

:

  
Name: Lucas Nils Edvin Glimfjord

  
ID number: 

  199812302512



  
IP: 94.191.136.225




























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-12-08 10:04:26.282336 UTC ±5 ms

    		2022-12-08 10:00:44.342971 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.2 patchlevel 8 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.01 ms

		standard deviation: 0.89 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈99.497%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-10-27 18:27:59.105299 UTC and 2022-12-08 10:00:44.342971 UTC:







  		Time collected

  		Clock offset







  

    		2022-10-27 18:27:59.105299

    		-2.8 ms

  





  

    		2022-10-27 19:28:00.951926

    		1.8 ms

  





  

    		2022-10-27 20:28:03.307379

    		3.8 ms

  





  

    		2022-10-27 21:28:05.495943

    		3.7 ms

  





  

    		2022-10-27 22:28:07.213574

    		0.4 ms

  





  

    		2022-10-27 23:28:08.597826

    		-0.1 ms

  





  

    		2022-10-28 00:28:10.152647

    		0.7 ms

  





  

    		2022-10-28 01:28:12.123727

    		1.2 ms

  





  

    		2022-10-28 02:28:14.613319

    		0.8 ms

  





  

    		2022-10-28 03:28:16.96375

    		-0.3 ms

  





  

    		2022-10-28 04:28:18.504415

    		-1.1 ms

  





  

    		2022-10-28 05:28:20.199861

    		-2.2 ms

  





  

    		2022-10-28 06:28:22.030244

    		-0.4 ms

  





  

    		2022-10-28 07:28:23.483208

    		-2.2 ms

  





  

    		2022-10-28 08:28:25.562815

    		-1.5 ms

  





  

    		2022-10-28 09:28:28.111798

    		-0.1 ms

  





  

    		2022-10-28 10:28:29.709253

    		0.9 ms

  





  

    		2022-10-28 11:28:31.475039

    		-0.5 ms

  





  

    		2022-10-28 12:28:33.094229

    		-0.6 ms

  





  

    		2022-10-28 13:28:34.803773

    		-0.4 ms

  





  

    		2022-10-28 14:28:36.373568

    		-0.8 ms

  





  

    		2022-10-28 15:28:38.838643

    		1.3 ms

  





  

    		2022-10-28 16:28:40.187384

    		-0.5 ms

  





  

    		2022-10-28 17:28:42.453399

    		0.6 ms

  





  

    		2022-10-28 18:28:44.985643

    		-0.6 ms

  





  

    		2022-10-28 19:28:46.390165

    		0.6 ms

  





  

    		2022-10-28 20:28:48.008814

    		-0.7 ms

  





  

    		2022-10-28 21:28:49.573246

    		-0.9 ms

  





  

    		2022-10-28 22:28:51.756359

    		-0.6 ms

  





  

    		2022-10-28 23:28:53.37179

    		-0.6 ms

  





  

    		2022-10-29 00:28:54.777907

    		-1.0 ms

  





  

    		2022-10-29 01:28:56.661067

    		0.0 ms

  





  

    		2022-10-29 02:28:58.857634

    		0.6 ms

  





  

    		2022-10-29 03:29:00.378165

    		0.4 ms

  





  

    		2022-10-29 04:29:03.358807

    		1.1 ms

  





  

    		2022-10-29 05:29:06.222113

    		0.4 ms

  





  

    		2022-10-29 06:29:08.334885

    		1.0 ms

  





  

    		2022-10-29 07:29:10.077467

    		0.6 ms

  





  

    		2022-10-29 08:29:11.684409

    		-0.9 ms

  





  

    		2022-10-29 09:29:13.132917

    		-0.4 ms

  





  

    		2022-10-29 10:29:14.669407

    		-1.3 ms

  





  

    		2022-10-29 11:29:16.120585

    		1.0 ms

  





  

    		2022-10-29 12:29:17.900222

    		-1.0 ms

  





  

    		2022-10-29 13:29:19.419787

    		1.0 ms

  





  

    		2022-10-29 14:29:21.561644

    		0.7 ms

  





  

    		2022-10-29 15:29:23.65194

    		0.2 ms

  





  

    		2022-10-29 16:29:25.051178

    		-1.0 ms

  





  

    		2022-10-29 17:29:27.107923

    		-2.1 ms

  





  

    		2022-10-29 18:29:28.982784

    		-3.0 ms

  





  

    		2022-10-29 19:29:31.163865

    		-2.2 ms

  





  

    		2022-10-29 20:29:33.062389

    		-1.6 ms

  





  

    		2022-10-29 21:29:34.450592

    		0.2 ms

  





  

    		2022-10-29 22:29:37.042532

    		0.1 ms

  





  

    		2022-10-29 23:29:38.966302

    		-0.1 ms

  





  

    		2022-10-30 00:29:40.447283

    		-0.7 ms

  





  

    		2022-10-30 01:29:42.157629

    		0.4 ms

  





  

    		2022-10-30 02:29:43.633348

    		-1.8 ms

  





  

    		2022-10-30 03:29:45.01571

    		0.1 ms

  





  

    		2022-10-30 04:29:47.184672

    		0.5 ms

  





  

    		2022-10-30 05:29:48.838862

    		-0.1 ms

  





  

    		2022-10-30 06:29:51.289524

    		-0.1 ms

  





  

    		2022-10-30 07:29:53.254099

    		1.0 ms

  





  

    		2022-10-30 08:29:55.465533

    		0.1 ms

  





  

    		2022-10-30 09:29:57.101516

    		1.1 ms

  





  

    		2022-10-30 10:29:58.554156

    		0.4 ms

  





  

    		2022-10-30 11:30:00.452807

    		-0.7 ms

  





  

    		2022-10-30 12:30:01.935668

    		-0.3 ms

  





  

    		2022-10-30 13:30:03.374647

    		0.1 ms

  





  

    		2022-10-30 14:30:05.166407

    		-1.2 ms

  





  

    		2022-10-30 15:30:07.738588

    		0.7 ms

  





  

    		2022-10-30 16:30:09.991824

    		-0.1 ms

  





  

    		2022-10-30 17:30:11.70252

    		-0.5 ms

  





  

    		2022-10-30 18:30:13.7099

    		-0.6 ms

  





  

    		2022-10-30 19:30:15.23121

    		-1.1 ms

  





  

    		2022-10-30 20:30:17.290935

    		-0.9 ms

  





  

    		2022-10-30 21:30:19.016483

    		-0.4 ms

  





  

    		2022-10-30 22:30:21.228814

    		-0.7 ms

  





  

    		2022-10-30 23:30:23.032591

    		0.8 ms

  





  

    		2022-10-31 00:30:24.791004

    		1.9 ms

  





  

    		2022-10-31 01:30:26.810958

    		0.6 ms

  





  

    		2022-10-31 02:30:28.4915

    		-0.4 ms

  





  

    		2022-10-31 03:30:30.04658

    		-0.7 ms

  





  

    		2022-10-31 04:30:31.541701

    		-1.0 ms

  





  

    		2022-10-31 05:30:33.064808

    		0.4 ms

  





  

    		2022-10-31 06:30:34.824729

    		0.5 ms

  





  

    		2022-10-31 07:30:36.512166

    		0.7 ms

  





  

    		2022-10-31 08:30:38.932994

    		1.5 ms

  





  

    		2022-10-31 09:30:40.948424

    		0.4 ms

  





  

    		2022-10-31 10:30:42.705153

    		1.0 ms

  





  

    		2022-10-31 11:30:44.107571

    		0.0 ms

  





  

    		2022-10-31 12:30:45.73918

    		1.5 ms

  





  

    		2022-10-31 13:30:47.440221

    		0.4 ms

  





  

    		2022-10-31 14:30:49.579966

    		-0.4 ms

  





  

    		2022-10-31 15:30:51.532327

    		-2.2 ms

  





  

    		2022-10-31 16:30:52.860161

    		-1.5 ms

  





  

    		2022-10-31 17:30:54.268496

    		0.7 ms

  





  

    		2022-10-31 18:30:55.68839

    		0.5 ms

  





  

    		2022-10-31 19:30:57.588605

    		0.8 ms

  





  

    		2022-10-31 20:30:59.217087

    		-0.8 ms

  





  

    		2022-10-31 21:31:00.741129

    		0.6 ms

  





  

    		2022-10-31 22:31:02.342971

    		-3.5 ms

  





  

    		2022-10-31 23:31:04.208333

    		-1.0 ms

  





  

    		2022-11-01 00:31:05.665744

    		0.8 ms

  





  

    		2022-11-01 01:31:07.342544

    		-0.9 ms

  





  

    		2022-11-01 02:31:09.123545

    		-2.7 ms

  





  

    		2022-11-01 03:31:11.501515

    		-0.7 ms

  





  

    		2022-11-01 04:31:13.84051

    		0.2 ms

  





  

    		2022-11-01 05:31:15.300565

    		1.1 ms

  





  

    		2022-11-01 06:31:17.325737

    		1.2 ms

  





  

    		2022-11-01 07:31:18.815872

    		1.0 ms

  





  

    		2022-11-01 08:31:20.240292

    		1.2 ms

  





  

    		2022-11-01 09:31:21.662503

    		-2.6 ms

  





  

    		2022-11-01 10:31:23.46096

    		-1.5 ms

  





  

    		2022-11-01 11:31:25.916388

    		0.1 ms

  





  

    		2022-11-01 12:31:27.879142

    		0.0 ms

  





  

    		2022-11-01 13:31:29.346883

    		1.4 ms

  





  

    		2022-11-01 14:31:31.041974

    		1.0 ms

  





  

    		2022-11-01 15:31:32.57037

    		0.0 ms

  





  

    		2022-11-01 16:31:34.746908

    		2.2 ms

  





  

    		2022-11-01 17:31:36.16091

    		-0.6 ms

  





  

    		2022-11-01 18:31:37.765257

    		-0.9 ms

  





  

    		2022-11-01 19:31:39.287111

    		-0.3 ms

  





  

    		2022-11-01 20:31:40.706342

    		2.4 ms

  





  

    		2022-11-01 21:31:43.440767

    		-0.2 ms

  





  

    		2022-11-01 22:31:45.127792

    		-0.8 ms

  





  

    		2022-11-01 23:31:47.801392

    		-0.4 ms

  





  

    		2022-11-02 00:31:49.293316

    		-0.3 ms

  





  

    		2022-11-02 01:31:51.15915

    		-0.6 ms

  





  

    		2022-11-02 02:31:52.729849

    		-2.5 ms

  





  

    		2022-11-02 03:31:54.539306

    		-2.0 ms

  





  

    		2022-11-02 04:31:56.291387

    		-0.8 ms

  





  

    		2022-11-02 05:31:59.701113

    		-0.7 ms

  





  

    		2022-11-02 06:32:02.126598

    		1.4 ms

  





  

    		2022-11-02 07:32:03.935446

    		1.6 ms

  





  

    		2022-11-02 08:32:06.171342

    		1.6 ms

  





  

    		2022-11-02 09:32:07.652495

    		0.1 ms

  





  

    		2022-11-02 10:32:09.757756

    		1.2 ms

  





  

    		2022-11-02 11:32:11.158386

    		0.9 ms

  





  

    		2022-11-02 12:32:12.656519

    		0.3 ms

  





  

    		2022-11-02 13:32:14.601729

    		0.4 ms

  





  

    		2022-11-02 14:32:16.326158

    		0.7 ms

  





  

    		2022-11-02 15:32:17.942142

    		-1.1 ms

  





  

    		2022-11-02 16:32:19.365036

    		0.0 ms

  





  

    		2022-11-02 17:32:21.025425

    		-0.2 ms

  





  

    		2022-11-02 18:32:22.707893

    		-1.4 ms

  





  

    		2022-11-02 19:32:24.404891

    		-1.0 ms

  





  

    		2022-11-02 20:32:26.005706

    		-1.8 ms

  





  

    		2022-11-02 21:32:27.697711

    		1.1 ms

  





  

    		2022-11-02 22:32:29.733321

    		1.1 ms

  





  

    		2022-11-02 23:32:31.575651

    		-5.0 ms

  





  

    		2022-11-03 00:32:32.972561

    		-0.2 ms

  





  

    		2022-11-03 01:32:34.449983

    		3.6 ms

  





  

    		2022-11-03 02:32:36.037473

    		0.0 ms

  





  

    		2022-11-03 03:32:37.57796

    		-0.2 ms

  





  

    		2022-11-03 04:32:40.060705

    		-1.3 ms

  





  

    		2022-11-03 05:32:42.059527

    		-1.9 ms

  





  

    		2022-11-03 06:32:43.948709

    		-1.2 ms

  





  

    		2022-11-03 07:32:45.999321

    		-0.6 ms

  





  

    		2022-11-03 08:32:47.605109

    		-0.4 ms

  





  

    		2022-11-03 09:32:49.197782

    		-0.2 ms

  





  

    		2022-11-03 10:32:50.751199

    		-0.3 ms

  





  

    		2022-11-03 11:32:52.70726

    		-0.4 ms

  





  

    		2022-11-03 12:32:54.336895

    		-0.3 ms

  





  

    		2022-11-03 13:32:55.87101

    		0.4 ms

  





  

    		2022-11-03 14:32:57.39737

    		1.8 ms

  





  

    		2022-11-03 15:32:59.5769

    		1.0 ms

  





  

    		2022-11-03 16:33:02.77954

    		0.2 ms

  





  

    		2022-11-03 17:33:05.552167

    		-0.2 ms

  





  

    		2022-11-03 18:33:07.184311

    		-0.8 ms

  





  

    		2022-11-03 19:33:09.893295

    		-2.6 ms

  





  

    		2022-11-03 20:33:11.758044

    		0.7 ms

  





  

    		2022-11-03 21:33:13.556308

    		-0.6 ms

  





  

    		2022-11-03 22:33:15.275426

    		0.0 ms

  





  

    		2022-11-03 23:33:16.740889

    		0.6 ms

  





  

    		2022-11-04 00:33:18.515249

    		-0.9 ms

  





  

    		2022-11-04 01:33:19.979669

    		0.1 ms

  





  

    		2022-11-04 02:33:22.282911

    		-0.5 ms

  





  

    		2022-11-04 03:33:24.043711

    		-0.3 ms

  





  

    		2022-11-04 04:33:26.426605

    		0.4 ms

  





  

    		2022-11-04 05:33:28.001427

    		1.8 ms

  





  

    		2022-11-04 06:33:29.613133

    		3.0 ms

  





  

    		2022-11-04 07:33:31.523624

    		2.8 ms

  





  

    		2022-11-04 08:33:32.908473

    		1.7 ms

  





  

    		2022-11-04 09:33:34.462275

    		0.3 ms

  





  

    		2022-11-04 10:33:36.349773

    		-0.1 ms

  





  

    		2022-11-04 11:33:37.862407

    		-0.6 ms

  





  

    		2022-11-04 12:33:39.795813

    		-1.5 ms

  





  

    		2022-11-04 13:33:42.440625

    		-1.1 ms

  





  

    		2022-11-04 14:33:44.21933

    		0.2 ms

  





  

    		2022-11-04 15:33:45.911889

    		-1.5 ms

  





  

    		2022-11-04 16:33:47.826095

    		0.9 ms

  





  

    		2022-11-04 17:33:50.084005

    		0.1 ms

  





  

    		2022-11-04 18:33:51.785336

    		0.7 ms

  





  

    		2022-11-04 19:33:53.320067

    		-0.2 ms

  





  

    		2022-11-04 20:33:55.22194

    		1.0 ms

  





  

    		2022-11-04 21:33:56.838868

    		0.5 ms

  





  

    		2022-11-04 22:33:58.886781

    		0.1 ms

  





  

    		2022-11-04 23:34:00.329087

    		0.3 ms

  





  

    		2022-11-05 00:34:01.964419

    		-0.2 ms

  





  

    		2022-11-05 01:34:04.4337

    		0.6 ms

  





  

    		2022-11-05 02:34:06.065827

    		0.2 ms

  





  

    		2022-11-05 03:34:08.324943

    		-0.2 ms

  





  

    		2022-11-05 04:34:09.967149

    		0.7 ms

  





  

    		2022-11-05 05:34:11.597755

    		0.9 ms

  





  

    		2022-11-05 06:34:13.145541

    		0.4 ms

  





  

    		2022-11-05 07:34:15.88811

    		0.9 ms

  





  

    		2022-11-05 08:34:17.672964

    		1.6 ms

  





  

    		2022-11-05 09:34:19.178561

    		1.5 ms

  





  

    		2022-11-05 10:34:20.592707

    		0.1 ms

  





  

    		2022-11-05 11:34:22.803275

    		0.5 ms

  





  

    		2022-11-05 12:34:24.282489

    		0.8 ms

  





  

    		2022-11-05 13:34:25.846793

    		-0.5 ms

  





  

    		2022-11-05 14:34:27.741993

    		1.0 ms

  





  

    		2022-11-05 15:34:29.596671

    		0.9 ms

  





  

    		2022-11-05 16:34:31.266747

    		-0.2 ms

  





  

    		2022-11-05 17:34:33.743754

    		-1.1 ms

  





  

    		2022-11-05 18:34:35.218738

    		-1.2 ms

  





  

    		2022-11-05 19:34:36.949617

    		-0.9 ms

  





  

    		2022-11-05 20:34:38.446076

    		-0.8 ms

  





  

    		2022-11-05 21:34:40.714086

    		0.2 ms

  





  

    		2022-11-05 22:34:43.406323

    		0.3 ms

  





  

    		2022-11-05 23:34:44.933763

    		2.7 ms

  





  

    		2022-11-06 00:34:46.389355

    		1.3 ms

  





  

    		2022-11-06 01:34:48.173918

    		1.4 ms

  





  

    		2022-11-06 02:34:50.166003

    		-0.5 ms

  





  

    		2022-11-06 03:34:52.784956

    		1.3 ms

  





  

    		2022-11-06 04:34:54.903012

    		-0.4 ms

  





  

    		2022-11-06 05:34:56.879233

    		0.5 ms

  





  

    		2022-11-06 06:34:59.19416

    		0.0 ms

  





  

    		2022-11-06 07:35:00.916679

    		-0.3 ms

  





  

    		2022-11-06 08:35:03.021859

    		0.2 ms

  





  

    		2022-11-06 09:35:04.861411

    		-0.4 ms

  





  

    		2022-11-06 10:35:06.625844

    		0.7 ms

  





  

    		2022-11-06 11:35:08.333239

    		0.2 ms

  





  

    		2022-11-06 12:35:09.860073

    		2.1 ms

  





  

    		2022-11-06 13:35:11.563529

    		1.3 ms

  





  

    		2022-11-06 14:35:13.672671

    		-0.4 ms

  





  

    		2022-11-06 15:35:15.210348

    		0.1 ms

  





  

    		2022-11-06 16:35:17.193498

    		1.3 ms

  





  

    		2022-11-06 17:35:18.732526

    		-0.5 ms

  





  

    		2022-11-06 18:35:20.240824

    		0.7 ms

  





  

    		2022-11-06 19:35:21.957513

    		-0.3 ms

  





  

    		2022-11-06 20:35:24.551099

    		-1.7 ms

  





  

    		2022-11-06 21:35:26.195102

    		-0.3 ms

  





  

    		2022-11-06 22:35:28.121099

    		0.2 ms

  





  

    		2022-11-06 23:35:29.731171

    		-0.5 ms

  





  

    		2022-11-07 00:35:31.615963

    		0.0 ms

  





  

    		2022-11-07 01:35:33.344305

    		-0.6 ms

  





  

    		2022-11-07 02:35:34.803193

    		-0.6 ms

  





  

    		2022-11-07 03:35:36.453731

    		-0.8 ms

  





  

    		2022-11-07 04:35:38.369217

    		-0.1 ms

  





  

    		2022-11-07 05:35:40.013182

    		0.2 ms

  





  

    		2022-11-07 06:35:41.768716

    		0.5 ms

  





  

    		2022-11-07 07:35:43.955447

    		0.8 ms

  





  

    		2022-11-07 08:35:46.487085

    		-0.2 ms

  





  

    		2022-11-07 09:35:48.248322

    		-0.1 ms

  





  

    		2022-11-07 10:35:49.886873

    		-0.2 ms

  





  

    		2022-11-07 11:35:52.123651

    		-0.5 ms

  





  

    		2022-11-07 12:35:53.557641

    		-0.1 ms

  





  

    		2022-11-07 13:35:55.584863

    		0.0 ms

  





  

    		2022-11-07 14:35:57.117184

    		0.6 ms

  





  

    		2022-11-07 15:35:59.053283

    		0.2 ms

  





  

    		2022-11-07 16:36:00.898232

    		-1.1 ms

  





  

    		2022-11-07 17:36:03.336484

    		-0.2 ms

  





  

    		2022-11-07 18:36:05.367719

    		0.2 ms

  





  

    		2022-11-07 19:36:06.840393

    		-0.1 ms

  





  

    		2022-11-07 20:36:08.418733

    		-0.2 ms

  





  

    		2022-11-07 21:36:10.461089

    		0.2 ms

  





  

    		2022-11-07 22:36:12.13705

    		-2.8 ms

  





  

    		2022-11-07 23:36:14.180542

    		-1.6 ms

  





  

    		2022-11-08 00:36:16.272176

    		-0.8 ms

  





  

    		2022-11-08 01:36:17.767184

    		-1.2 ms

  





  

    		2022-11-08 02:36:19.745988

    		-1.1 ms

  





  

    		2022-11-08 03:36:21.390236

    		-0.2 ms

  





  

    		2022-11-08 04:36:23.523065

    		-1.2 ms

  





  

    		2022-11-08 05:36:26.199783

    		-0.2 ms

  





  

    		2022-11-08 06:36:27.709572

    		-1.5 ms

  





  

    		2022-11-08 07:36:30.422844

    		0.3 ms

  





  

    		2022-11-08 08:36:32.206842

    		0.5 ms

  





  

    		2022-11-08 09:36:34.312803

    		0.8 ms

  





  

    		2022-11-08 10:36:35.887635

    		1.0 ms

  





  

    		2022-11-08 11:36:37.878747

    		0.2 ms

  





  

    		2022-11-08 12:36:39.348182

    		-0.1 ms

  





  

    		2022-11-08 13:36:41.467893

    		-0.8 ms

  





  

    		2022-11-08 14:36:43.058418

    		-0.7 ms

  





  

    		2022-11-08 15:36:45.392613

    		-1.2 ms

  





  

    		2022-11-08 16:36:46.908997

    		-1.6 ms

  





  

    		2022-11-08 17:36:48.569424

    		-0.3 ms

  





  

    		2022-11-08 18:36:50.250735

    		1.3 ms

  





  

    		2022-11-08 19:36:52.676291

    		1.2 ms

  





  

    		2022-11-08 20:36:54.713329

    		0.7 ms

  





  

    		2022-11-08 21:36:56.760853

    		-0.1 ms

  





  

    		2022-11-08 22:36:58.500385

    		-1.3 ms

  





  

    		2022-11-08 23:37:00.792107

    		-1.3 ms

  





  

    		2022-11-09 00:37:02.547615

    		-1.1 ms

  





  

    		2022-11-09 01:37:04.572394

    		-3.1 ms

  





  

    		2022-11-09 02:37:05.952593

    		-1.5 ms

  





  

    		2022-11-09 03:37:07.648972

    		-1.8 ms

  





  

    		2022-11-09 04:37:09.153624

    		0.2 ms

  





  

    		2022-11-09 05:37:11.0475

    		0.8 ms

  





  

    		2022-11-09 06:37:12.921299

    		0.9 ms

  





  

    		2022-11-09 07:37:14.347075

    		1.3 ms

  





  

    		2022-11-09 08:37:16.751028

    		3.4 ms

  





  

    		2022-11-09 09:37:18.830149

    		1.0 ms

  





  

    		2022-11-09 10:37:20.487668

    		2.7 ms

  





  

    		2022-11-09 11:37:21.817643

    		1.3 ms

  





  

    		2022-11-09 12:37:23.534949

    		-0.1 ms

  





  

    		2022-11-09 13:37:25.010135

    		0.4 ms

  





  

    		2022-11-09 14:37:28.022293

    		0.4 ms

  





  

    		2022-11-09 15:37:30.136819

    		0.1 ms

  





  

    		2022-11-09 16:37:31.841346

    		0.4 ms

  





  

    		2022-11-09 17:37:33.474166

    		-1.8 ms

  





  

    		2022-11-09 18:37:35.729045

    		-0.5 ms

  





  

    		2022-11-09 19:37:37.131676

    		-0.4 ms

  





  

    		2022-11-09 20:37:39.055712

    		0.5 ms

  





  

    		2022-11-09 21:37:41.670078

    		0.4 ms

  





  

    		2022-11-09 22:37:43.236782

    		1.3 ms

  





  

    		2022-11-09 23:37:44.849817

    		-0.2 ms

  





  

    		2022-11-10 00:37:46.242513

    		0.6 ms

  





  

    		2022-11-10 01:37:47.721672

    		0.2 ms

  





  

    		2022-11-10 02:37:49.566391

    		-0.8 ms

  





  

    		2022-11-10 03:37:51.164269

    		-0.7 ms

  





  

    		2022-11-10 04:37:52.610073

    		-0.2 ms

  





  

    		2022-11-10 05:37:54.17744

    		1.1 ms

  





  

    		2022-11-10 06:37:55.542904

    		2.6 ms

  





  

    		2022-11-10 07:37:57.555431

    		1.1 ms

  





  

    		2022-11-10 08:37:59.242651

    		0.1 ms

  





  

    		2022-11-10 09:38:02.258431

    		1.7 ms

  





  

    		2022-11-10 10:38:03.782867

    		0.2 ms

  





  

    		2022-11-10 11:38:05.977961

    		-1.4 ms

  





  

    		2022-11-10 12:38:07.833049

    		-0.1 ms

  





  

    		2022-11-10 13:38:09.424324

    		0.0 ms

  





  

    		2022-11-10 14:38:10.962673

    		0.3 ms

  





  

    		2022-11-10 15:38:13.219068

    		0.4 ms

  





  

    		2022-11-10 16:38:15.422134

    		0.3 ms

  





  

    		2022-11-10 17:38:17.658156

    		0.9 ms

  





  

    		2022-11-10 18:38:20.304955

    		1.7 ms

  





  

    		2022-11-10 19:38:22.161351

    		-4.8 ms

  





  

    		2022-11-10 20:38:23.98533

    		-0.1 ms

  





  

    		2022-11-10 21:38:25.59456

    		-3.0 ms

  





  

    		2022-11-10 22:38:26.984598

    		-1.2 ms

  





  

    		2022-11-10 23:38:29.244038

    		1.9 ms

  





  

    		2022-11-11 00:38:30.908894

    		2.4 ms

  





  

    		2022-11-11 01:38:32.576997

    		1.3 ms

  





  

    		2022-11-11 02:38:34.100801

    		2.2 ms

  





  

    		2022-11-11 03:38:36.258143

    		0.7 ms

  





  

    		2022-11-11 04:38:38.124704

    		-0.3 ms

  





  

    		2022-11-11 05:38:39.656795

    		0.2 ms

  





  

    		2022-11-11 06:38:41.250888

    		-0.1 ms

  





  

    		2022-11-11 07:38:44.415736

    		-0.2 ms

  





  

    		2022-11-11 08:38:45.76067

    		0.4 ms

  





  

    		2022-11-11 09:38:47.570259

    		-1.2 ms

  





  

    		2022-11-11 10:38:48.928157

    		-0.5 ms

  





  

    		2022-11-11 11:38:50.403191

    		0.4 ms

  





  

    		2022-11-11 12:38:51.930778

    		1.2 ms

  





  

    		2022-11-11 13:38:54.37279

    		0.9 ms

  





  

    		2022-11-11 14:38:56.623127

    		1.1 ms

  





  

    		2022-11-11 15:38:58.388842

    		-0.4 ms

  





  

    		2022-11-11 16:39:00.537838

    		0.9 ms

  





  

    		2022-11-11 17:39:02.07832

    		-0.8 ms

  





  

    		2022-11-11 18:39:04.671479

    		-1.2 ms

  





  

    		2022-11-11 19:39:06.861259

    		-0.3 ms

  





  

    		2022-11-11 20:39:08.679163

    		-1.0 ms

  





  

    		2022-11-11 21:39:10.644958

    		-1.1 ms

  





  

    		2022-11-11 22:39:13.33716

    		-3.5 ms

  





  

    		2022-11-11 23:39:14.740411

    		1.0 ms

  





  

    		2022-11-12 00:39:16.386878

    		0.2 ms

  





  

    		2022-11-12 01:39:17.882794

    		0.7 ms

  





  

    		2022-11-12 02:39:19.526731

    		0.6 ms

  





  

    		2022-11-12 03:39:21.330133

    		0.4 ms

  





  

    		2022-11-12 04:39:23.819136

    		0.4 ms

  





  

    		2022-11-12 05:39:26.539203

    		1.0 ms

  





  

    		2022-11-12 06:39:28.982718

    		1.7 ms

  





  

    		2022-11-12 07:39:30.731655

    		1.4 ms

  





  

    		2022-11-12 08:39:32.360547

    		1.1 ms

  





  

    		2022-11-12 09:39:34.792407

    		-1.4 ms

  





  

    		2022-11-12 10:39:36.175638

    		-0.3 ms

  





  

    		2022-11-12 11:39:37.84913

    		-1.3 ms

  





  

    		2022-11-12 12:39:39.948143

    		-0.9 ms

  





  

    		2022-11-12 13:39:42.040856

    		0.3 ms

  





  

    		2022-11-12 14:39:43.823699

    		2.4 ms

  





  

    		2022-11-12 15:39:45.317429

    		0.6 ms

  





  

    		2022-11-12 16:39:47.133321

    		1.3 ms

  





  

    		2022-11-12 17:39:48.888504

    		-1.1 ms

  





  

    		2022-11-12 18:39:50.644347

    		-0.4 ms

  





  

    		2022-11-12 19:39:52.178735

    		-1.0 ms

  





  

    		2022-11-12 20:39:54.218207

    		-0.7 ms

  





  

    		2022-11-12 21:39:55.714879

    		-0.9 ms

  





  

    		2022-11-12 22:39:57.26788

    		0.2 ms

  





  

    		2022-11-12 23:39:59.785881

    		-1.3 ms

  





  

    		2022-11-13 00:40:01.259496

    		0.2 ms

  





  

    		2022-11-13 01:40:04.021063

    		-1.0 ms

  





  

    		2022-11-13 02:40:05.59726

    		1.2 ms

  





  

    		2022-11-13 03:40:07.324107

    		0.3 ms

  





  

    		2022-11-13 04:40:08.769133

    		-0.5 ms

  





  

    		2022-11-13 05:40:10.632516

    		0.1 ms

  





  

    		2022-11-13 06:40:12.958794

    		1.0 ms

  





  

    		2022-11-13 07:40:15.104485

    		0.7 ms

  





  

    		2022-11-13 08:40:16.954735

    		0.5 ms

  





  

    		2022-11-13 09:40:18.561493

    		0.3 ms

  





  

    		2022-11-13 10:40:20.188404

    		-0.4 ms

  





  

    		2022-11-13 11:40:22.033096

    		-0.2 ms

  





  

    		2022-11-13 12:40:23.532484

    		-0.7 ms

  





  

    		2022-11-13 13:40:25.161061

    		-0.2 ms

  





  

    		2022-11-13 14:40:26.960535

    		0.1 ms

  





  

    		2022-11-13 15:40:29.095796

    		0.1 ms

  





  

    		2022-11-13 16:40:30.842788

    		-1.1 ms

  





  

    		2022-11-13 17:40:32.492797

    		-0.7 ms

  





  

    		2022-11-13 18:40:34.571315

    		-0.9 ms

  





  

    		2022-11-13 19:40:36.218392

    		1.0 ms

  





  

    		2022-11-13 20:40:37.643213

    		-0.3 ms

  





  

    		2022-11-13 21:40:39.985034

    		-0.6 ms

  





  

    		2022-11-13 22:40:41.859649

    		-0.1 ms

  





  

    		2022-11-13 23:40:43.28231

    		-2.9 ms

  





  

    		2022-11-14 00:40:46.229257

    		-1.8 ms

  





  

    		2022-11-14 01:40:48.997306

    		-2.2 ms

  





  

    		2022-11-14 02:40:51.326859

    		-0.9 ms

  





  

    		2022-11-14 03:40:52.76393

    		-1.6 ms

  





  

    		2022-11-14 04:40:54.505488

    		-1.4 ms

  





  

    		2022-11-14 05:40:57.793942

    		0.3 ms

  





  

    		2022-11-14 06:40:59.283555

    		2.4 ms

  





  

    		2022-11-14 07:41:01.129259

    		0.5 ms

  





  

    		2022-11-14 08:41:02.973475

    		0.1 ms

  





  

    		2022-11-14 09:41:04.877814

    		0.3 ms

  





  

    		2022-11-14 10:41:06.695571

    		0.3 ms

  





  

    		2022-11-14 11:41:08.620525

    		0.3 ms

  





  

    		2022-11-14 12:41:10.096373

    		-1.5 ms

  





  

    		2022-11-14 13:41:12.350685

    		-1.4 ms

  





  

    		2022-11-14 14:41:15.009908

    		-0.3 ms

  





  

    		2022-11-14 15:41:18.016722

    		0.7 ms

  





  

    		2022-11-14 16:41:19.484021

    		1.0 ms

  





  

    		2022-11-14 17:41:21.251916

    		0.3 ms

  





  

    		2022-11-14 18:41:23.46627

    		0.3 ms

  





  

    		2022-11-14 19:41:24.856819

    		1.3 ms

  





  

    		2022-11-14 20:41:26.622588

    		-0.1 ms

  





  

    		2022-11-14 21:41:29.800849

    		0.5 ms

  





  

    		2022-11-14 22:41:31.965122

    		0.6 ms

  





  

    		2022-11-14 23:41:33.654979

    		1.2 ms

  





  

    		2022-11-15 00:41:36.207735

    		0.7 ms

  





  

    		2022-11-15 01:41:37.935378

    		0.6 ms

  





  

    		2022-11-15 02:41:39.741453

    		0.7 ms

  





  

    		2022-11-15 03:41:41.317197

    		-1.4 ms

  





  

    		2022-11-15 04:41:43.382511

    		0.1 ms

  





  

    		2022-11-15 05:41:45.550925

    		-1.3 ms

  





  

    		2022-11-15 06:41:48.662946

    		-1.1 ms

  





  

    		2022-11-15 07:41:50.910803

    		-1.8 ms

  





  

    		2022-11-15 08:41:52.365458

    		0.4 ms

  





  

    		2022-11-15 09:41:53.99872

    		0.4 ms

  





  

    		2022-11-15 10:41:56.172904

    		0.7 ms

  





  

    		2022-11-15 11:41:57.703163

    		0.7 ms

  





  

    		2022-11-15 12:41:59.325064

    		0.6 ms

  





  

    		2022-11-15 13:42:01.450393

    		0.2 ms

  





  

    		2022-11-15 14:42:03.681397

    		0.2 ms

  





  

    		2022-11-15 15:42:05.350588

    		-0.8 ms

  





  

    		2022-11-15 16:42:07.521652

    		-0.2 ms

  





  

    		2022-11-15 17:42:09.033132

    		-0.6 ms

  





  

    		2022-11-15 18:42:10.867817

    		-0.2 ms

  





  

    		2022-11-15 19:42:13.370028

    		-1.0 ms

  





  

    		2022-11-15 20:42:15.235153

    		-6.1 ms

  





  

    		2022-11-15 21:42:17.096716

    		-5.2 ms

  





  

    		2022-11-15 22:42:19.581644

    		1.5 ms

  





  

    		2022-11-15 23:42:21.115103

    		-2.4 ms

  





  

    		2022-11-16 00:42:23.145211

    		1.9 ms

  





  

    		2022-11-16 01:42:24.945579

    		1.7 ms

  





  

    		2022-11-16 02:42:27.644034

    		0.3 ms

  





  

    		2022-11-16 03:42:31.205285

    		1.1 ms

  





  

    		2022-11-16 04:42:33.453522

    		0.2 ms

  





  

    		2022-11-16 05:42:35.200961

    		-0.3 ms

  





  

    		2022-11-16 06:42:37.390973

    		-0.5 ms

  





  

    		2022-11-16 07:42:39.337761

    		-0.6 ms

  





  

    		2022-11-16 08:42:41.855515

    		1.5 ms

  





  

    		2022-11-16 09:42:44.285383

    		0.0 ms

  





  

    		2022-11-16 10:42:46.566388

    		-0.1 ms

  





  

    		2022-11-16 11:42:48.976384

    		-0.1 ms

  





  

    		2022-11-16 12:42:50.859401

    		1.0 ms

  





  

    		2022-11-16 13:42:52.541992

    		-0.4 ms

  





  

    		2022-11-16 14:42:54.517796

    		-0.6 ms

  





  

    		2022-11-16 15:42:56.360728

    		0.5 ms

  





  

    		2022-11-16 16:42:58.100308

    		1.8 ms

  





  

    		2022-11-16 17:43:00.119449

    		-0.5 ms

  





  

    		2022-11-16 18:43:01.830841

    		0.3 ms

  





  

    		2022-11-16 19:43:04.595639

    		-0.3 ms

  





  

    		2022-11-16 20:43:06.266952

    		0.0 ms

  





  

    		2022-11-16 21:43:07.817529

    		0.6 ms

  





  

    		2022-11-16 22:43:09.875749

    		3.2 ms

  





  

    		2022-11-16 23:43:11.376618

    		0.6 ms

  





  

    		2022-11-17 00:43:13.245381

    		0.5 ms

  





  

    		2022-11-17 01:43:15.040268

    		1.2 ms

  





  

    		2022-11-17 02:43:16.883781

    		-0.1 ms

  





  

    		2022-11-17 03:43:18.786038

    		0.9 ms

  





  

    		2022-11-17 04:43:20.443719

    		0.7 ms

  





  

    		2022-11-17 05:43:22.532779

    		0.2 ms

  





  

    		2022-11-17 06:43:24.179168

    		0.6 ms

  





  

    		2022-11-17 07:43:26.448658

    		0.3 ms

  





  

    		2022-11-17 08:43:27.958285

    		0.0 ms

  





  

    		2022-11-17 09:43:30.171233

    		0.7 ms

  





  

    		2022-11-17 10:43:31.523623

    		0.6 ms

  





  

    		2022-11-17 11:43:33.057974

    		0.6 ms

  





  

    		2022-11-17 12:43:34.729821

    		0.4 ms

  





  

    		2022-11-17 13:43:36.794638

    		0.2 ms

  





  

    		2022-11-17 14:43:39.545473

    		0.3 ms

  





  

    		2022-11-17 15:43:41.695343

    		0.1 ms

  





  

    		2022-11-17 16:43:44.488215

    		0.0 ms

  





  

    		2022-11-17 17:43:45.869918

    		-0.1 ms

  





  

    		2022-11-17 18:43:47.536445

    		0.8 ms

  





  

    		2022-11-17 19:43:49.514861

    		1.5 ms

  





  

    		2022-11-17 20:43:51.364807

    		-0.5 ms

  





  

    		2022-11-17 21:43:53.294537

    		0.2 ms

  





  

    		2022-11-17 22:43:54.995295

    		0.0 ms

  





  

    		2022-11-17 23:43:56.869821

    		0.1 ms

  





  

    		2022-11-18 00:43:58.580901

    		0.0 ms

  





  

    		2022-11-18 01:44:00.882257

    		0.2 ms

  





  

    		2022-11-18 02:44:02.490261

    		0.3 ms

  





  

    		2022-11-18 03:44:04.485762

    		-0.8 ms

  





  

    		2022-11-18 04:44:06.137796

    		0.2 ms

  





  

    		2022-11-18 05:44:08.586207

    		-1.4 ms

  





  

    		2022-11-18 06:44:10.655516

    		-0.3 ms

  





  

    		2022-11-18 07:44:12.603597

    		0.2 ms

  





  

    		2022-11-18 08:44:14.871333

    		1.2 ms

  





  

    		2022-11-18 09:44:17.663153

    		0.4 ms

  





  

    		2022-11-18 10:44:19.159574

    		0.2 ms

  





  

    		2022-11-18 11:44:20.83094

    		0.2 ms

  





  

    		2022-11-18 12:44:22.739425

    		-0.6 ms

  





  

    		2022-11-18 13:44:24.636679

    		-1.6 ms

  





  

    		2022-11-18 14:44:26.614439

    		1.3 ms

  





  

    		2022-11-18 15:44:28.907011

    		-0.6 ms

  





  

    		2022-11-18 16:44:30.46196

    		0.7 ms

  





  

    		2022-11-18 17:44:31.996417

    		0.6 ms

  





  

    		2022-11-18 18:44:34.547064

    		-0.8 ms

  





  

    		2022-11-18 19:44:37.430591

    		-0.1 ms

  





  

    		2022-11-18 20:44:39.24002

    		-0.6 ms

  





  

    		2022-11-18 21:44:40.800632

    		-1.2 ms

  





  

    		2022-11-18 22:44:42.387243

    		-0.7 ms

  





  

    		2022-11-18 23:44:44.359297

    		-0.7 ms

  





  

    		2022-11-19 00:44:46.667242

    		-0.4 ms

  





  

    		2022-11-19 01:44:48.502755

    		0.9 ms

  





  

    		2022-11-19 02:44:50.782302

    		-0.2 ms

  





  

    		2022-11-19 03:44:52.368921

    		0.7 ms

  





  

    		2022-11-19 04:44:55.411243

    		1.2 ms

  





  

    		2022-11-19 05:44:57.80063

    		0.3 ms

  





  

    		2022-11-19 06:45:00.194608

    		0.3 ms

  





  

    		2022-11-19 07:45:02.129112

    		-0.1 ms

  





  

    		2022-11-19 08:45:04.570527

    		-0.1 ms

  





  

    		2022-11-19 09:45:06.493392

    		-0.1 ms

  





  

    		2022-11-19 10:45:08.932105

    		-0.5 ms

  





  

    		2022-11-19 11:45:11.114794

    		-1.0 ms

  





  

    		2022-11-19 12:45:12.67336

    		-1.4 ms

  





  

    		2022-11-19 13:45:14.797995

    		-0.8 ms

  





  

    		2022-11-19 14:45:16.777936

    		-0.5 ms

  





  

    		2022-11-19 15:45:18.410385

    		-0.8 ms

  





  

    		2022-11-19 16:45:20.914833

    		-1.3 ms

  





  

    		2022-11-19 17:45:22.305275

    		-1.6 ms

  





  

    		2022-11-19 18:45:25.122497

    		-0.7 ms

  





  

    		2022-11-19 19:45:26.600845

    		0.1 ms

  





  

    		2022-11-19 20:45:28.646888

    		0.7 ms

  





  

    		2022-11-19 21:45:31.425167

    		0.3 ms

  





  

    		2022-11-19 22:45:32.953429

    		0.4 ms

  





  

    		2022-11-19 23:45:35.276253

    		1.2 ms

  





  

    		2022-11-20 00:45:36.730383

    		0.2 ms

  





  

    		2022-11-20 01:45:38.463891

    		0.5 ms

  





  

    		2022-11-20 02:45:40.251895

    		-1.2 ms

  





  

    		2022-11-20 03:45:42.345375

    		0.8 ms

  





  

    		2022-11-20 04:45:43.767356

    		0.2 ms

  





  

    		2022-11-20 05:45:45.340818

    		0.7 ms

  





  

    		2022-11-20 06:45:48.802448

    		0.8 ms

  





  

    		2022-11-20 07:45:50.419747

    		0.1 ms

  





  

    		2022-11-20 08:45:52.153968

    		0.3 ms

  





  

    		2022-11-20 09:45:54.116854

    		0.1 ms

  





  

    		2022-11-20 10:45:56.05161

    		-0.8 ms

  





  

    		2022-11-20 11:45:57.647732

    		0.1 ms

  





  

    		2022-11-20 12:45:59.656217

    		-1.2 ms

  





  

    		2022-11-20 13:46:02.227363

    		-0.1 ms

  





  

    		2022-11-20 14:46:03.896304

    		0.0 ms

  





  

    		2022-11-20 15:46:06.052766

    		-0.8 ms

  





  

    		2022-11-20 16:46:08.078333

    		-0.1 ms

  





  

    		2022-11-20 17:46:09.850937

    		0.0 ms

  





  

    		2022-11-20 18:46:11.356935

    		-0.3 ms

  





  

    		2022-11-20 19:46:13.117401

    		0.4 ms

  





  

    		2022-11-20 20:46:15.224681

    		0.0 ms

  





  

    		2022-11-20 21:46:17.770046

    		0.1 ms

  





  

    		2022-11-20 22:46:20.011887

    		0.4 ms

  





  

    		2022-11-20 23:46:21.823888

    		1.1 ms

  





  

    		2022-11-21 00:46:23.632706

    		-0.2 ms

  





  

    		2022-11-21 01:46:25.936804

    		0.0 ms

  





  

    		2022-11-21 02:46:27.479877

    		-0.5 ms

  





  

    		2022-11-21 03:46:29.744166

    		0.5 ms

  





  

    		2022-11-21 04:46:31.288085

    		0.0 ms

  





  

    		2022-11-21 05:46:32.783793

    		1.0 ms

  





  

    		2022-11-21 06:46:36.292041

    		-0.8 ms

  





  

    		2022-11-21 07:46:38.012448

    		-0.7 ms

  





  

    		2022-11-21 08:46:39.653436

    		1.0 ms

  





  

    		2022-11-21 09:46:41.210958

    		0.8 ms

  





  

    		2022-11-21 10:46:42.666849

    		0.4 ms

  





  

    		2022-11-21 11:46:44.446557

    		0.0 ms

  





  

    		2022-11-21 12:46:46.103963

    		0.0 ms

  





  

    		2022-11-21 13:46:48.061141

    		-0.1 ms

  





  

    		2022-11-21 14:46:50.376825

    		0.5 ms

  





  

    		2022-11-21 15:46:52.288366

    		0.5 ms

  





  

    		2022-11-21 16:46:54.1448

    		0.4 ms

  





  

    		2022-11-21 17:46:55.745758

    		-0.4 ms

  





  

    		2022-11-21 18:46:57.940465

    		-0.2 ms

  





  

    		2022-11-21 19:46:59.673076

    		0.7 ms

  





  

    		2022-11-21 20:47:01.539113

    		0.2 ms

  





  

    		2022-11-21 21:47:03.357234

    		-0.5 ms

  





  

    		2022-11-21 22:47:05.657149

    		-0.4 ms

  





  

    		2022-11-21 23:47:07.689669

    		-0.6 ms

  





  

    		2022-11-22 00:47:10.02092

    		-0.1 ms

  





  

    		2022-11-22 01:47:11.484178

    		-0.5 ms

  





  

    		2022-11-22 02:47:13.049928

    		1.4 ms

  





  

    		2022-11-22 03:47:14.672681

    		1.7 ms

  





  

    		2022-11-22 04:47:16.211655

    		-0.1 ms

  





  

    		2022-11-22 05:47:17.645786

    		0.5 ms

  





  

    		2022-11-22 06:47:19.044359

    		-0.7 ms

  





  

    		2022-11-22 07:47:20.553149

    		-0.8 ms

  





  

    		2022-11-22 08:47:23.401558

    		0.7 ms

  





  

    		2022-11-22 09:47:25.239714

    		0.3 ms

  





  

    		2022-11-22 10:47:26.728739

    		1.0 ms

  





  

    		2022-11-22 11:47:29.338509

    		0.4 ms

  





  

    		2022-11-22 12:47:31.089781

    		0.9 ms

  





  

    		2022-11-22 13:47:32.878915

    		-0.9 ms

  





  

    		2022-11-22 14:47:34.565204

    		0.5 ms

  





  

    		2022-11-22 15:47:36.372487

    		0.3 ms

  





  

    		2022-11-22 16:47:39.176186

    		0.8 ms

  





  

    		2022-11-22 17:47:41.443226

    		0.8 ms

  





  

    		2022-11-22 18:47:43.120664

    		-0.4 ms

  





  

    		2022-11-22 19:47:44.646462

    		-0.6 ms

  





  

    		2022-11-22 20:47:46.265184

    		-0.2 ms

  





  

    		2022-11-22 21:47:48.205866

    		0.3 ms

  





  

    		2022-11-22 22:47:50.270282

    		-0.1 ms

  





  

    		2022-11-22 23:47:51.774068

    		-0.3 ms

  





  

    		2022-11-23 00:47:53.298112

    		0.8 ms

  





  

    		2022-11-23 01:47:55.268726

    		0.2 ms

  





  

    		2022-11-23 02:47:56.94526

    		-0.2 ms

  





  

    		2022-11-23 03:47:58.922448

    		-0.8 ms

  





  

    		2022-11-23 04:48:00.568785

    		-0.2 ms

  





  

    		2022-11-23 05:48:02.901745

    		-1.1 ms

  





  

    		2022-11-23 06:48:04.680333

    		-0.8 ms

  





  

    		2022-11-23 07:48:06.433364

    		0.1 ms

  





  

    		2022-11-23 08:48:08.138228

    		-1.2 ms

  





  

    		2022-11-23 09:48:09.966127

    		0.3 ms

  





  

    		2022-11-23 10:48:13.178699

    		0.1 ms

  





  

    		2022-11-23 11:48:15.164971

    		-0.7 ms

  





  

    		2022-11-23 12:48:17.300276

    		0.1 ms

  





  

    		2022-11-23 13:48:18.801577

    		-0.3 ms

  





  

    		2022-11-23 14:48:20.315656

    		-0.1 ms

  





  

    		2022-11-23 15:48:21.932987

    		-1.0 ms

  





  

    		2022-11-23 16:48:23.692802

    		-1.0 ms

  





  

    		2022-11-23 17:48:26.100629

    		1.6 ms

  





  

    		2022-11-23 18:48:27.934391

    		0.3 ms

  





  

    		2022-11-23 19:48:30.138307

    		0.4 ms

  





  

    		2022-11-23 20:48:31.740499

    		-0.2 ms

  





  

    		2022-11-23 21:48:33.154604

    		0.2 ms

  





  

    		2022-11-23 22:48:34.70367

    		0.8 ms

  





  

    		2022-11-23 23:48:36.669366

    		0.2 ms

  





  

    		2022-11-24 00:48:39.980992

    		0.7 ms

  





  

    		2022-11-24 01:48:43.269972

    		0.4 ms

  





  

    		2022-11-24 02:48:45.099034

    		-0.8 ms

  





  

    		2022-11-24 03:48:47.491388

    		0.2 ms

  





  

    		2022-11-24 04:48:50.486415

    		0.3 ms

  





  

    		2022-11-24 05:48:51.994678

    		0.8 ms

  





  

    		2022-11-24 06:48:53.699201

    		-0.1 ms

  





  

    		2022-11-24 07:48:56.470252

    		0.8 ms

  





  

    		2022-11-24 08:48:59.345995

    		0.7 ms

  





  

    		2022-11-24 09:49:01.738049

    		1.1 ms

  





  

    		2022-11-24 10:49:03.544999

    		-0.9 ms

  





  

    		2022-11-24 11:49:05.079044

    		-0.3 ms

  





  

    		2022-11-24 12:49:06.648161

    		0.0 ms

  





  

    		2022-11-24 13:49:08.465005

    		0.5 ms

  





  

    		2022-11-24 14:49:10.195777

    		-1.0 ms

  





  

    		2022-11-24 15:49:11.692722

    		1.0 ms

  





  

    		2022-11-24 16:49:13.595736

    		-0.8 ms

  





  

    		2022-11-24 17:49:15.64964

    		-0.6 ms

  





  

    		2022-11-24 18:49:17.40773

    		0.4 ms

  





  

    		2022-11-24 19:49:18.978821

    		-0.4 ms

  





  

    		2022-11-24 20:49:20.663297

    		-0.2 ms

  





  

    		2022-11-24 21:49:22.163951

    		-1.5 ms

  





  

    		2022-11-24 22:49:23.885966

    		0.6 ms

  





  

    		2022-11-24 23:49:26.002068

    		0.3 ms

  





  

    		2022-11-25 00:49:27.518255

    		0.3 ms

  





  

    		2022-11-25 01:49:29.741653

    		-0.8 ms

  





  

    		2022-11-25 02:49:31.259445

    		-0.3 ms

  





  

    		2022-11-25 03:49:33.071368

    		-0.6 ms

  





  

    		2022-11-25 04:49:34.577353

    		-0.4 ms

  





  

    		2022-11-25 05:49:36.79912

    		-0.5 ms

  





  

    		2022-11-25 06:49:38.531879

    		-0.4 ms

  





  

    		2022-11-25 07:49:41.549019

    		-0.9 ms

  





  

    		2022-11-25 08:49:43.142806

    		0.2 ms

  





  

    		2022-11-25 09:49:44.587104

    		1.0 ms

  





  

    		2022-11-25 10:49:46.553977

    		-0.1 ms

  





  

    		2022-11-25 11:49:48.175245

    		0.3 ms

  





  

    		2022-11-25 12:49:50.674277

    		-0.3 ms

  





  

    		2022-11-25 13:49:52.881752

    		-0.6 ms

  





  

    		2022-11-25 14:49:55.054556

    		-0.3 ms

  





  

    		2022-11-25 15:49:56.68663

    		-0.5 ms

  





  

    		2022-11-25 16:49:58.540365

    		0.0 ms

  





  

    		2022-11-25 17:50:00.139675

    		-0.2 ms

  





  

    		2022-11-25 18:50:01.737138

    		0.6 ms

  





  

    		2022-11-25 19:50:03.787802

    		-0.1 ms

  





  

    		2022-11-25 20:50:05.924499

    		-0.4 ms

  





  

    		2022-11-25 21:50:07.335267

    		0.8 ms

  





  

    		2022-11-25 22:50:09.629423

    		1.8 ms

  





  

    		2022-11-25 23:50:11.14713

    		0.7 ms

  





  

    		2022-11-26 00:50:13.10676

    		-0.5 ms

  





  

    		2022-11-26 01:50:16.436307

    		0.0 ms

  





  

    		2022-11-26 02:50:18.273959

    		-0.9 ms

  





  

    		2022-11-26 03:50:20.735837

    		-0.4 ms

  





  

    		2022-11-26 04:50:22.944977

    		0.1 ms

  





  

    		2022-11-26 05:50:24.705631

    		0.2 ms

  





  

    		2022-11-26 06:50:26.655041

    		0.7 ms

  





  

    		2022-11-26 07:50:28.430205

    		0.1 ms

  





  

    		2022-11-26 08:50:30.1933

    		1.5 ms

  





  

    		2022-11-26 09:50:31.977981

    		0.5 ms

  





  

    		2022-11-26 10:50:33.657543

    		0.2 ms

  





  

    		2022-11-26 11:50:35.599172

    		1.5 ms

  





  

    		2022-11-26 12:50:37.153193

    		-0.1 ms

  





  

    		2022-11-26 13:50:39.115663

    		0.1 ms

  





  

    		2022-11-26 14:50:40.956554

    		2.0 ms

  





  

    		2022-11-26 15:50:43.896958

    		-0.3 ms

  





  

    		2022-11-26 16:50:47.52081

    		4.7 ms

  





  

    		2022-11-26 17:50:51.179631

    		0.4 ms

  





  

    		2022-11-26 18:50:52.654265

    		0.0 ms

  





  

    		2022-11-26 19:50:55.080834

    		-1.0 ms

  





  

    		2022-11-26 20:50:56.531342

    		0.1 ms

  





  

    		2022-11-26 21:50:58.234023

    		-0.8 ms

  





  

    		2022-11-26 22:50:59.75043

    		-0.4 ms

  





  

    		2022-11-26 23:51:01.57686

    		-1.5 ms

  





  

    		2022-11-27 00:51:04.23272

    		-1.0 ms

  





  

    		2022-11-27 01:51:06.31688

    		-0.7 ms

  





  

    		2022-11-27 02:51:07.700466

    		-1.1 ms

  





  

    		2022-11-27 03:51:11.126791

    		-0.1 ms

  





  

    		2022-11-27 04:51:12.714066

    		0.8 ms

  





  

    		2022-11-27 05:51:14.99518

    		-1.3 ms

  





  

    		2022-11-27 06:51:17.172287

    		-0.3 ms

  





  

    		2022-11-27 07:51:19.001959

    		0.1 ms

  





  

    		2022-11-27 08:51:21.011218

    		-0.3 ms

  





  

    		2022-11-27 09:51:22.70235

    		3.2 ms

  





  

    		2022-11-27 10:51:24.414894

    		0.1 ms

  





  

    		2022-11-27 11:51:26.324385

    		-0.8 ms

  





  

    		2022-11-27 12:51:28.066082

    		0.5 ms

  





  

    		2022-11-27 13:51:30.793321

    		0.3 ms

  





  

    		2022-11-27 14:51:34.101885

    		0.9 ms

  





  

    		2022-11-27 15:51:37.477494

    		-1.6 ms

  





  

    		2022-11-27 16:51:39.506062

    		0.2 ms

  





  

    		2022-11-27 17:51:40.957028

    		0.1 ms

  





  

    		2022-11-27 18:51:42.783853

    		-0.6 ms

  





  

    		2022-11-27 19:51:45.033422

    		-1.8 ms

  





  

    		2022-11-27 20:51:46.553085

    		0.3 ms

  





  

    		2022-11-27 21:51:48.417597

    		-3.2 ms

  





  

    		2022-11-27 22:51:50.678064

    		-2.8 ms

  





  

    		2022-11-27 23:51:52.260109

    		-0.2 ms

  





  

    		2022-11-28 00:51:53.777688

    		0.3 ms

  





  

    		2022-11-28 01:51:55.780732

    		-0.7 ms

  





  

    		2022-11-28 02:51:58.703333

    		0.9 ms

  





  

    		2022-11-28 03:52:00.979346

    		-0.1 ms

  





  

    		2022-11-28 04:52:03.474645

    		-1.1 ms

  





  

    		2022-11-28 05:52:05.134798

    		0.9 ms

  





  

    		2022-11-28 06:52:06.666453

    		0.3 ms

  





  

    		2022-11-28 07:52:08.833949

    		-0.3 ms

  





  

    		2022-11-28 08:52:11.016397

    		1.2 ms

  





  

    		2022-11-28 09:52:12.862134

    		1.2 ms

  





  

    		2022-11-28 10:52:14.31252

    		0.7 ms

  





  

    		2022-11-28 11:52:16.175535

    		-0.7 ms

  





  

    		2022-11-28 12:52:17.603377

    		-1.5 ms

  





  

    		2022-11-28 13:52:19.246401

    		-1.2 ms

  





  

    		2022-11-28 14:52:20.763172

    		0.0 ms

  





  

    		2022-11-28 15:52:22.404165

    		0.1 ms

  





  

    		2022-11-28 16:52:23.881233

    		0.5 ms

  





  

    		2022-11-28 17:52:26.28631

    		0.6 ms

  





  

    		2022-11-28 18:52:28.095709

    		-0.5 ms

  





  

    		2022-11-28 19:52:29.641866

    		-0.9 ms

  





  

    		2022-11-28 20:52:32.071879

    		0.7 ms

  





  

    		2022-11-28 21:52:33.82066

    		-1.1 ms

  





  

    		2022-11-28 22:52:35.503505

    		0.3 ms

  





  

    		2022-11-28 23:52:38.995702

    		0.5 ms

  





  

    		2022-11-29 00:52:40.613059

    		-2.9 ms

  





  

    		2022-11-29 01:52:42.150293

    		0.8 ms

  





  

    		2022-11-29 02:52:43.570039

    		0.6 ms

  





  

    		2022-11-29 03:52:45.336476

    		3.9 ms

  





  

    		2022-11-29 04:52:47.71749

    		0.3 ms

  





  

    		2022-11-29 05:52:49.760927

    		0.0 ms

  





  

    		2022-11-29 06:52:51.759569

    		-1.3 ms

  





  

    		2022-11-29 07:52:53.557027

    		0.0 ms

  





  

    		2022-11-29 08:52:55.485738

    		0.8 ms

  





  

    		2022-11-29 09:52:57.551579

    		0.3 ms

  





  

    		2022-11-29 10:52:59.606878

    		0.3 ms

  





  

    		2022-11-29 11:53:01.661612

    		-1.1 ms

  





  

    		2022-11-29 12:53:03.19121

    		-0.2 ms

  





  

    		2022-11-29 13:53:05.365927

    		-0.1 ms

  





  

    		2022-11-29 14:53:06.949165

    		0.3 ms

  





  

    		2022-11-29 15:53:08.976425

    		-0.6 ms

  





  

    		2022-11-29 16:53:11.007491

    		-0.7 ms

  





  

    		2022-11-29 17:53:12.93247

    		-0.2 ms

  





  

    		2022-11-29 18:53:15.311123

    		-0.2 ms

  





  

    		2022-11-29 19:53:18.204844

    		-0.7 ms

  





  

    		2022-11-29 20:53:19.714233

    		0.0 ms

  





  

    		2022-11-29 21:53:21.98057

    		-0.3 ms

  





  

    		2022-11-29 22:53:23.802485

    		-1.3 ms

  





  

    		2022-11-29 23:53:25.950799

    		-1.6 ms

  





  

    		2022-11-30 00:53:28.334969

    		-0.8 ms

  





  

    		2022-11-30 01:53:31.297774

    		0.0 ms

  





  

    		2022-11-30 02:53:34.605608

    		0.8 ms

  





  

    		2022-11-30 03:53:37.000768

    		-1.3 ms

  





  

    		2022-11-30 04:53:39.27012

    		0.1 ms

  





  

    		2022-11-30 05:53:40.794603

    		1.0 ms

  





  

    		2022-11-30 06:53:42.190624

    		-0.4 ms

  





  

    		2022-11-30 07:53:44.545196

    		0.3 ms

  





  

    		2022-11-30 08:53:46.217361

    		1.2 ms

  





  

    		2022-11-30 09:53:48.05037

    		-0.5 ms

  





  

    		2022-11-30 10:53:50.777094

    		0.9 ms

  





  

    		2022-11-30 11:53:52.419505

    		-0.3 ms

  





  

    		2022-11-30 12:53:53.849174

    		-0.4 ms

  





  

    		2022-11-30 13:53:55.800333

    		0.2 ms

  





  

    		2022-11-30 14:53:57.584664

    		-0.4 ms

  





  

    		2022-11-30 15:53:59.117711

    		0.4 ms

  





  

    		2022-11-30 16:54:00.473505

    		-0.3 ms

  





  

    		2022-11-30 17:54:02.907879

    		-0.4 ms

  





  

    		2022-11-30 18:54:06.21248

    		0.2 ms

  





  

    		2022-11-30 19:54:08.134841

    		-0.9 ms

  





  

    		2022-11-30 20:54:10.819883

    		-0.3 ms

  





  

    		2022-11-30 21:54:12.958263

    		-0.8 ms

  





  

    		2022-11-30 22:54:16.220026

    		0.5 ms

  





  

    		2022-11-30 23:54:17.896772

    		0.6 ms

  





  

    		2022-12-01 00:54:19.376266

    		-0.2 ms

  





  

    		2022-12-01 01:54:21.767409

    		1.1 ms

  





  

    		2022-12-01 02:54:24.41053

    		-0.3 ms

  





  

    		2022-12-01 03:54:27.30668

    		-0.2 ms

  





  

    		2022-12-01 04:54:28.763971

    		0.3 ms

  





  

    		2022-12-01 05:54:30.595191

    		-0.2 ms

  





  

    		2022-12-01 06:54:33.460245

    		-0.7 ms

  





  

    		2022-12-01 07:54:35.492449

    		-0.2 ms

  





  

    		2022-12-01 08:54:38.21788

    		0.0 ms

  





  

    		2022-12-01 09:54:39.674478

    		0.1 ms

  





  

    		2022-12-01 10:54:41.744767

    		0.0 ms

  





  

    		2022-12-01 11:54:44.17312

    		0.2 ms

  





  

    		2022-12-01 12:54:47.227623

    		0.6 ms

  





  

    		2022-12-01 13:54:50.602078

    		0.6 ms

  





  

    		2022-12-01 14:54:52.162269

    		1.8 ms

  





  

    		2022-12-01 15:54:54.08628

    		1.2 ms

  





  

    		2022-12-01 16:54:55.556532

    		1.1 ms

  





  

    		2022-12-01 17:54:58.960141

    		0.4 ms

  





  

    		2022-12-01 18:55:02.426676

    		-1.3 ms

  





  

    		2022-12-01 19:55:04.074867

    		-1.1 ms

  





  

    		2022-12-01 20:55:06.547904

    		-0.6 ms

  





  

    		2022-12-01 21:55:08.091763

    		-0.3 ms

  





  

    		2022-12-01 22:55:09.623856

    		-1.5 ms

  





  

    		2022-12-01 23:55:12.110818

    		-0.7 ms

  





  

    		2022-12-02 00:55:14.208657

    		-1.2 ms

  





  

    		2022-12-02 01:55:15.819342

    		-1.0 ms

  





  

    		2022-12-02 02:55:17.703727

    		0.9 ms

  





  

    		2022-12-02 03:55:19.59342

    		0.6 ms

  





  

    		2022-12-02 04:55:21.26768

    		-0.7 ms

  





  

    		2022-12-02 05:55:24.22371

    		0.0 ms

  





  

    		2022-12-02 06:55:25.750442

    		0.3 ms

  





  

    		2022-12-02 07:55:27.824697

    		0.0 ms

  





  

    		2022-12-02 08:55:30.925486

    		-0.2 ms

  





  

    		2022-12-02 09:55:32.788254

    		2.3 ms

  





  

    		2022-12-02 10:55:34.861823

    		0.4 ms

  





  

    		2022-12-02 11:55:37.851326

    		0.6 ms

  





  

    		2022-12-02 12:55:39.28561

    		-1.4 ms

  





  

    		2022-12-02 13:55:40.970943

    		0.0 ms

  





  

    		2022-12-02 14:55:43.045616

    		0.6 ms

  





  

    		2022-12-02 15:55:45.175764

    		0.3 ms

  





  

    		2022-12-02 16:55:46.686283

    		0.4 ms

  





  

    		2022-12-02 17:55:48.96799

    		-0.6 ms

  





  

    		2022-12-02 18:55:50.968019

    		-0.5 ms

  





  

    		2022-12-02 19:55:52.546952

    		-0.2 ms

  





  

    		2022-12-02 20:55:54.186928

    		0.6 ms

  





  

    		2022-12-02 21:55:56.290642

    		1.0 ms

  





  

    		2022-12-02 22:55:57.935065

    		0.5 ms

  





  

    		2022-12-02 23:56:00.225362

    		1.2 ms

  





  

    		2022-12-03 00:56:01.993807

    		0.3 ms

  





  

    		2022-12-03 01:56:04.260162

    		-0.9 ms

  





  

    		2022-12-03 02:56:06.267408

    		0.0 ms

  





  

    		2022-12-03 03:56:09.101218

    		-0.9 ms

  





  

    		2022-12-03 04:56:11.317972

    		0.2 ms

  





  

    		2022-12-03 05:56:13.613752

    		0.2 ms

  





  

    		2022-12-03 06:56:16.154643

    		0.6 ms

  





  

    		2022-12-03 07:56:17.928158

    		0.2 ms

  





  

    		2022-12-03 08:56:19.834507

    		-1.1 ms

  





  

    		2022-12-03 09:56:21.296481

    		0.4 ms

  





  

    		2022-12-03 10:56:23.303366

    		0.5 ms

  





  

    		2022-12-03 11:56:25.172444

    		-0.6 ms

  





  

    		2022-12-03 12:56:26.626115

    		0.6 ms

  





  

    		2022-12-03 13:56:28.679734

    		0.7 ms

  





  

    		2022-12-03 14:56:31.215992

    		0.8 ms

  





  

    		2022-12-03 15:56:34.886745

    		1.1 ms

  





  

    		2022-12-03 16:56:37.400467

    		0.0 ms

  





  

    		2022-12-03 17:56:39.382966

    		-0.3 ms

  





  

    		2022-12-03 18:56:41.945077

    		0.0 ms

  





  

    		2022-12-03 19:56:43.596173

    		-0.6 ms

  





  

    		2022-12-03 20:56:45.265423

    		-0.2 ms

  





  

    		2022-12-03 21:56:46.96651

    		-0.1 ms

  





  

    		2022-12-03 22:56:49.472661

    		0.8 ms

  





  

    		2022-12-03 23:56:52.082686

    		0.4 ms

  





  

    		2022-12-04 00:56:54.029648

    		-0.7 ms

  





  

    		2022-12-04 01:56:55.629364

    		0.6 ms

  





  

    		2022-12-04 02:56:57.735438

    		-0.9 ms

  





  

    		2022-12-04 03:56:59.35345

    		0.2 ms

  





  

    		2022-12-04 04:57:02.884181

    		0.1 ms

  





  

    		2022-12-04 05:57:04.937195

    		0.9 ms

  





  

    		2022-12-04 06:57:06.993016

    		0.5 ms

  





  

    		2022-12-04 07:57:08.581704

    		-0.3 ms

  





  

    		2022-12-04 08:57:11.250126

    		-0.4 ms

  





  

    		2022-12-04 09:57:12.857208

    		0.2 ms

  





  

    		2022-12-04 10:57:14.500154

    		-0.6 ms

  





  

    		2022-12-04 11:57:16.659691

    		-0.1 ms

  





  

    		2022-12-04 12:57:18.954371

    		0.8 ms

  





  

    		2022-12-04 13:57:20.842823

    		-0.2 ms

  





  

    		2022-12-04 14:57:23.251303

    		-0.4 ms

  





  

    		2022-12-04 15:57:25.547701

    		0.5 ms

  





  

    		2022-12-04 16:57:27.652018

    		0.9 ms

  





  

    		2022-12-04 17:57:30.478838

    		0.0 ms

  





  

    		2022-12-04 18:57:32.594732

    		0.6 ms

  





  

    		2022-12-04 19:57:34.418097

    		0.4 ms

  





  

    		2022-12-04 20:57:36.190971

    		-1.1 ms

  





  

    		2022-12-04 21:57:37.943631

    		-0.3 ms

  





  

    		2022-12-04 22:57:39.599184

    		0.3 ms

  





  

    		2022-12-04 23:57:42.368775

    		-0.6 ms

  





  

    		2022-12-05 00:57:44.303723

    		-0.3 ms

  





  

    		2022-12-05 01:57:46.004239

    		0.7 ms

  





  

    		2022-12-05 02:57:48.134943

    		0.3 ms

  





  

    		2022-12-05 03:57:50.009514

    		0.9 ms

  





  

    		2022-12-05 04:57:52.139045

    		-0.4 ms

  





  

    		2022-12-05 05:57:55.659147

    		-0.5 ms

  





  

    		2022-12-05 06:57:57.254163

    		-0.9 ms

  





  

    		2022-12-05 07:57:58.811537

    		0.3 ms

  





  

    		2022-12-05 08:58:01.221089

    		0.9 ms

  





  

    		2022-12-05 09:58:02.798106

    		1.8 ms

  





  

    		2022-12-05 10:58:04.389848

    		1.8 ms

  





  

    		2022-12-05 11:58:05.800684

    		0.7 ms

  





  

    		2022-12-05 12:58:07.348791

    		0.0 ms

  





  

    		2022-12-05 13:58:08.904187

    		-0.9 ms

  





  

    		2022-12-05 14:58:10.66594

    		0.3 ms

  





  

    		2022-12-05 15:58:12.629861

    		-0.9 ms

  





  

    		2022-12-05 16:58:14.664791

    		0.1 ms

  





  

    		2022-12-05 17:58:16.217985

    		-0.7 ms

  





  

    		2022-12-05 18:58:19.395349

    		-1.4 ms

  





  

    		2022-12-05 19:58:20.873859

    		0.3 ms

  





  

    		2022-12-05 20:58:23.603147

    		-0.5 ms

  





  

    		2022-12-05 21:58:26.952209

    		1.0 ms

  





  

    		2022-12-05 22:58:31.425082

    		2.5 ms

  





  

    		2022-12-05 23:58:33.131015

    		0.6 ms

  





  

    		2022-12-06 00:58:34.653689

    		1.4 ms

  





  

    		2022-12-06 01:58:36.675291

    		1.6 ms

  





  

    		2022-12-06 02:58:39.414078

    		0.7 ms

  





  

    		2022-12-06 03:58:41.168474

    		-1.3 ms

  





  

    		2022-12-06 04:58:42.892518

    		-0.3 ms

  





  

    		2022-12-06 05:58:46.035085

    		-7.2 ms

  





  

    		2022-12-06 06:58:48.948093

    		0.5 ms

  





  

    		2022-12-06 07:58:50.770697

    		-1.2 ms

  





  

    		2022-12-06 08:58:52.445243

    		1.6 ms

  





  

    		2022-12-06 09:58:54.553409

    		1.4 ms

  





  

    		2022-12-06 10:58:56.263056

    		-0.4 ms

  





  

    		2022-12-06 11:58:58.246525

    		0.1 ms

  





  

    		2022-12-06 12:58:59.963181

    		1.3 ms

  





  

    		2022-12-06 13:59:01.511622

    		0.3 ms

  





  

    		2022-12-06 14:59:03.00766

    		0.0 ms

  





  

    		2022-12-06 15:59:04.687437

    		1.3 ms

  





  

    		2022-12-06 16:59:06.986005

    		0.3 ms

  





  

    		2022-12-06 17:59:08.571718

    		-1.0 ms

  





  

    		2022-12-06 18:59:11.65188

    		0.0 ms

  





  

    		2022-12-06 19:59:14.643214

    		2.3 ms

  





  

    		2022-12-06 20:59:17.487149

    		5.2 ms

  





  

    		2022-12-06 21:59:19.472742

    		-1.3 ms

  





  

    		2022-12-06 22:59:20.919605

    		2.2 ms

  





  

    		2022-12-06 23:59:22.505587

    		-0.8 ms

  





  

    		2022-12-07 00:59:23.939429

    		-0.4 ms

  





  

    		2022-12-07 01:59:25.735835

    		-0.6 ms

  





  

    		2022-12-07 02:59:27.543886

    		-0.3 ms

  





  

    		2022-12-07 03:59:30.210748

    		0.2 ms

  





  

    		2022-12-07 04:59:32.524242

    		-0.5 ms

  





  

    		2022-12-07 05:59:34.82158

    		15.9 ms

  





  

    		2022-12-07 06:59:36.890173

    		7.2 ms

  





  

    		2022-12-07 07:59:38.481214

    		0.2 ms

  





  

    		2022-12-07 08:59:41.30263

    		1.9 ms

  





  

    		2022-12-07 09:59:44.139257

    		0.2 ms

  





  

    		2022-12-07 10:59:46.621969

    		-1.4 ms

  





  

    		2022-12-07 11:59:48.241965

    		-0.1 ms

  





  

    		2022-12-07 12:59:49.645548

    		0.3 ms

  





  

    		2022-12-07 13:59:51.263609

    		-0.5 ms

  





  

    		2022-12-07 14:59:53.854692

    		0.9 ms

  





  

    		2022-12-07 15:59:55.670476

    		-1.0 ms

  





  

    		2022-12-07 16:59:58.693123

    		-0.3 ms

  





  

    		2022-12-07 18:00:02.587507

    		0.4 ms

  





  

    		2022-12-07 19:00:06.001925

    		0.5 ms

  





  

    		2022-12-07 20:00:07.539363

    		-0.4 ms

  





  

    		2022-12-07 21:00:09.551066

    		0.2 ms

  





  

    		2022-12-07 22:00:12.990175

    		0.4 ms

  





  

    		2022-12-07 23:00:16.829233

    		-1.1 ms

  





  

    		2022-12-08 00:00:20.605649

    		0.4 ms

  





  

    		2022-12-08 01:00:22.446589

    		-0.7 ms

  





  

    		2022-12-08 02:00:25.853218

    		0.0 ms

  





  

    		2022-12-08 03:00:27.468349

    		-0.6 ms

  





  

    		2022-12-08 04:00:30.585643

    		-1.1 ms

  





  

    		2022-12-08 05:00:34.382348

    		-0.4 ms

  





  

    		2022-12-08 06:00:35.931373

    		0.1 ms

  





  

    		2022-12-08 07:00:37.661548

    		0.8 ms

  





  

    		2022-12-08 08:00:39.188065

    		-0.6 ms

  





  

    		2022-12-08 09:00:41.673124

    		-0.2 ms

  





  

    		2022-12-08 10:00:44.342971

    		-0.7 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-12-07 08:21:57.716 UTC

    		129.16.30.219

    		Mauritz Kööhler (MK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-12-07 08:23:06.431 UTC

    		129.16.30.219

    		Mauritz Kööhler (MK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-12-01 11:26:20 UTC.

  

  

    		2022-12-07 08:22:33.727 UTC

    		46.239.121.205

    		Joseph Löfving (JL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-12-07 08:24:08.915 UTC

    		46.239.121.205

    		Joseph Löfving (JL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-12-01 11:26:20 UTC.

  

  

    		2022-12-07 14:52:28.977 UTC

    		129.16.39.51

    		Jesper Hermenius (JH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-12-07 14:55:58.031 UTC

    		129.16.39.51

    		Jesper Hermenius (JH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-12-01 11:26:20 UTC.

  

  

    		2022-12-07 14:57:17.118 UTC

    		129.16.30.161

    		Hugo Simonsson (HS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-12-07 15:02:54.12 UTC

    		129.16.30.161

    		Hugo Simonsson (HS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-12-01 11:26:20 UTC.

  

  

    		2022-12-08 10:03:14.953 UTC

    		84.17.209.52

    		Lucas Glimfjord (LG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-12-08 10:04:18.171 UTC

    		84.17.209.52

    		Lucas Glimfjord (LG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-12-01 11:26:20 UTC.

  









